- 1 -
SG17-LS119
TSG SA Meeting #SP-104	SP-240533
27 - 31 June 2024, Shanghai, China

	[bookmark: dnum][bookmark: dtableau][image: ]
	INTERNATIONAL TELECOMMUNICATION UNION
TELECOMMUNICATION
STANDARDIZATION SECTOR
[bookmark: dstudyperiod]STUDY PERIOD 2022-2024
	SG17-LS119

	[bookmark: dsg]
	
	STUDY GROUP 17

	
	
	Original: English

	[bookmark: dbluepink][bookmark: dmeeting]Question(s):
	2/17
	Geneva, 20 February - 1 March 2024

	[bookmark: ddoctype](Ref.: SG17-TD1967)

	[bookmark: dsource]Source:
	ITU-T Study Group 17

	[bookmark: dtitle1]Title:
	LS on new work item X.ztmc: Guidelines for high-level zero trust model and its security capabilities in telecommunication networks 

	LIAISON STATEMENT

	For action to:
	-

	For information to:
	ISO/IEC SC 27/WG 4, NIST, IEEE zero trust WG, 3GPP SA, ETSI TC Cyber

	Approval:
	ITU-T Study Group 17 Meeting (Geneva, 1 March 2024)

	Deadline:
	N/A

	Contact:
	Heung Youl Youm
Chair, ITU-T SG17
Korea (Republic of)
	E-mail:	hyyoum@sch.ac.kr 

	Contact:
	Zhiyuan HU
vivo Mobile Communication
P.R.China
	Tel: 	+86 21 5121 6866 (ext. 53075)
Email: huzhiyuan@vivo.com

	Contact:
	Heung-Ryong OH
Telecommunications Technology Association (TTA)
Korea (Republic of)
	Tel:	+82 31 780 9070
Fax:	+82 31 724 0109
Email: hroh@tta.or.kr



ITU-T Study Group 17 (SG17) informs ISO/IEC SC 27/WG 4, NIST, IEEE zero trust WG, 3GPP SA, ETSI TC Cyber that a new work item X.ztmc, “Guidelines for high-level zero trust model and its security capabilities in telecommunication networks” was established at the ITU-T SG17 meeting, held in Geneva, 20 Feb – 1 March 2024. 
The intent of new work item ITU-T X.ztmc is to provide guidelines for a high-level zero trust model in telecommunication networks, including its key areas such as end-device(identity), network-device, telecommunication network, orchestration/automation, etc.
ITU-T SG17 would like to keep close collaboration continuously with ISO/IEC SC 27/WG 4, NIST, IEEE zero trust WG, 3GPP SA, ETSI TC Cyber and to exchange information on the studies related to zero trust security and others.
Attachment (1): 
· Scope and Summary of new work item, X.ztmc “Guidelines for high-level Zero trust model and its security capabilities in telecommunication networks”



Attachment 1
Draft Recommendation ITU-T X.ztmc
Guidelines for high level Zero trust model  and its security capabilities in telecommunication networks

Scope
[bookmark: _Hlk160271441]This draft Recommendation provides guidelines for high level zero trust model in telecommunication networks including its key areas such as end-device(identity), network-device, telecommunication network, orchestration/automation etc. It also provides security capabilities for each key area. This high level zero trust model can be used as a reference model to define various sector-specific detailed zero trust models. 
Use cases for various industry sectors such as IoT, smart factory, etc., using zero trust architectures are described in Appendix.
Note: The scenarios of network device-to-network device communication are out of scope.

Summary
This draft Recommendation provides guidelines for high level zero trust model suitable for telecommunication networks that meet zero trust principles. Based on the principle of ‘Never trust, always verify’, zero trust does not grant implicit trust based on the location of the user requesting access.
Although there are various existing zero trust models, it is difficult to design and implement a zero trust model suitable for telecommunication networks, and to provide interoperability and operational efficiency. Therefore, it is necessary to define a zero trust model and related security capabilities suitable for telecommunication networks.

In addition, there is a need to identify key areas that consist of the model and the security capabilities that each key area should have.
The zero trust model and security capabilities in this draft Recommendation can be used to develop specific models that applies zero trust principles to various industrial sectors as future work items.

This draft Recommendation addresses the following topics:
· A zero trust model suitable for telecommunication networks
· Key areas of the model
· Security capabilities by the key area
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