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* * * First Change * * * *

5.5	Support of Roaming IntermediarieRIs
[bookmark: _GoBack]5.5.1	General
Roaming services providers provide the technical and commercial means to facilitate the deployment and operation of roaming services between a client operator and a set of selected connected operators (see clause 6.45 of 3GPP TS 22.261 [28]).
The communication between two SEPPs may pass up to two Roaming IntermediarieRIs. The changes made by Roaming IntermediarieRIs to messages originated by a SEPP, based on the originating PLMNs policy, shall be identifiable by the receiving SEPP.
NOTE:	In this release of the specification, Roaming Intermediary refers to Roaming Hub, only.
[bookmark: _Toc161916342]5.5.2	N32-c connection establishment via Roaming IntermediarieRIs
[bookmark: _Toc161916343]5.5.2.1	N32-c connection establishment using HTTP CONNECT
[bookmark: _Toc161916344]5.5.2.1.1	General
This clause specifies the requirements that apply in scenarios where a PLMN SEPP makes use of Roaming IntermediarieRIs and support messages generated by Roaming IntermediarieRIs as specified in clause 5.9.3.2a of 3GPP TS 33.501 [6].
The N32 Handshake procedures specified in clause 5.2 shall apply between the c-SEPP and p-SEPP with the following additions:
-	Prior to establishing the (end-to-end) N32-c TLS connection with the pSEPP, the c-SEPP shall send an HTTP CONNECT Request to the Roaming IntermediaryRI to request the Roaming IntermediaryRI to set up a TCP connection towards the p-SEPP as specified in clause 5.5.2.1.2 (with one Roaming IntermediaryRI between the SEPPs) and clause 5.5.2.1.3 (with two Roaming IntermediariesRIs between the SEPPs); upon receipt of a successful HTTP CONNECT response, the c-SEPP shall establish the N32-c TLS connection and proceed with the N32 Handshake procedures;
-	If a Roaming IntermediaryRI disallows the establishment of the N32-c connection, the Roaming IntermediaryRI shall reject the HTTP CONNECT request as specified in clause 5.5.2.2.
[bookmark: _Toc161916345]5.5.2.1.2	Successful N32-c connection establishment via one Roaming IntermediaryRI
Figure 5.5.2.1.2-1 depicts the successful establishment of the N32-c connection between c-SEPP and p-SEPP via one Roaming IntermediaryRI (RI-A).



[bookmark: _Hlk156985893][bookmark: _Hlk156904129]Figure 5.5.2.1.2-1: Successful N32-c connection establishment via one Roaming IntermediaryRI
1.	The c-SEPP shall establish a TCP connection with the RI-A.
2.	The c-SEPP shall send an HTTP CONNECT request to the RI-A to request the RI-A to establish a TCP connection towards the p-SEPP. The authority of the HTTP CONNECT request shall contain the p-SEPP's FQDN.
The c-SEPP shall include the following information in the 3gpp-Connect-Req-Info header in the HTTP CONNECT request:
-	the HTTP connect purpose set to "n32c" to indicate that the TCP connection requested to be established is to set up an N32-c connection between the c-SEPP and p-SEPP;
-	the c-SEPP's PLMN ID or SNPN ID; and
-	the c-SEPP's FQDN.
The c-SEPP may also include the following information in the HTTP CONNECT request in the 3gpp-Connect-Req-Info header:
-	the intended N32 purpose(s) of the N32 connection.
The HTTP CONNECT request shall not contain any content (i.e. payload).
3.	The Roaming IntermediaryRI shall determine whether to (dis)allow the N32-c connection establishment based on its roaming contractual agreements and the following parameters:
-	the source PLMN ID or SNPN-ID; and
-	the target PLMN ID or SNPN ID.
The Roaming IntermediaryRI may also consider the following information for the above determination:
-	the HTTP connect purpose, e.g. the Roaming IntermediaryRI may accept an HTTP CONNECT request only for the purpose of establishing a N32-c connection; and/or
-	the intended N32 purposes, e.g. the Roaming IntermediaryRI may accept to establish the N32-c connection between the two PLMNs only for specific purposes.
4.	If the RI-A allows the establishment of the N32-c connection, it shall establish the TCP connection towards the p-SEPP.
5.	On successful processing of the request and establishment of the TCP connection towards the p-SEPP, the RI-A shall respond to the c-SEPP with a "200 OK" status code and may include the following information in the 3gpp-Connect-Resp-Info header in the HTTP CONNECT response:
-	the allowed N32 purposes for the N32 connection, which may be a subset of the N32 purposes signalled in the request; and/or.
-	the p-SEPP FQDN, if the Roaming IntermediaryRI has overwritten the p-SEPP FQDN received from the c-SEPP that the c-SEPP should use for sending its N32-c requests to the p-SEPP.
6	The c-SEPP shall establish the (end to end) N32-c TLS connection with the p-SEPP.
7.	The c-SEPP shall proceed with the N32-c Handshake procedures specified in clause 5.2.
[bookmark: _Toc161916346]5.5.2.1.3	Successful N32-c connection establishment via two Roaming IntermediariesRIs
Figure 5.5.2.1.3-1 depicts the successful establishment of the N32-c connection between c-SEPPs and p-SEPP via two RI’s (RI-A and RI-B).



Figure 5.5.2.1.3-1: Successful N32-c connection establishment via 2 Roaming IntermediariesRIs
[bookmark: _Hlk156913583][bookmark: _Hlk157075324]Steps 1 to 3: same as steps 1 to 3 of Figure 5.5.2.1.2-1.
4. If the RI-A allows the establishment of the N32-c connection, it shall establish a TCP connection towards the RI-B and send an HTTP CONNECT request to the RI-B, as described in for step 2 but with the following modification:
-	the RI-A shall include the RI-A's FQDN in the 3gpp-Connect-Req-Info header, instead of including the c-SEPP's FQDN.
steps 5 and 6: same as steps 3 and 4 of Figure 5.5.2.1.2-1.
Steps 7a and 7b: same as step 5 of Figure 5.5.2.1.2-1. The RI-A shall send the response to the c-SEPP only upon receiving the 200 OK response from the RI-B.
Steps 8 and 9: same as steps 6 and 7 of Figure 5.5.2.1.2-1.
[bookmark: _Toc161916347]5.5.2.2	Error messages originated by Roaming IntermediariesRIs over the N32-c interface
[bookmark: _Toc161916348]5.5.2.2.1	General
The Roaming IntermediaryRI may reject an N32-c connection establishment request by rejecting the HTTP CONNECT request.
The following error scenarios are supported and further detailed in the following clauses.
1)	Errors determined upon receipt of the HTTP CONNECT request
Examples: Roaming IntermediaryRI rejecting an HTTP CONNECT request due to:
-	the N32-c connection cannot be setup due to contractual reasons;
-	the N32-c connection cannot be setup due to a connectivity issue.
[bookmark: _Toc161916349]5.5.2.2.2	N32-c connection establishment rejection by Roaming IntermediaryRI A



Figure 5.5.2.2.2-1: N32-c connection establishment rejection by Roaming IntermediariesRIs
1.	The c-SEPP shall send an HTTP CONNECT request message as specified in step 2 of Figure 5.5.2.1.2-1.
2.	On failure, if the Roaming IntermediaryRI A determines that an N32 connection shall not or cannot be established e.g. due to contractual reasons or connectivity issues, the Roaming IntermediaryRI shall return an 4xx or 5xx response with the ProblemDetails providing details on the N32 related error for the c-SEPP.
[bookmark: _Toc161916350]5.5.2.2.3	N32-c connection establishment rejection by Roaming IntermediaryRI B



Figure 5.5.2.2.3-1: N32-c connection establishment rejection by Roaming IntermediariesRIs
-	Steps 1 and 2:  same as steps 2 and 4 of Figure 5.5.2.1.3-1.
-	Steps 3 and 4: same as step 2 of Figure 5.5.2.2.2-1. The RI-A shall send the response to the c-SEPP only upon receiving the 4xx or 5xx response from the RI-B.
[bookmark: _Toc161916351]5.5.3	N32-f messages forwarding or origination via Roaming IntermediariesRIs
[bookmark: _Toc161916352]5.5.3.1	Error messages originated by (or related to) Roaming IntermediariesRIs over the N32-f interface
[bookmark: _Toc161916353]5.5.3.1.1	General
Error messages may be originated from either PLMN SEPPs or Roaming HubRIs to adjacent Roaming HubRIs or adjacent PLMN SEPPs, in an identifiable way. Furthermore, if allowed by the PLMN policy, the SEPP shall be able to send error messages on the N32 interface to a roaming hubRI via the N32-f. See clause 5.9.3.2 of 3GPP TS 33.501 [6]).
The following error scenarios are supported and further detailed in the following clauses.
1)	N32-f related error determined upon receipt of an N32-f request
Examples: Roaming IntermediaryRI rejecting an N32-f request due to:
-	the N32-f connection cannot be setup due to contractual reasons;
-	the N32-f connection cannot be setup due to a connectivity issue;
-	incompatible encryption/plain information in the request (e.g. an IE is encrypted while it was expected in clear);
-	N32-f request not delivered due contractual reasons.
2)	N32-f related error determined upon receipt of an N32-f response
Example:
-	incompatible encryption/plain information in the N32-f response (e.g. an IE is encrypted while it was expected in clear).
3)	Applicative (i.e. SBI related) error determined upon receipt of an N32-f request
Example:
-	Roaming IntermediaryRI rejecting a UE Registration on behalf of the involved PLMNs based on roaming agreements.

Editor’s Note: It is left FFS how to handle the applicative errors for termination of session and deregistration of the UE by the Roaming Intermediary based on roaming agreements.
[bookmark: _Toc161916354]5.5.3.2	N32-f related error determined upon receipt of an N32-f request
[bookmark: _Toc161916355]5.5.3.2.1	Error message originated by Roaming IntermediaryRI via N32-f



Figure 5.5.3.2.1-1: Error message originated by Roaming IntermediaryRI via N32-f
1.	The cSEPP receives a service request (HTTP request) message from cNF.
2.	The cSEPP sends an N32-f request using PRINS security (i.e. JOSE protected message) to forward the service request message to the pSEPP.
3.	The Roaming IntermediaryRI detects an N32-f related error and returns an N32-f error response, e.g. "403 Forbidden" response, with the ProblemDetails data providing details on the N32-f related error for the cSEPP. If the error is due to an encryption policy mismatch, the ProblemDetails may include the invalidParams attribute indicating which IEs were received ciphered when they were expected to be received in clear, and vice-versa. The N32-f error response may additionally contain a suggested status code (e.g. "504 Gateway Timeout") and a suggested application error (e.g. "TARGET_PLMN_NOT_REACHABLE") that the Roaming IntermediaryRI suggests the cSEPP to forward in the error response to the cNF, if the cSEPP cannot or does not attempt to re-send the N32-f request taking into account the N32-f error information.
4.	If the cSEPP cannot or does not attempt to re-send the N32-f request taking into account the N32-f error information, the cSEPP sends an error response to the cNF. The cSEPP may use the suggested status code and/or suggested application error for the error response sent to the cNF (e.g. the cSEPP may send a "504 Gateway timeout" response with the cause "TARGET_PLMN_NOT_REACHABLE" in the ProblemDetails).
5. 	Alternatively, the cSEPP may re-send the N32-f request taking into account the N32-f error information that was received from the Roaming IntermediaryRI. For instance, if the cSEPP receives an error message with the application error "POLICY_MISMATCH", the cSEPP may change the data type encryption policy to 'Parameter shall be encrypted' or 'Parameter shall not be encrypted', if this is allowed by local policies, and if necessary, re-negotiate the data type encryption policy with the peer SEPP. After that, the cSEPP may re-send the N32-f Request based on the updated data type encryption policy to the Roaming IntermediaryRI.
6-9.	The rest of procedures are processed accordingly.
[bookmark: _Toc161916356]5.5.3.2.2	Error message originated by pSEPP on N32-f (and optionally N32-c)



Figure 5.5.3.2.2-1: Error message originated by pSEPP via N32-f (and optionally N32-c)
1. 	The cSEPP receives a service request (HTTP request) message from cNF.
2.	The cSEPP sends an N32-f request using PRINS security (i.e. JOSE protected message) to forward the service request message to the pSEPP.
3.	The pSEPP detects an N32-f related error and returns an N32-f error response, e.g. "403 Forbidden" response, with the ProblemDetails data providing details on the N32-f related error for the cSEPP. If the error is due to an encryption policy mismatch, the ProblemDetails may include the invalidParams attribute indicating which IEs were received ciphered when they were expected to be received in clear, and vice-versa. The N32-f error response may additionally contain a suggested status code (e.g. "504 Gateway Timeout") and a suggested application error (e.g. "TARGET_PLMN_NOT_REACHABLE") that the pSEPP suggests the cSEPP to forward in the error response to the cNF, if the cSEPP cannot or does not attempt to re-send the N32-f request taking into account the N32-f error information.
4.	The pSEPP may also send an N32-c request (HTTP POST request) towards the cSEPP with the content containing the N32-f error information that is to be reported (see clause 5.2.5).
5.	The cSEPP shall return the status code "204 No Content" as the response to the N32-f Error Reporting. (see clause 5.2.5)
6.	If the cSEPP cannot or does not attempt to re-send the N32-f request taking into account the N32-f error information, the cSEPP sends an error response to the cNF. The cSEPP may use the suggested status code and/or suggested application error for the error response to the cNF (e.g. the cSEPP may send a"504 Gateway timeout" response with the cause "TARGET_PLMN_NOT_REACHABLE" in the ProblemDetails).
7.	Alternatively, the cSEPP may re-send the N32-f request taking into account the N32-f error information that was received from the pSEPP. For instance, if the cSEPP receives an error message with the application error "POLICY_MISMATCH", the cSEPP may change the data type encryption policy to 'Parameter shall be encrypted' or 'Parameter shall not be encrypted', if this is allowed by local policies, and if necessary, re-negotiate the data type encryption policy with the peer SEPP. After that, the cSEPP may re-send the N32-f Request based on the updated data type encryption policy to the Roaming IntermediaryRI.
8-11.	The rest of procedures are processed accordingly.
[bookmark: _Toc161916357][bookmark: _Hlk151372987]5.5.3.3	N32-f related error determined upon receipt of an N32-f response
[bookmark: _Toc161916358]5.5.3.3.1	Error message originated by Roaming IntermediaryRI via N32-f
The procedure below describes the situation in which Roaming IntermediaryRI B detects an error in the response.



Figure 5.5.3.3.1-1: Error message originated by Roaming IntermediaryRI via N32-f Response
1.	The c-SEPP receives a service request (HTTP request) message from cNF.
2.	The c-SEPP sends an N32-f request using PRINS security (i.e. JOSE protected message) to forward the service request message to the p-SEPP.
3.	The pSEPP send the service request to the pNF (see clause 5.3.2.3)
4.	The pNF returns the service response (e.g. 200 OK response) to the p-SEPP.
5.	The p-SEPP encapsulates the service reponse in an N32-f response (i.e. JOSE protected message) and forwards the message to the c-SEPP (see clause 5.3.2.3).
6-8.	As the Roaming IntermediaryRI B detects an N32-f related error (e.g. an IE is received ciphered while it should be in clear), depending on the Roaming IntermediaryRI’s policy, the Roaming IntermdiaryRI B may forward the response message (200 OK) encapsulating the service response to the c-SEPP and the c-SEPP sends the Service Response to the cNF.
NOTE:	In case the Roaming IntermediaryRI decides not to forward the response message to c-SEPP, NF consumers and NF producers can end up with de-synchronized status in case of a non-safe/idempotent operation. Mechanisms specified for 5GC SBI can be used for handling such situation (e.g. to detect the re-transmitted request).
9.	The Roaming IntermediaryRI B sends a new N32-f request encapsulating an N32-c "N32-f Error Reporting request" message towards p-SEPP to report the error, as specified in clause 5.5.3.3.2.
Upon receipt of an N32-f request encapsulating an N32-c message with a dummy N32-c apiRoot, the receiving N32-f service instance of the p-SEPP looks up for a N32-c service instance that can support the N32-f connection (identified by the N32fContextId received in the N32-f request), substitutes the dummy N32-c apiRoot of the N32-c message with the apiRoot of that N32-c service instance and forwards the N32-c message towards that N32-c service instance.
10.	The p-SEPP returns "204 No Content" to the Roaming IntermediaryRI B.
11.	The p-SEPP logs the error and, if possible and allowed by local policies, considers it for further N32-f messages the p-SEPP sends towards the c-SEPP (e.g. the p-SEPP may send the reported IE in clear in further messages it forwards towards the c-SEPP).
12.	The cNF may repeat its service request in case no response is being received from the c-SEPP.
13.	The c-SEPP forwards the (repeated) service request from the cNF, if any. Alternatively, the c-SEPP may resend its N32-f request to the p-SEPP due to no response being received from the p-SEPP.
14.	The pSEPP forwards the service request towards the pNF.
15.	The pNF returns the service response (e.g. 200 OK response).
16.	The p-SEPP encapsulates the service response in an N32-f response (i.e. JOSE protected message) and forwards the message to the c-SEPP, taking into account any error information earlier received from the cSEPP or Roaming IntermediaryRI, if possible and allowed by local policies (e.g. the IE previously reported in error in clear).
17.	The c-SEPP send the service response to the cNF.
The procedure is identical if the Roaming IntermediaryRI A detects an error.
[bookmark: _Toc161916359]5.5.3.3.2	Error message formatting by the Roaming IntermediaryRI
If a Roaming IntermediaryRI needs to generate an N32-f related error message upon receiving an N32-f response, the Roaming IntermediaryRI shall construct a new N32-f request as defined in clause 5.3.2.3 for a SEPP with the following modifications:
-	the DataToIntegrityProtectBlock (see Table 6.2.5.2.2-1) shall only contain the MetaData with the N32fContextId and messageId of the N32-f response message for which an error was detected.
-	the patch instructions in the modificationBlock (see Table 6.2.5.2.2-1) shall be based on an  DataToIntegrityProtectBlock only containing the MetaData with the n32fContextId and messageId.
-	the modifications in the "modificationsBlock" shall result in encoding a N32-c request for N32-f Error Reporting, i.e. it shall contain patch instructions:
-	adding the requestLine to form an HTTP POST request "{n32c-apiRoot}/n32c-handshake/v1/n32f-error"; the {n32c-apiRoot} shall be set to a dummy N32-c apiRoot defined as the N32-f apiRoot with the authority part prepended with the label "n32c".
EXAMPLE:	If the n32-f apiRoot is https://sepp-n32f.5gc.mnc203.mcc422.3gppnetwork.org:443, the dummy N32-c apiRoot is:
https://n32c.sepp-n32f.5gc.mnc203.mcc422.3gppnetwork.org:443
NOTE:	The dummy N32-c apiRoot in the N32-c message encapsulated in the N32-f request needs not contain addressing information of any actual N32-c service instance of the p-SEPP. Instead, this indicates to the receiving N32-f service instance of the p-SEPP that it needs to look up for a N32-c service instance and route the request towards that N32-c service instance. See step 9 of clause 5.5.3.3.1.
-	adding headers, if applicable; and
-	adding the payload that shall be the content of the N32-f Error Reporting Request, i.e N32fErrorInfo.
-	the modificationBlock shall contain the JWS signature of the Roaming IntermediaryRI.
The Roaming IntermediaryRI shall then send its N32-f request towards the p-SEPP, (using the same N32-f apiRoot as the one that was used in the original N32-f request sent to the p-SEPP) possibly via another intermediate Roaming IntermediaryRI.
[bookmark: _Toc161916360]5.5.3.4	Applicative (i.e. SBI related) error determined upon receipt of an N32-f request
[bookmark: _Toc161916361]5.5.3.4.1	Applicative error originated by Roaming IntermediaryRI via N32-f


Figure 5.5.3.4.1-1: Applicative (i.e. SBI related) error originated by Roaming IntermediaryRI via N32-f
1.	The c-SEPP receives a service request (HTTP request) message from cNF.
2.	The c-SEPP sends an N32-f request using PRINS security (i.e. JOSE protected message) to forward the service request message to the p-SEPP.
3.	The Roaming IntermediaryRI detects an applicative error within the service request encapsulated in the N32-f request, e.g. the UE registration needs to be rejected on behalf of the involved PLMNs. The Roaming IntermediaryRI responds back with a successful N32-f response encapsulating a service error response instead of forwarding the N32-f request to the p-SEPP, as defined in clause 5.5.3.2.
4.	The c-SEPP forwards the service error response towards the cNF.
[bookmark: _Toc161916362]5.5.3.4.2	Error message formatting by the Roaming IntermediaryRI
If a Roaming IntermediaryRI needs to generate a service error message upon receiving an N32-f request, the Roaming IntermediaryRI shall construct a service error response (to be sent within a successful N32-f response) as defined in clause 5.3.2.3 for a SEPP with the following modifications:
-	the DataToIntegrityProtectBlock (see Table 6.2.5.2.3-1) shall only contain metadata with N32-f message ID and N32-f context ID of the N32-f request message;
-	the patch instructions in the modificationBlock (see Table 6.2.5.2.3-1) shall be based on the intermediary originated DataToIntegrityProtectBlock only containing the MetaData with the N32-f message ID and N32-f context ID.
-	the modifications in the "modificationsBlock" shall result in encoding the service error response, i.e. it shall contain patch instructions;
-	adding the statusLine to form the desired service error response (e.g. 403 Forbidden response);
-	adding SBI headers, if applicable; and
-	adding the payload that shall be the content of the service error response (e.g. ProblemDetails with the reason why the registration request is rejected);
-	the modificationBlock shall contain the JWS signature of the Roaming IntermediaryRI.
The Roaming IntermediaryRI shall then send its N32-f response towards the c-SEPP, possibly via another intermediate Roaming IntermediaryRI, encapsulating the service error response.
Editor's note: Roaming Intermediary originated error message e.g. to terminate a session is FFS.
[bookmark: _Toc161916363]5.5.3.5	Handling of applicative events trigger determined by Roaming IntermediaryRI
[bookmark: _Toc161916364]5.5.3.5.1	Applicative request message originated by Roaming IntermediaryRI via N32-f
The procedure below describes the situation in which Roaming IntermediaryRI detects an event where there are no immediate N32-f messages corresponding to react on. An independent request message is initiated by the Roaming IntermediaryRI.



Figure 5.5.3.5.1-1: Applicative request message originated by Roaming IntermediaryRI via N32-f
1.	The Roaming IntermediaryRI detects an applicative event regarding the status of roaming where the Roaming IntermediaryRI requires to change the status on specific NF.
NOTE 1:	How the Roaming IntermediaryRI becomes aware of N32f_contextID is outside the scope of this specification.
2. 	The Roaming IntermediaryRI shall create a new N32-f request encapsulating a request for the appropriate NF as specified in clause 5.5.3.5.2, and shall send the request towards pSEPP for the message targeted to NF Producer.
Editor's note:	It is FFS how to avoid the clash of the message ID created by the Roaming Intermediary and any future messages initiated by the cSEPP.
NOTE 2:	The encapsulated message itself is not in scope of N32 definition. Here only the transport is defined, the content is application specific.
3a.	The pSEPP shall verify that the Roaming IntermediaryRI is allowed to generate the given request according to operator policy. If allowed by the policy, the pSEPP shall reconstruct the request to be forwarded to the NF and forward the request to the target NF.
3b.	If the message is not allowed by the policy as in step 3a, then the responding SEPP shall return an appropriate 4xx/5xx status code together with the "ProblemDetails" in the content of the response.
4.	The target NF shall return an appropriate response to the pSEPP.
5.	The pSEPP shall forward the response using PRINS security to Roaming IntermediaryRI. Since the Roaming IntermediaryRI is the NF consumer of the request, the response is not forwarded to any other entity from the Roaming IntermediaryRI.
NOTE 3:	Step 5 does not prohibit the Roaming IntermediaryRI to initiate any further signalling corresponding to the received HTTP response.
The procedure is analogous if the Roaming IntermediaryRI detects an event that is required on NF beyond the other Roaming IntermediaryRI. In this case the request is routed via the other Roaming IntermediaryRI to the pSEPP.
NOTE 4:	As there can only be two Roaming IntermediarieRIs between two SEPPs, the scenario described above refers to the case when the Roaming IntermediaryRI needs to send to the SEPP connected via the other Roaming IntermediaryRI.
[bookmark: _Toc161916365]5.5.3.5.2	Originated request message formatting by the Roaming IntermediaryRI
If a Roaming IntermediaryRI needs to generate an applicative request message, the Roaming IntermediaryRI shall construct a new N32-f request as defined in clause 5.5.3.3.2, with the difference that the procedure applies to request instead of response. However, the modifications in the "modificationsBlock" shall result in encoding a request for NF API the i.e. it shall contain patch instructions:
-	adding the requestLine to form an HTTP POST request for the target NF the request is intended for;
-	adding headers, if applicable; and
-	adding the content that shall be the content of the requested NF service operation.
NOTE:	The present document does not specify how the Roaming IntermediaryRI knows the apiRoot of the NF service.

* * * Next Change * * * *

[bookmark: _Toc24986399][bookmark: _Toc34205827][bookmark: _Toc39062011][bookmark: _Toc43277253][bookmark: _Toc49847583][bookmark: _Toc56419560][bookmark: _Toc112683369][bookmark: _Toc161916444]6.2.4.2.2	Operation Definition
This operation shall support the request data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-2.
Table 6.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	N32fReformattedReqMsg
	M
	1
	This IE shall contain the reformatted HTTP/2 message comprising the plain text part, encrypted information, meta data and modification chain information. See clause 6.2.5.2.2.



Table 6.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	 N32fReformattedRspMsg
	M
	1
	200 OK
	This represents the successful processing of the reformatted JOSE protected message at the responding SEPP. The responding SEPP shall provide the reformatted and JOSE protected content of the corresponding HTTP/2 response message received from the NF service producer, or the HTTP/2 notification response message received from the NF service consumer.

	ProblemDetailsMsgForwarding
	O
	0..1
	403 Forbidden
	When the receiving SEPP fails to process the reconstructed message due to PLMN ID or SNPN ID verification failure, the "cause" attribute shall be set to "PLMNID_MISMATCH" or "SNPNID_MISMATCH".

When the receiving SEPP receives HTTP requests over N32-f with purpose, marked using 3gpp-Sbi-Interplmn-Purpose header as specified in 3GPP TS 29.500 [4], that does not match with any of the purposes exchanged via the Security Capability Negotiation procedure, then the "cause" attribute shall be set to "REQUESTED_PURPOSE_NOT_ALLOWED".

When the receiving SEPP fails to process the reconstructed message due to the n32fContextId is unknown, the "cause" attribute shall be set to "CONTEXT_NOT_FOUND".

When the receiving SEPP fails to process the reconstructed message, and the error is reported by N32f error reporting procedure as specified in clause 5.2.5, the "cause" attribute shall be set to "UNSPECIFIED".

When the Roaming IntermediaryRI or receiving SEPP receives HTTP requests over N32-f and detects an encryption policy mismatch, e.g. protected IEs are not ciphered, or unprotected IEs are ciphered, the "cause" attribute shall be set to "POLICY_MISMATCH". In this case, the ProblemDetails may include the invalidParams attribute indicating which IEs were received ciphered when they were expected to be received in clear, and vice-versa, with the reason attribute for each invalid parameter set to "Parameter shall be encrypted" if the IE was sent without confidentiality protection" or “Parameter shall not be encrypted" if the IE was sent with confidential protection.

When the Roaming IntermediaryRI or receiving SEPP receives HTTP requests, but the N32 connection cannot be setup due to contractual reasons, the "cause" attribute shall be set to "NO_CONNECTION_DUE_TO_CONTRACT".

When the Roaming IntermediaryRI receives HTTP requests but the N32 connection cannot be setup due to a connectivity issue, the "cause" attribute shall be set to "NO_CONNECTION_DUE_TO_CONNECTIVITY".

When the Roaming IntermediaryRI receives HTTP requests over N32-f but the message was not delivered due to contractual reasons, the "cause" attribute shall be set to "MSG_NOT_DELIVERED_DUE_TO_CONTRACT".

When the receiving SEPP receives a roaming intermediaryRI generated error reporting request (see clause 5.2.3.3), but the JWS signature of the roaming intermediaryRI is invalid, the "cause" attribute shall be set to "INVALID_RI_JWS_SIGNATURE".


	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 6.2.4.2.2-3: Headers supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	3gpp-Sbi-Message-Priority
	string
	O
	0..1
	3gpp-Sbi-Message-Priority header, defined in 3GPP TS 29.500 [4].



Table 6.2.4.2.2-4: Headers supported by 200 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	3gpp-Sbi-Message-Priority
	string
	O
	0..1
	3gpp-Sbi-Message-Priority header, defined in 3GPP TS 29.500 [4].



* * * Next Change * * * *

[bookmark: _Toc24986407][bookmark: _Toc34205835][bookmark: _Toc39062019][bookmark: _Toc43277261][bookmark: _Toc49847591][bookmark: _Toc56419572][bookmark: _Toc112683380][bookmark: _Toc161916455]6.2.5.2.5	Type: DataToIntegrityProtectBlock
Table 6.2.5.2.5-1: Definition of type DataToIntegrityProtectBlock
	Attribute name
	Data type
	P
	Cardinality
	Description

	metaData
	MetaData
	C
	0..1
	This IE shall be included if the SEPP encodes additional information for replay protection. When present this IE shall contain the meta data information needed for replay protection.
This IE shall also be included if the Roaming IntermediaryRI originates a N32-f Request or an N32-f Response (see clause 5.5.3)

	requestLine
	RequestLine
	C
	1
	This IE shall be included when a JOSE protected API "request" is forwarded over N32-f. When present, this IE shall contain the request line of the HTTP API request being reformatted and forwarded over N32-f.

	statusLine
	string
	C
	0..1
	This IE shall be included when a JOSE protected API "response" is forwarded over N32-f. When present, this IE shall contain the status line of the HTTP API response being reformatted and forwarded over N32-f.

	headers
	array(HttpHeader)
	C
	1..N
	This IE shall be included when a JOSE protected API request / response contains HTTP headers. When present this IE shall contain the encoding of HTTP headers in the API request / response.

	payload
	array(HttpPayload)
	C
	1..N
	This IE shall be included when a JOSE protected API request / response contains JSON content that needs to be sent in clear text. When present this IE shall contain the encoding of JSON content in the API request / response.




* * * Next Change * * * *

[bookmark: _Toc24986425][bookmark: _Toc34205853][bookmark: _Toc39062037][bookmark: _Toc43277279][bookmark: _Toc49847609][bookmark: _Toc56419590][bookmark: _Toc112683398][bookmark: _Toc161916475]6.2.6.3	Application Errors
The application errors defined for the JOSE protected message forwarding API on N32-f are listed in Table 6.2.6.3-1.
Table 6.2.6.3-1: Application errors
	Application Error
	HTTP status code
	Description

	PLMNID_MISMATCH
	403 Forbidden
	The PLMN ID in the Bearer token carried in the "Authorization" header of the reconstructed message does not match the PLMN ID of the N32-f context.

	SNPNID_MISMATCH
	403 Forbidden
	The SNPN ID in the Bearer token carried in the "Authorization" header of the reconstructed message does not match the SNPN ID of the N32-f context.

	REQUESTED_PURPOSE_NOT_ALLOWED
	403 Forbidden
	The purpose indicated in 3gpp-Sbi-Interplmn-Purpose header as specified in 3GPP TS 29.500 [4] of the reconstructed message does not match with any of the purposes exchanged via the Security Capability Negotiation procedure.

	CONTEXT_NOT_FOUND
	403 Forbidden
	The n32fContextId is unknown in the receiving SEPP.

	UNSPECIFIED
	403 Forbidden
	The receiving SEPP fails to process the reconstructed message, and the error is reported by N32f error reporting procedure as specified in clause 5.2.5.

	POLICY_MISMATCH
	403 Forbidden
	The encryption policy verification on the received N32-f message has failed, e.g. protected IEs are not ciphered, or unprotected IEs are ciphered.

	NO_CONNECTION_DUE_TO_CONTRACT
	403 Forbidden
	The message failed to be delivered as N32 connection cannot be setup due to contractual reasons.

	NO_CONNECTION_DUE_TO_CONNECTIVITY
	403 Forbidden
	The message failed to be delivered as N32 connection cannot be setup due to a connectivity issue.

	MSG_NOT_DELIVERED_DUE_TO_CONTRACT
	403 Forbidden
	The message was not delivered due to contractual reasons.

	INVALID_RI_JWS_SIGNATURE
	403 Forbidden
	The error reporting request generated by the roaming intermediaryRI was not delivered because the JWS signature of the roaming intermediaryRI is invalid.



* * * Next Change * * * *

[bookmark: _Toc161916508]7.2	HTTP standards headers
The HTTP standard headers defined in Table 7.2-1 shall be supported on the interface between the SEPP and Roaming IntermediaryRI.
Mandatory to support HTTP standard headers does not mean that all the HTTP requests and responses carry the identified request and response headers respectively. It only means it is mandatory to support the processing of the identified headers in request and response message.

[bookmark: _CRTable5_2_2_22]Table 7.2-1: Mandatory to support HTTP response standard headers
	Name
	Reference
	Description

	Via
	IETF RFC 9110 [9]
	This header should be inserted by a Roaming IntermediaryRI when relaying an HTTP error response (see clause 6.10.8 of 3GPP TS 29.500 [4]). It may be inserted when relaying other HTTP responses.
When inserted by a Roaming IntermediaryRI, the received-protocol portion of the header field value should be set to "HTTP/2.0" or "2.0" and the received-by portion of the header field value should be formatted as follows:
- "RI-<RI FQDN>" for a Roaming IntermediaryRI 

	Server
	IETF RFC 9110 [9]
	This header should be inserted by the originator of an HTTP error response (see clause 6.10.8 of 3GPP TS 29.500 [4]). It may be inserted otherwise.
When inserted by a Roaming IntermediaryRI, the pattern of the header should be formatted as follows:
- "RI-<RI FQDN>" for a Roaming IntermediaryRI

	NOTE:	The inclusion of the Via and Server header in an HTTP CONNECT error response message enables the receiving SEPP to determine which Roaming IntermediaryRI has rejected the request in scenarios with two roaming intermediarieRIs between the SEPPs.



* * * Next Change * * * *

[bookmark: _Toc161916510]7.3.1	3gpp-Connect-Req-Info
The header enables to convey information in the HTTP CONNECT request to the Roaming IntermediaryRI, that may be used by the Roaming IntermediaryRI to determine whether to allow the establishment of the N32-c connection and/or for troiuble-shooting.
The encoding of the header follows the ABNF as defined in IETF RFC 9110 [9].
[bookmark: _Hlk158030995]Connect-Req-Info-Header = "3gpp-Connect-Req-Info:" OWS "connect-purpose=" OWS connect-purpose-value";" OWS orig-network-id ";" OWS sender-fqdn [";" OWS intended-n32-purposes] *( ";" OWS req-param )

connect-purpose-value = "n32c" / token

orig-network-id = "originating-network-id=" OWS 3DIGIT "-" 2*3DIGIT [ "-" 11HEXDIG ]

sender-fqdn = "sender-fqdn=" OWS 4*( ALPHA / DIGIT / "-" / "." )

intended-n32-purposes = intended-n32-purpose *(";" OWS intended-n32-purpose)
intended-n32-purpose = "intended-n32-purpose=" OWS n32-purpose-value

n32-purpose-value = "ROAMING"
           / "INTER_PLMN_MOBILITY"
           / "SMS_INTERCONNECT"
           / "ROAMING_TEST"
           / "INTER_PLMN_MOBILITY_TEST"
           / "SMS_INTERCONNECT_TEST"
           / "SNPN_INTERCONNECT"
           / "SNPN_INTERCONNECT_TEST"
           / "DISASTER_ROAMING"
           / "DISASTER_ROAMING_TEST"
           / token

req-param = req-param-name "=" OWS req-param-value

req-param-name = token

req-param-value = token

EXAMPLE 1:	For an HTTP CONNECT request message from the c-SEPP to the RI-A to request establishing the TCP connection towards the p-SEPP:
3gpp-Connect-Req-Info: connect-purpose=n32c; originating-network-id=123-45;sender-fqdn=sepp12.5gc.mnc155.mcc400.3gppnetwork;intended-n32-purpose=ROAMING;intended-32-purpose=SMS_INTERCONNECT
EXAMPLE 2:	For an HTTP CONNECT request message from the RI-A to the RI-B to request establishing the TCP connection towards p-SEPP:
3gpp-Connect-Req-Info: connect-purpose=n32c;originating-network-id=123-45;sender-fqdn=ri234.rioperator.com;intended-n32-purpose=ROAMING;intended-n32-purpose=SMS_INTERCONNECT

* * * Next Change * * * *

[bookmark: _Toc24937726][bookmark: _Toc33962546][bookmark: _Toc42883314][bookmark: _Toc49733182][bookmark: _Toc56690809][bookmark: _Toc153813456][bookmark: _Toc161916513]7.4.1	General
[bookmark: _Toc24937727][bookmark: _Toc33962547][bookmark: _Toc42883315][bookmark: _Toc49733183][bookmark: _Toc56690810][bookmark: _Toc153813457]HTTP/2 connection error and stream error shall be supported as specified in clause 5.4 of IETF RFC 9113 [7].
Upon detecting an error, the Roaming IntermediaryRI shall send an 4XX or 5XX error response. The error response should include a ProblemDetails object providing details on the error and including one of the application errors defined in Table 7.4.2-1.

* * * Next Change * * * *

[bookmark: _Toc161916514]7.4.2	Application Errors
[bookmark: _Hlk158034772]The application errors defined for the HTTP CONNECT service are listed in Table 7.4.2-1.
[bookmark: _Hlk158047261]Table 7.4.2-1: Application errors
	Application Error
	HTTP status code
	Description

	INVALID_MSG_FORMAT
	400 Bad Request
	It is used when the c-SEPP sends an HTTP request with an invalid format. 

	CONTRACTUAL_REASON
	403 Forbidden
	It is used when the SEPP request does not match with the contract between the SEPP and Roaming IntermediaryRI.

	INSUFFICIENT_RESOURCES
	500 Internal Server Error
	It is used when the Roaming IntermediaryRI does not have enough resources to establish the TCP connection toward the destination.

	SYSTEM_FAILURE
	500 Internal Server Error
	The request is rejected due to generic error condition at the Roaming IntermediaryRI.

	CONNECTIVITY_ISSUE
	502 Bad Gateway
	It is used when the Roaming IntermediaryRI cannot establish the connection towards the destination SEPP due to connectivity issue.



* * * End of Changes * * * *
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