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	Reason for change:
	3GPP TS 33.310 Clause 10.6 specifies:

….during the NF discovery procedure, the NRF may check that the potential producers, to be included in the response, do have valid certificates. How such a check is performed is left to implementation. For example, it can be based on locally stored information or by querying other network entities such as OCSP/CRL servers.

Subscribing to a set of NFs matching certain subscription conditions is also a way of discover NFs of interest. For example, an NF excluded in discovery results and/or notification earlier due to expired certificate can later re-acquire valid certificate and available for selection by NF-Consumer. Similarly, an NF included in discovery results and/or notification earlier may no longer have valid certificate later and should be excluded from selection by the NF-Consumer.

Additionally, during discovery, the NRF may find that all the target NF-Producer(s) have invalid/expired certificate(s) and hence NRF may not provide any NF-Profile(s) in result. In such case, the NF-Consumer needs to be informed why no profile was included in the result. This may be especially possible when NFDiscovery is performed for a specific NF-Instance ID.


	
	

	Summary of change:
	· Extend definition of NFStatus "Suspended" and "Registered" to include certificate status
· Extend NoProfileMatchReason to cover scenario when no profile is returned due to expired certificates

	
	

	Consequences if not approved:
	NF-Consumers can continue to try selecting NF-Producers with expired certificate. 
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	Other comments:
	The CR adds backward-compatible new feature to Open API file for Nnrf_NFDiscovery API.
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[bookmark: _Toc24937666][bookmark: _Toc33962481][bookmark: _Toc42883243][bookmark: _Toc49733111][bookmark: _Toc56690736][bookmark: _Toc144122739]*** First Change ***
[bookmark: _Toc24937718][bookmark: _Toc33962537][bookmark: _Toc42883304][bookmark: _Toc49733172][bookmark: _Toc56690799][bookmark: _Toc162420745]6.1.6.3.7	Enumeration: NFStatus
Table 6.1.6.3.7-1: Enumeration NFStatus
	Enumeration value
	Description

	"REGISTERED"
	The NF Instance is registered in NRF and can be discovered by other NFs.
This status may result from fresh registration of an NF into NRF, or when, e.g. an NF comes out of "SUSPENDED" state after, e.g. re-issue of certificate.

	"SUSPENDED"
	The NF Instance is registered in NRF but it is not operative and cannot be discovered by other NFs.
This status may result from a NF Heart-Beat failure (see clause 5.2.2.3.2) or a NF failure, or the expiry/revocation of NF certificate and may trigger restoration procedures (see clause 6.2 of 3GPP TS 23.527 [27]).

	"UNDISCOVERABLE"
	The NF instance is registered in NRF, is operative but cannot be discovered by other NFs.
This status may be set by the NF e.g. in shutting down scenarios where the NF is still able to process requests for existing resources or sessions but cannot accept new resource creation or session establishment. 

	"CANARY_RELEASE"
	The NF instance is registered in NRF, is operative and can be discovered and selected by other NFs under certain conditions (see SelectionConditions, in clause 6.1.6.2.123).

This status may be set by the NF e.g. in upgrade scenarios or during canary testing scenarios where the NF is able to process requests for new resource creation or session establishment under certain conditions (e.g. for a restricted set of users).

(NOTE 2)

	NOTE 1:	An NF instance cannot be discovered by other NFs if the NF status is set to "SUSPENDED" or "UNDISCOVERABLE".
NOTE 2:	A discovered NF instance with NFStatus "CANARY_RELEASE" shall only be selected by an NF Service Consumer if the conditions included in the "selectionConditions" attribute of the NFProfile are evaluated to <true>; if such attribute is not included, the NF instance shall not be selected.




*** Next Change ***
[bookmark: _Toc106626437][bookmark: _Toc162420831]6.2.6.3.3	Enumeration: NoProfileMatchReason
The enumeration NoProfileMatchReason indicates the specific reason for not finding any NF instance that can match the search criteria. These reasons are considered as applicable for the time span indicated by the "validityPeriod" of the SearchResult in the discovery response (see clause 6.2.6.2.2).
Table 6.2.6.3.3-1: Enumeration NoProfileMatchReason
	Enumeration value
	Description

	"REQUESTER_PLMN_NOT_ALLOWED"
	NF profiles are not allowed to be discovered by the requester's PLMN

	"TARGET_NF_SUSPENDED"
	Target NF exists with NFStatus or NFServiceStatus "SUSPENDED" 

	"TARGET_NF_UNDISCOVERABLE"
	Target NF exists with NFStatus or NFServiceStatus "UNDISCOVERABLE" 

	"QUERY_PARAMS_COMBINATION_NO_MATCH"
	No NF instance matching the Query Parameter Combination has registered
(NOTE 2)

	"TARGET_NF_TYPE_NOT_SUPPORTED"
	The operator has not deployed any NF instance matching the target NF type of the discovery request
(NOTE 1, NOTE 2)

	"TARGET_NF_CERTIFICATE_EXPIRED"
	Target NF registered in NRF but excluded in discovery result due to certificate expiry

	"UNSPECIFIED"
	Other reasons

	NOTE 1:	Based on local policy, the NRF may be configured with a list of NF types that are not supported on the operator's PLMN, so that NF Service Consumers, when receiving this reason on the discovery response, may act accordingly (e.g. to skip subscribing to changes on NF instances with such NF type).
NOTE 2:	If there are no matching instances due to the presence of "target-nf-type" query parameter containing an NF type not supported on the operator's PLMN, the value of the NoProfileMatchReason shall be "TARGET_NF_TYPE_NOT_SUPPORTED", rather than "QUERY_PARAMS_COMBINATION_NO_MATCH".



*** Next Change ***
[bookmark: _Toc24937837][bookmark: _Toc33962657][bookmark: _Toc42883426][bookmark: _Toc49733294][bookmark: _Toc56690944][bookmark: _Toc162420903]A.3	Nnrf_NFDiscovery API
openapi: 3.0.0

info:
  version: '1.3.0-alpha.7'
  title: 'NRF NFDiscovery Service'
  description: |
    NRF NFDiscovery Service.  
    © 2024, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.510 V18.6.0; 5G System; Network Function Repository Services; Stage 3
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.510/'

servers:
  - url: '{apiRoot}/nnrf-disc/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

security:
  - {}
  - oAuth2ClientCredentials:
      - nnrf-disc
  - oAuth2ClientCredentials:
      - nnrf-disc
      - nnrf-disc:nf-instances:read-complete-profile

***skipped for clarity***

    NoProfileMatchReason:
      description: No Profile Match Reason
      anyOf:
        - type: string
          enum:
            - REQUESTER_PLMN_NOT_ALLOWED
            - TARGET_NF_SUSPENDED
            - TARGET_NF_UNDISCOVERABLE
            - QUERY_PARAMS_COMBINATION_NO_MATCH
            - TARGET_NF_TYPE_NOT_SUPPORTED
            - TARGET_NF_CERTIFICATE_EXPIRED
            - UNSPECIFIED
        - type: string

***skipped for clarity***

*** End of Change ***
