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[bookmark: _Hlk163393705]* * * First Change * * *
[bookmark: _Toc160556232][bookmark: _Toc160556556]5.2.3.3	PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-request> element in the <pinapp-info> root element,
the PMAE-C shall check whether the endpoint information of PAE-S is available in the PMAE-C.
If the endpoint information of PAE-S is available in the PMAE-C:
a)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-accept> element in the <pinapp-info> root element and within the <server-discovery-accept> element:
i)	shall include a <endpoint-information-content> element set to the endpoint information of PAE-S; and
b)	send the HTTP 200 (OK) response towards the PGAE-C.
If the endpoint information of PAE-S is not available in the PMAE-C:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-reject> element in the <pinapp-info> root element and within the <server-discovery-reject> element:
i)	shall include a <cause> element to indicate the endpoint information of PAE-S is not available; and
b)	send the HTTP 403 (Forbidden) response towards the PGAE-C.
[bookmark: _Hlk127135953]The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
2	Requested information not available; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556237]5.3.2.2	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-request> element in the <pinapp-info> root element,
[bookmark: _Hlk132828016]the PAE-S shall check whether the requesting entity identified by the <ue-id> element is authorized to be the requested role of a PIN. 
If the PEAE-C identified by the <ue-id> element is authorized to be the requested role of a PIN, PAE-S shall:
a)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-accept> element in the <pinapp-info> root element and within the <pine-registration-accept> element:
i)	shall include a <pin-client-id> element set to the assigned PIN client ID of the PEAE-C; and
ii)	may include a <role-of-pemc> element set to indication that the requesting entity has successfully registered to be a PMAE-C; and 
iii)	may include a <role-of-pegc> element set to indication that the requesting entity has successfully registered to be a PGAE-C; and
b)	send the HTTP 200 (OK) response towards the PEAE-C.
If the PEAE-C identified by the <ue-id> element is not authorized to be the requested role of a PIN, PAE-S shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-reject> element in the <pinapp-info> root element and within the <pine-registration-reject> element:
i)	shall include a <cause> element set to an appropriate cause for direct PIN registration to PAE-S failure; and
b)	send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure;
4	Maximum number of PINE is reached; 
6	Maximum number of service is reached; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556241]5.3.3.3	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-request> element in the <pinapp-info> root element,
the PAE-S shall check whether the <representation-indication> element is included or not. 
If the <representation-indication> element is not included, the PAE-S shall treat the registration as a direct registration to PAE-S and act as specified in clause 5.3.2.2.
If the <representation-indication> element is included, the PAE-S shall check whether all the PIN peers in <registration-info> element are authorized to be the requested role of a PIN.
If all the PIN peers in <registration-info> element are not authorized to be the requested role of a PIN, the PAE-S shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-reject> element in the <pinapp-info> root element and within the <pine-registration-reject> element:
i)	shall include a <cause> element set to a list of PINAPP protocol cause values for each PIN peer. Each entry of the list contains an identity of a PIN peer and an appropriate cause for indirect PIN registration to PAE-S failure; and
b)	send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure;
4	Maximum number of PINE is reached;
6	Maximum number of service is reached; and
7	Permanently denied.
If at least one PIN peers in <registration-info> element are authorized to be the requested role of a PIN, the PAE-S shall:
a)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-accept> element in the <pinapp-info> root element and within the <pine-registration-accept> element:
i)	shall include a <pin-client-id> element set to the PIN client ID of PMAE-C;
ii)	shall include a <accepted-registration-info> element set to a list of accepted registration information. Each entry of the list contains the identity of the PIN peer, assigned PIN client ID, and may contain indication of being a PMAE-C, indication of being a PGAE-C, or both; and
iii)	shall include a <rejected-registration-info> element set to a list of failed registration information, if any. Each entry of the list contains an identity of a PIN peer and an appropriate cause for indirect PIN registration to PAE-S failure; and
b)	send the HTTP 200 (OK) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure;
4	Maximum number of PINE is reached; 
6	Maximum number of service is reached; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556244]5.3.4.2	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-request> element in the <pinapp-info> root element,
the PAE-S shall check whether the PMAE-C is authorized to deregistration from the PIN.
If the deregistration request is authorized, the PAE-S shall:
a)	consider the requesting entity identified by the <ue-id> element is not registered as a PIN peer;
b)	generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; and
c)	send the HTTP 204 (No content) response towards the requesting entity.
If the deregistration request is not authorized, the PAE-S shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-reject> element in the <pinapp-info> root element and within the <pine-deregistration-reject> element:
i)	shall include a <cause> element set to an appropriate cause for deregistration failure; and
b)	send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
[bookmark: _Hlk166860160]3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556251]5.3.6.2	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-update-registration-request> element in the <pinapp-info> root element,
the PAE-S shall check whether the requesting entity identified by the <ue-id> element is authorized to update the registration status. 
If the requesting entity identified by the <ue-id> element is authorized to update the registration status, PAE-S shall:
a)	generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; and
b)	send the HTTP 204 (No content) response towards the requesting entity.
If the requesting entity identified by the <ue-id> element is not authorized to update the registration status, PAE-S shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-update-registration-reject> element in the <pinapp-info> root element and within the <pine-update-registration-reject> element:
i)	shall include a <cause> element set to an appropriate cause for direct PIN registration update to PAE-S failure; and
b)	send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556256]5.4.2.2	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-request> element in the <pinapp-info> root element,
the PAE-S shall check whether the PMAE-C is authorized to create a PIN and whether there is any PGAE-C available.
If the PMAE-C is authorized to be a PMAE-C of a PIN and at least one PGAE-C is available based on the <pine-capabilities> element provided by PEAE-Cs in the PAE-S (i.e. only the PEAE-C that has the capability of gateway can be selected as the PGAE-C), PAE-S shall:
a)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-accept> element in the <pinapp-info> root element and within the <pin-creation-accept> element:
i)	shall include a <pin-id> element set to the assigned PIN ID of the newly created PIN;
ii)	shall include a <valid-timer> element set to the valid expiration time of the newly created PIN;
iii)	shall include a <heartbeat-timer> element set to a list of heartbeat timers for PMAE-C, PGAE-C, and PEAE-C;
iv)	shall include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) that are selected by the PAE-S to act as the PGAE-C(s) for the PIN. In case of no appropriate PEAE-C to act as a PGAE-C, the <pegc-id> element set to identifier of the PMAE-C (i.e. the PAE-S indicates PMAE-C to be the PGAE-C);
v)	may include a <pegc-address> element set to the assigned IP address or port number of the PGAE-C that is selected by the PAE-S to act as the PGAE-C for the PIN;
vi)	may include a <access-control-info> element set to the access control information for the PGAE-C that is selected by the PAE-S to act as the PGAE-C for the PIN; and
vii)	may include a <pine-list> element set to the identifier(s) of the PEAE-C(s) that are added into the PIN. The list contains the identifier of PEMC and optionally the list of PIN elements which are authorized to be added into the PIN based on the <pine-list> received from PMAE-C; and
viii)	may include a <pin-profile> element set to the PIN profile of the PIN; and
b)	send the HTTP 200 (OK) response towards the PEAE-C.
If the PMAE-C is not authorized to be a PMAE-C of a PIN or there is no PGAE-C available based on the <pine-capabilities> element provided by PEAE-Cs in the PAE-S (i.e. only the PEAE-C that has the capability of gateway can be selected as the PGAE-C), PAE-S shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-reject> element in the <pinapp-info> root element and within the <pin-creation-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN creation failure; and
b)	send the HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556257]5.4.2.3	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-request> element in the <pinapp-info> root element,
the PGAE-C:
a)	shall consider the PGAE-C has been successfully added into the PIN and acts as the PGAE-C of the PIN identified by the <pin-id> element; and
b)	shall perform either of the following to response to PMAE-C:
1)	generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; or
2)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PGAE-C:
i)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
ii)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-reject> element in the <pinapp-info> root element and within the <pin-creation-notification-reject> element:
A)	shall include a <cause> element set to an appropriate cause for PIN creation notification failure; and
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556258]5.4.2.4	PEAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-request> element in the <pinapp-info> root element,
the PEAE-C:
a)	shall consider the PEAE-CPEAE-C has been successfully added to the PIN;
b)	shall perform either of the following to respond to PMAE-C:
1)	generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; or
2)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PEAE-C:
i)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
ii)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-reject> element in the <pinapp-info> root element and within the <pin-creation-notification-reject> element:
A)	shall include a <cause> element set to an appropriate cause for PIN creation notification failure; and
c)	shall send the generated HTTP 204 (No content) response or HTTP 403 (Forbidden) response towards PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556265]5.4.3.2.1.3	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the <pinapp-info> root element,
the PGAE-C:
a)	shall consider the PIN has been deleted;
b)	shall invalidate the access control information of the PIN in the PGAE-C;
c)	shall perform either of the following to respond to PMAE-C:
1)	generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; or
2)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PGAE-C:
i)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
ii)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-reject> element in the <pinapp-info> root element and within the <pin-deletion-notification-reject> element:
A)	shall include a <cause> element set to an appropriate cause for PIN deletion notification failure; and
d)	shall send the generated HTTP 204 (No content) response or HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.

* * * Next Change * * *
[bookmark: _Toc160556266]5.4.3.2.1.4	PEAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the <pinapp-info> root element,
the PEAE-C:
a)	shall consider the PIN has been deleted; and
b)	shall perform either of the following to respond to PMAE-C:
1)	generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; or
2)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PEAE-C:
i)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
ii)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-reject> element in the <pinapp-info> root element and within the <pin-deletion-notification-reject> element:
A)	shall include a <cause> element set to an appropriate cause for PIN deletion notification failure; and
c)	shall send the generated HTTP 204 (No content) response or HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556269]5.4.3.2.2.2	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-request> element in the <pinapp-info> root element,
the PAE-S shall verify whether the PMAE-C is authorized to delete a PIN.
If the PMAE-C is authorized to delete the PIN, the PAE-S shall generate an HTTP 204 (No content) response according to IETF RFC 9110 [4] and send the generated HTTP 204 (No content) response to the PMAE-C.9110
From this time onward, the PIN is considered as deleted in the PAE-S. The PAE-S shall stop all the procedures related to the PIN and release all the network resources allocated for this PIN.
If the PMAE-C is not authorized to delete a PIN, the PAE-S shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-reject> element in the <pinapp-info> root element and within the <pin-deletion-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN deletion failure; and
b)	send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556270]5.4.3.2.2.3	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the <pinapp-info> root element,
the PGAE-C:
a)	shall consider the PIN has been deleted;
b)	shall invalidate the access control information in the PGAE-C; and
c)	shall perform either of the following to respond to PMAE-C:
1)	generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; or
2)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PGAE-C:
i)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
ii)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-reject> element in the <pinapp-info> root element and within the <pin-deletion-notification-reject> element:
A)	shall include a <cause> element set to an appropriate cause for PIN deletion notification failure; and
d)	shall send the generated HTTP 204 (No content) response or HTTP 403 (Forbidden) towards the PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556274]5.4.3.3.2	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the <pinapp-info> root element,
the PGAE-C:
a)	shall consider the PIN has been deleted;
b)	shall invalidate the access control information of the PIN in the PGAE-C;
c)	shall perform either of the following to respond to PMAE-C:
1)	generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; or
2)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PGAE-C:
i)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
ii)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-reject> element in the <pinapp-info> root element and within the <pin-deletion-notification-reject> element:
A)	shall include a <cause> element set to an appropriate cause for PIN deletion notification failure; and
d)	shall send the generated HTTP 204 (No content) response or HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556275]5.4.3.3.3	PEAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the <pinapp-info> root element,
the PEAE-C:
a)	shall consider the PIN has been deleted; and
b)	shall perform either of the following to respond to PMAE-C:
1)	generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; or
2)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PEAE-C:
i)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
ii)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-reject> element in the <pinapp-info> root element and within the <pin-deletion-notification-reject> element:
A)	shall include a <cause> element set to an appropriate cause for PIN deletion notification failure; and
c)	shall send the generated HTTP 204 (No content) response or HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556281]5.4.4.2.2	PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-request> element in the <pinapp-info> root element,
the PMAE-C shall check whether the PEAE-C is allowed to discover the PIN that the PMAE-C manages.
If the PEAE-C is allowed to discover the PIN that the PMAE-C manages, PMAE-C shall:
a)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-accept> element in the <pinapp-info> root element and within the <pin-discovery-accept> element:
i)	shall include a <pin-info> element set to the information of each PIN and within the <pin-info> element:
A)	shall include a <pin-id> element set to the PIN ID of the PIN;
B)	may include a <pin-description> element set to the description of the PIN (e.g., the vendor's name, location, the type of PIN, etc.);
C)	may include a <pin-service-list> element set to the list of services that the PIN can provide (e.g. PIN service provider identifier, PIN service type, PIN service feature, etc.); and
D)	may include a <pemc-info> element set to the identifier and IP address of PMAE-C; and
b)	send the HTTP 200 (OK) response towards the PEAE-C.
If the PEAE-C is not allowed to discover the PIN that the PMAE-C manages, PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-reject> element in the <pinapp-info> root element and within the <pin-discovery-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN discovery failure; and
b)	send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
2	Requested information not available; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556284]5.4.4.3.2	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-request> element in the <pinapp-info> root element,
the PAE-S shall check whether the PEAE-C is allowed to discover the PIN that the PEAE-C is interested in.
If the PEAE-C is allowed to discover the PIN that the PEAE-C is interested in, PAE-S shall:
a)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-accept> element in the <pinapp-info> root element and within the <pin-discovery-accept> element:
i)	shall include a <pin-info> element set to the information of each PIN and within the <pin-info> element:
A)	shall include a <pin-id> element set to the PIN ID(s) of the PIN(s), including all the candidate PIN(s) the PEAE-C is allowed to discover based on the <filter-info> element and the corresponding PIN profile;
B)	may include a <pin-description> element set to the description of the PIN (e.g., the vendor's name, location, the type of PIN, etc.) for each PIN;
C)	may include a <pin-service-list> element set to the list of services that the PIN can provide (e.g. PIN service provider identifier, PIN service type, PIN service feature, etc.) for each PIN; and
D)	may include a <pemc-info> element set to the identifier and IP address of PMAE-C for each PIN; and
b)	send the HTTP 200 (OK) response towards the PEAE-C.
NOTE:	The HTTP 200 (OK) response message is routed to PEAE-C with the assistance of the PGAE-C.
If the PEAE-C is not allowed to discover the PIN that the PEAE-C is interested in, PAE-S shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-reject> element in the <pinapp-info> root element and within the <pin-discovery-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN discovery failure; and
b)	send the HTTP 403 (Forbidden) response towards the PEAE-C.
NOTE:	The HTTP 403 (Forbidden) response message is routed to PEAE-C with the assistance of the PGAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
2	Requested information not available; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556290][bookmark: _Toc160556381]5.4.5.2.3	Target PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pemc-takeover-request> element in the <pinapp-info> root element,
the target PMAE-C shall determine whether to takeover the role of PMAE-C for the initiating PMAE-C in the indicated PIN.
If the target PMAE-C determines to takeover the role of PMAE-C for the initiating PMAE-C in the indicated PIN, the target PMAE-C shall:
a)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the target PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pemc-takeover-accept> element in the <pinapp-info> root element and within the <pin-pemc-takeover-accept> element:
i)	shall include a <pin-id> element set to the PIN ID of the PIN; and
b)	send the HTTP 200 (OK) response towards the initiating PMAE-C.
If the target PMAE-C determines not to takeover the role of PMAE-C for the initiating PMAE-C in the indicated PIN, the target-PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the target PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pemc-takeover-reject> element in the <pinapp-info> root element and within the <pin-pemc-takeover-reject> element:
i)	shall include a <pin-id> element set to the identifier of the PIN; and
ii)	shall include a <cause> element set to an appropriate cause for PMAE-C replacement without PAE-S support failure; and
b)	send the HTTP 403 (Forbidden) response towards the target PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556293]5.4.5.3.2	PGAE-C procedure
[bookmark: _Hlk134914318]Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pegc-takeover-request> element in the <pinapp-info> root element,
the target PGAE-C shall determine whether to takeover the role of PGAE-C for the current PGAE-C in the indicated PIN.
If the target PGAE-C determines to takeover the role of PGAE-C for the current PGAE-C in the indicated PIN, the target PGAE-C shall:
a)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PGAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pegc-takeover-accept> element in the <pinapp-info> root element and within the <pin-pegc-takeover-request> element:
i)	shall include a <pin-id> element set to the PIN ID of the PIN; and
b)	send the HTTP 200 (OK) response towards the initiating PMAE-C.
If the target PGAE-C determines not to takeover the role of PGAE-C for the current PGAE-C in the indicated PIN, the target PGAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PGAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pegc-takeover-reject> element in the <pinapp-info> root element and within the <pin-pegc-takeover-reject> element:
i)	shall include a <pin-id> element set to the PIN ID of the PIN; and
ii)	shall include a <cause> element set to an appropriate cause for PGAE-C replacement without PAE-S support failure; and
b)	send the HTTP 403 (Forbidden) response towards the target PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556297]5.4.5.4.3	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-notify> element in the <pinapp-info> root element,
the PAE-S shall:
a)	consider the PMAE-C identified by the <pin-client-identifier> element is not available and determine a new PMAE-C (i.e. the target PMAE-C) for the PIN; 
b)	generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the PAE-S:
1)	shall set the Request-URI to the URI of the target PMAE-C;
2)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
3)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-request> element in the <pinapp-info> root element and within the <pin-management-request> element:
i)	shall include a <requestor-id> element set to the identifier of the PAE-S;
ii)	shall include a <modification-type> element set to "PEMC assignment"; and
iii)	shall include a <pin-profile> element set to the PIN profile information of the PIN; and
c)	send the generated HTTP POST request towards the target PMAE-C according to IETF RFC 9110 [4].
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-request> element in the <pinapp-info> root element,
the PAE-S shall determine whether the initiating PMAE-C is allowed to modify the PIN and determine whether the target PMAE-C identified by the <new-pemc-id> element (if provided) is allowed to be a PMAE-C of the PIN.
If:
a)	the initiating PMAE-C is allowed to modify the PIN; and
b)	the target PMAE-C is included and is allowed to be a PMAE-C of the PIN, or
if:
a)	the initiating PMAE-C is allowed to modify the PIN; and
b)	the target PMAE-C is not included,
NOTE:	In case of the target PMAE-C is not included, PAE-S can select a target PMAE-C based on implementation (e.g. based on PIN profile).
the PAE-S shall generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the initiating PAE-S
a)	shall set the Request-URI to the URI of the target PMAE-C;
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-request> element in the <pinapp-info> root element and within the <pin-management-request> element:
1)	shall include a <requestor-id> element set to the identifier of the PAE-S;
2)	shall include a <modification-type> element set to "PEMC assignment"; and
3)	shall include a <pin-profile> element set to the PIN profile information of the PIN.
The PAE-S shall send the generated HTTP POST request towards the target PMAE-C according to IETF RFC 9110 [4].
If:
a)	the initiating PMAE-C is not allowed to modify the PIN; or
if:
a)	the initiating PMAE-C is allowed to modify the PIN; and
b)	the target PMAE-C is included and is not allowed to be a PMAE-C of the PIN,
the PAE-S:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-reject> element in the <pinapp-info> root element and within the <pin-configuration-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN configuration failure; and
b)	send the HTTP 403 (Forbidden) response towards the initiating PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
Upon reception of an HTTP 204 (No content) response message, if the PMAE-C replacement with PAE-S support is initiated by the initiating PMAE-C, the PAE-S shall:
a)	consider the target PMAE-C accepts to be the new PMAE-C of the PIN;
b)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-accept> element in the <pinapp-info> root element and within the <pin-configuration-accept> element:
i)	shall include a <pin-profile> element set to the updated PIN profile information of the PIN; and
c)	send the HTTP 200 (OK) response towards the initiating PMAE-C.
Upon reception of an HTTP 204 (No content) response message, if the PMAE-C replacement with PAE-S support is initiated by the PAE-S, the PAE-S shall:
a)	consider the target PMAE-C accepts to be the new PMAE-C of the PIN;
b)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-command> element in the <pinapp-info> root element and within the <pin-configuration-command> element:
i)	shall include a <pin-profile> element set to the updated PIN profile information of the PIN; and
c)	send the HTTP 200 (OK) response towards the current PMAE-C.
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-reject> element in the <pinapp-info> root element,
the PAE-S shall:
a)	consider the target PMAE-C is not accepted to act as a PMAE-C of the PIN;
b)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-reject> element in the <pinapp-info> root element and within the <pin-configuration-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN configuration failure; and
c)	send the HTTP 403 (Forbidden) response towards the initiating PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556298]5.4.5.4.4	Target PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-request> element in the <pinapp-info> root element,
the target PMAE-C shall determine whether to accept to act as the PMAE-C in the PIN.
If the target PMAE-C determine to accept to act as the PMAE-C in the PIN, the target PMAE-C shall:
a)	generate an HTTP 204 (No content) response according to IETF RFC 9110 [4] and send the HTTP 204 (No content) response towards the PAE-S; and
b)	initiate a PIN status notify procedure as specified in clause 5.4.6.4 to PIN peers to notify the change of PMAE-C with the following consideration:
1)	the event ID shall include "PIN modification", and:
i)	shall include the <pemc-id> element set to the identifier(s) of the PMAE-C(s) in the PIN; and
ii)	shall include the <pemc-address> element set to the IP address or port number for each PMAE-C respectively; and
2)	the event ID shall include "PIN profiles update" if it is for PGAE-C, and:
i)	shall include the <pin-profile> element set to the PIN profile of the PIN.
If the target PMAE-C determine to reject to act as the PMAE-C in the PIN, the target PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the target PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-reject> element in the <pinapp-info> root element and within the <pin-management-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN management failure; and
b)	send the HTTP 403 (Forbidden) response towards the PAE-S.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556301]5.4.5.5.2	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-request> element in the <pinapp-info> root element,
the PAE-S shall determine whether the initiating PMAE-C is allowed to modify the PIN and determine whether the target PGAE-C identified by the <new-pegc-id> element (if provided) is allowed to be a PGAE-C of the PIN.
If:
a)	the initiating PMAE-C is allowed to modify the PIN; and
b)	the target PGAE-C is included and is allowed to be a PGAE-C of the PIN, or
if:
a)	the initiating PMAE-C is allowed to modify the PIN; and
b)	the target PGAE-C is not included,
NOTE:	In case of the target PGAE-C is not included, PAE-S can select a target PGAE-C based on implementation (e.g. based on PIN profile).
the PAE-S shall generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the initiating PMAE-C:
a)	shall set the Request-URI to the URI of the target PGAE-C;
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-request> element in the <pinapp-info> root element and within the <pin-management-request> element:
1)	shall include a <requestor-id> element set to the identifier of the PAE-S;
2)	shall include a <modification-type> element set to "PEGC assignment"; and
3)	shall include a <dynamic-pin-profile> element set to the dynamic PIN profile information of the PIN.
The PAE-S shall send the generated HTTP POST request towards the target PGAE-C according to IETF RFC 9110 [4].
If:
a)	the initiating PMAE-C is not allowed to modify the PIN; or
if:
a)	the initiating PMAE-C is allowed to modify the PIN; and
b)	the target PGAE-C is included and is not allowed to be a PGAE-C of the PIN,
the PAE-S:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-reject> element in the <pinapp-info> root element and within the <pin-configuration-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN configuration failure; and
b)	send the HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
Upon reception of an HTTP 204 (No content) response message, the PAE-S shall:
a)	consider the target PGAE-C accepts to be the new PGAE-C of the PIN;
b)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-accept> element in the <pinapp-info> root element and within the <pin-configuration-accept> element:
i)	shall include a <pin-profile> element set to the PIN profile of the PIN; and
ii)	shall include a <dynamic-pin-profile> element set to the dynamic PIN profile of the PIN; and
c)	send the HTTP 200 (OK) response towards the PMAE-C.
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-reject> element in the <pinapp-info> root element,
the PAE-S shall:
a)	consider the target PGAE-C is not accepted to act as a PGAE-C of the PIN;
b)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-reject> element in the <pinapp-info> root element and within the <pin-configuration-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN configuration failure; and
c)	send the HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556307]5.4.6.2.2	PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-request> element in the <pinapp-info> root element,
the PMAE-C shall check whether the requesting entity is authorized to subscribe the requested event ID(s) or not.
If the requesting entity is authorized to subscribe at least one requested event ID(s), the PMAE-C shall: 
a)	create and store the subscription for the requesting entity for the PIN;
b)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-accept> element in the <pinapp-info> root element and within the <pin-status-subscribe-accept> element:
i)	shall include a <accepted-subscription-id> element set to the identity of the authorized subscription by the PMAE-C. More than one identity can be indicated;
ii)	may include a <authorized-subscription-time> element set to the authorized expiration time for the subscription; and
iii)	may include a <rejected-subscription-id> element set to the identity of the rejected subscription by the PMAE-C. More than one identity can be indicated;
c)	send the HTTP 200 (OK) response towards the requesting entity; and
d)	start a subscription timer for the requesting entity if the <authorized-subscription-time> element is included. The value of the subscription timer shall be equal to the value in the <authorized-subscription-time> element. The PMAE-C shall treat the requesting entity as implicitly unsubscribed the PIN status event(s) if the requesting entity does not update the PIN status subscription within the subscription timer.
If the requesting entity is not authorized to subscribe all the event IDs, the PMAE-C shall: 
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-reject> element in the <pinapp-info> root element and within the <pin-status-subscribe-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN status subscribe failure; and
b)	send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure;
4	Maximum number of PINE is reached; 
5	Resource not sufficient; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556310]5.4.6.3.2	PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-request> element in the <pinapp-info> root element,
the PMAE-C shall check whether the requesting entity is authorized to update the subscription information of the requested event ID(s) or not.
If the requesting entity is authorized to update the subscription information for all the requested event IDs, the PMAE-C shall: 
a)	update the subscription for the requesting entity for the PIN;
b)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-accept> element in the <pinapp-info> root element and within the <pin-status-update-accept> element:
i)	may include a <authorized-subscription-time> element set to the authorized expiration time for the subscription;
c)	send the HTTP 200 (OK) response towards the requesting entity; and
d)	start a subscription timer for the requesting entity if the <authorized-subscription-time> element is included. The value of the subscription timer shall be equal to the value in the <authorized-subscription-time> element. The PMAE-C shall treat the requesting entity as implicitly unsubscribed the PIN status event(s) if the requesting entity does not update the PIN status subscription within the subscription timer.
If the requesting entity is not authorized to update the subscription information for at least one requested event ID, the PMAE-C shall: 
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-reject> element in the <pinapp-info> root element and within the <pin-status-update-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN status update failure; and
b)	send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556316]5.4.6.5.2	PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-unsubscribe-request> element in the <pinapp-info> root element,
the PMAE-C shall check whether the requesting entity is authorized to unsubscribe the subscription information or not.
If the requesting entity is authorized to unsubscribe all the requested subscription information, the PMAE-C shall: 
a)	update the subscription information for the requesting entity for the PIN;
b)	generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; and
c)	send the HTTP 204 (No content) response towards the requesting entity.
If the requesting entity is authorized to unsubscribe at least one requested subscription information, the PMAE-C shall: 
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-unsubscribe-reject> element in the <pinapp-info> root element and within the <pin-status-unsubscribe-reject>:
i)	shall include a <cause> element set to an appropriate cause for PIN status unsubscribe failure; and
b)	send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556321]5.4.7.2.2	PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-request> element in the <pinapp-info> root element,
the PMAE-C shall verify whether the PEAE-C is authorized to join into the PIN or not. 
If the PEAE-C is authorized to join into the PIN and the HTTP POST request message is received from PEAE-C, the PMAE-C shall:
a)	generate an HTTP 200 (OK) response and send the HTTP 200 (OK) response towards the PEAE-C according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-accept> element in the <pinapp-info> root element and within the <pin-management-pine-join-accept> element:
i)	shall include a <heartbeat-timer> element set to the heartbeat timer value assigned to PEAE-C;
ii)	shall include a <valid-timer> element set to the valid expiration time of the PIN;
iii)	may include a <pin-client-profile> element set to the PIN client profile information updated by the PMAE-C;
iv)	may include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) of the PIN;
v)	may include a <pegc-address> element set to the assigned IP address or port number of the PGAE-C of the PIN for each PGAE-C; and
vi)	may include a <access-control-info> element set to the access control information of the PIN for each PGAE-C; and
b)	initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to notify the PEAE-C joining into the PIN.
If the PEAE-C is not authorized to join into the PIN, the PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-reject> element in the <pinapp-info> root element and within the <pin-management-pine-join-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PEAE-C requested joining into a PIN failure; and
b)	send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
4	Maximum number of PINE is reached; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556324]5.4.7.3.2	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-request> element in the <pinapp-info> root element,
the PGAE-S shall verify whether the PEAE-C is authorized to join into the PIN or not. 
If the PEAE-C is authorized to join into the PIN, the PGAE-C shall perform one of the following in decreasing order:
a)	if the direct connection between PMAE-C and PGAE-C is available, the PGAE-C shall forward the received HTTP POST request message with changing the Request-URI to the URI of the PMAE-C;
b)	if:
1)	the direct connection between PMAE-C and PGAE-C is not available; and
2)	the PIN communication with the PMAE-C is available,
	the PGAE-C shall forward the received HTTP POST request message with changing the Request-URI to the URI of the PMAE-C; and
c)	if:
1)	the direct connection between PMAE-C and PGAE-C is not available; and
2)	the PIN communication with the PMAE-C is not available,
	the PGAE-C shall forward the received HTTP POST request message with changing the Request-URI to the URI of the PAE-S.
If the PEAE-C is not authorized to join into the PIN, the PGAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PGAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-reject> element in the <pinapp-info> root element and within the <pin-management-pine-join-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PEAE-C requested joining into a PIN failure; and
b)	send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
4	Maximum number of PINE is reached; and
7	Permanently denied.
Upon reception of either of the following:
a)	an HTTP 200 (OK) response message containing:
1)	a Content-Type header field set to “application/vnd.3gpp.pinapp-info+xml”; and
2)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-accept> element in the <pinapp-info> root element, or
b)	an HTTP 403 (Forbidden) response message containing:
1)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-reject> element in the <pinapp-info> root element,
the PGAE-C shall forward the received HTTP 200 (OK) response or the received HTTP 403 (Forbidden) response message to the PEAE-C. 
* * * Next Change * * *
[bookmark: _Toc160556326]5.4.7.3.4	PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-request> element in the <pinapp-info> root element,
the PMAE-C shall verify whether the PEAE-C is authorized to join into the PIN or not. The PMAE-C may receive multiple HTTP POST request messages containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-request> element in the <pinapp-info> root element,
at the same time for the same PEAE-C, the PMAE-C should progress all the HTTP POST request messages. 
If the PEAE-C is authorized to join into the PIN and the HTTP POST request message is received from PGAE-C, the PMAE-C shall:
a)	generate an HTTP 200 (OK) response and send the HTTP 200 (OK) response towards the PGAE-C according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-accept> element in the <pinapp-info> root element and within the <pin-management-pine-join-accept> element:
i)	shall include a <heartbeat-timer> element set to the heartbeat timer value assigned to PEAE-C;
ii)	shall include a <valid-timer> element set to the valid expiration time of the PIN;
iii)	may include a <pin-client-profile> element set to the PIN client profile information updated by the PMAE-C (e.g., default and backup PEGCs assigned to PINE);
iv)	may include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) of the PIN;
v)	may include a <pegc-address> element set to the assigned IP address or port number of the PGAE-C(s) of the PIN; and
vi)	may include a <access-control-info> element set to the access control information of the PIN; and
b)	initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to notify the PINE joining into the PIN.
NOTE 1:	In case of multiple HTTP POST request messages are received for the same PEAE-C, the PMAE-C initiates the PIN status notify procedure only once. 
If the PEAE-C is authorized to join into the PIN and the HTTP POST request message is received from PAE-S, the PMAE-C shall:
a)	generate an HTTP 200 (OK) response and send the HTTP 200 (OK) response towards the PAE-S according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-accept> element in the <pinapp-info> root element and within the <pin-management-pine-join-accept> element:
i)	shall include a <heartbeat-timer> element set to the heartbeat timer value assigned to PEAE-C;
ii)	shall include a <valid-timer> element set to the valid expiration time of the PIN;
iii)	may include a <pin-client-profile> element set to the PIN client profile information updated by the PMAE-C (e.g., default and backup PEGCs assigned to PINE);
iv)	may include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) of the PIN;
v)	may include a <pegc-address> element set to the assigned IP address or port number of the PGAE-C(s) of the PIN; and
vi)	may include a <access-control-info> element set to the access control information of the PIN; and 
b)	initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to notify the PINE joining into the PIN.
NOTE 2:	In case of multiple HTTP POST request messages are received for the same PEAE-C, the PMAE-C initiates the PIN status notify procedure only once. 
If the PEAE-C is not authorized to join into the PIN and the HTTP POST request message is received from PGAE-C, the PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-reject> element in the <pinapp-info> root element and within the <pin-management-pine-join-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PEAE-C requested joining into a PIN failure; and
b)	send the HTTP 403 (Forbidden) response towards the PGAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
4	Maximum number of PINE is reached; and
7	Permanently denied.
If the PEAE-C is not authorized to join into the PIN and the HTTP POST request message is received from PAE-S, the PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-reject> element in the <pinapp-info> root element and within the <pin-management-pine-join-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PEAE-C requested joining into a PIN failure; and
b)	send the HTTP 403 (Forbidden) response towards the PAE-S.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
4	Maximum number of PINE is reached; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556329]5.4.7.4.2	PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-request> element in the <pinapp-info> root element,
the PMAE-C shall verify whether the PEAE-C is authorized to leave the PIN or not. 
If the PEAE-C is authorized to leave the PIN and the HTTP POST request message is received from PEAE-C, the PMAE-C shall:
a)	generate an HTTP 204 (No content) response and send the HTTP 204 (No content) response towards the PEAE-C according to IETF RFC 9110 [4]; and
b)	initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to notify the PINE leaving the PIN.
If the PEAE-C is not authorized to leave the PIN, the PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element in the <pinapp-info> root element and within the <pin-management-pine-leave-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PEAE-C requested leaving a PIN failure; and
b)	send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556332]5.4.7.5.2	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-request> element in the <pinapp-info> root element,
the PGAE-S shall verify whether the PEAE-C is authorized to leave the PIN or not. 
If the PEAE-C is authorized to leave into the PIN, the PGAE-C shall perform one of the following in decreasing order:
a)	if the direct connection between PMAE-C and PGAE-C is available, the PGAE-C shall forward the received HTTP POST request message with changing the Request-URI to the URI of the PMAE-C; 
b)	if:
1)	the direct connection between PMAE-C and PGAE-C is not available; and
2)	the PIN communication with the PMAE-C is available,
	the PGAE-C shall forward the received HTTP POST request message with changing the Request-URI to the URI of the PMAE-C; and
c)	if:
1)	the direct connection between PMAE-C and PGAE-C is not available; and
2)	the PIN communication with the PMAE-C is not available,
	the PGAE-C shall forward the received HTTP POST request message with changing the Request-URI to the URI of the PAE-S.
[bookmark: _Hlk145001309]If the PEAE-C is not authorized to leave the PIN, the PGAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PGAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element in the <pinapp-info> root element and within the <pin-management-pine-leave-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PEAE-C requested leaving a PIN failure; and
b)	send the HTTP 403 (Forbidden) response towards the PEAE-C.
Upon reception of either of the following:
a)	an HTTP 204 (No content) response message; or
b)	an HTTP 403 (Forbidden) response message containing:
1)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element in the <pinapp-info> root element,
the PGAE-C shall forward the received HTTP 204 (No content) response or the received HTTP 403 (Forbidden) response message to the PEAE-C. 
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556334]5.4.7.5.4	PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-request> element in the <pinapp-info> root element,
the PMAE-C shall verify whether the PEAE-C is authorized to leave the PIN or not. 
If the PEAE-C is authorized to leave the PIN and the HTTP POST request message is received from PGAE-C, the PMAE-C shall:
a)	generate an HTTP 204 (No content) response and send the HTTP 204 (No content) response towards the PGAE-C according to IETF RFC 9110 [4]; and
b)	initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to notify the PINE leaving the PIN.
If the PEAE-C is authorized to leave the PIN and the HTTP POST request message is received from PAE-S, the PMAE-C shall:
a)	generate an HTTP 204 (No content) response and send the HTTP 204 (No content) response towards the PAE-S according to IETF RFC 9110 [4]; and
b)	initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to notify the PINE leaving the PIN.
If the PEAE-C is not authorized to leave the PIN and the HTTP POST request message is received from PGAE-C, the PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element in the <pinapp-info> root element and within the <pin-management-pine-leave-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PEAE-C requested leaving a PIN failure; and
b)	send the HTTP 403 (Forbidden) response towards the PGAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
If the PEAE-C is not authorized to leave the PIN and the HTTP POST request message is received from PAE-S, the PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element in the <pinapp-info> root element and within the <pin-management-pine-leave-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PEAE-C requested leaving a PIN failure; and
b)	send the HTTP 403 (Forbidden) response towards the PAE-S.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556342]5.4.8.2	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-profile-query-request> element in the <pinapp-info> root element,
the PAE-S shall determine whether the PMAE-C is one of the managers of the PIN and whether the PMAE-C is authorized to perform the PIN profile recovery. 
If the PMAE-C is authorized to perform the PIN profile recovery, the PAE-S shall:
a)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-profile-query-accept> element in the <pinapp-info> root element and within the <pin-profile-query-accept> element:
i)	shall include a <pin-profile> element set to the PIN profile of the PIN identified by the PIN ID; and
b)	send the HTTP 200 (OK) response towards the PMAE-C.
If the PMAE-C is not authorized to perform the PIN profile recovery, the PAE-S shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-profile-query-reject> element in the <pinapp-info> root element and within the <pin-profile-query-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN profile recovery failure; and
b)	send the HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
2	Requested information not available; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556355]5.4.11.1.2	PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-registration-request> element in the <pinapp-info> root element,
the PMAE-C shall determine whether the PEAE-C is allowed to register new service(s) or not and whether the new service(s) are allowed to be offered by the PIN or not.
If the PEAE-C is allowed to register the new service(s) and all the new services are allowed to be offered by the PIN, the PMAE-C shall:
a)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml";
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-registration-accept> element in the <pinapp-info> root element and within the <pin-service-registration-accept> element:
i)	shall include a <pin-id> element set to the PIN ID of the PIN; and
ii)	shall include a <requesting-pine-id> element set to the identity of the PEAE-C;
b)	send the HTTP 200 (OK) response towards the PEAE-C; and
c)	initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to update the PIN profile.
If the PEAE-C is not allowed to register the new service(s) or at least one new service is not allowed to be offered by the PIN, the PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-registration-reject> element in the <pinapp-info> root element and within the <pin-service-registration-reject> element:
i)	shall include a <pin-id> element set to the PIN ID of the PIN;
ii)	shall include a <requesting-pine-id> element set to the identity of the PEAE-C; and
iii)	shall include a <cause> element set to an appropriate cause for PIN service registration failure; and
b)	send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
6	Maximum number of service is reached; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556358]5.4.11.2.2	PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-deregistration-request> element in the <pinapp-info> root element,
the PMAE-C shall determine whether the PEAE-C is allowed to deregister all the requesting service(s) or not.
If the PEAE-C is allowed to deregister all the requesting service(s), the PMAE-C shall:
a)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml";
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-deregistration-accept> element in the <pinapp-info> root element and within the <pin-service-deregistration-accept> element:
i)	shall include a <pin-id> element set to the PIN ID of the PIN; and
ii)	shall include a <requesting-pine-id> element set to the identity of the PEAE-C;
b)	send the HTTP 200 (OK) response towards the PEAE-C; and
c)	initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to update the PIN profile.
If the PEAE-C is not allowed to deregister at least one requesting service(s), the PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-deregistration-reject> element in the <pinapp-info> root element and within the <pin-service-deregistration-reject> element:
i)	shall include a <pin-id> element set to the PIN ID of the PIN;
ii)	shall include a <requesting-pine-id> element set to the identity of the PEAE-C; and
iii)	shall include a <cause> element set to an appropriate cause for PIN service deregistration failure; and
b)	send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556367]5.4.13.2.2	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-subscribe-request> element in the <pinapp-info> root element;
the PGAE-C shall verify whether the initiating entity is authorized to subscribe for PIN connectivity information. The authorization check may apply to an individual PIN. 
If the initiating entity is allowed to subscribe for PIN connectivity events, the PGAE-C shall:
a)	create and store the subscription for the initiating entity;
b)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PGAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-subscribe-accept> element in the <pinapp-info> root element and within the <pin-connectivity-subscribe-accept> element:
i)	shall include a <subscription-id> element set to the identity of the authorized subscription by PGAE-C; and
ii)	may include a <expiration-time> element set to the authorized expiration time for the subscription;
c)	shall send the HTTP 200 (OK) response towards the initiating entity; and
d)	start an expiration timer for the initiating entity if the <expiration-time> element is included. The value of the expiration timer shall be equal to the value in the <expiration-time> element. The PGAE-C shall treat the initiating entity as implicitly unsubscribed to the PIN connectivity event(s) if the initiating entity does not update the PIN connectivity event subscription within the expiration timer.
If the initiating entity is not allowed to subscribe for PIN connectivity events, the PGAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PGAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-subscribe-reject> element in the <pinapp-info> root element and within the <pin-connectivity-subscribe-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN connectivity subscribe failure; and
b)	send the HTTP 403 (Forbidden) response towards the initiating entity.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
4	Maximum number of PINE is reached; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556370]5.4.13.3.2	Receiving entity procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-notify> element in the <pinapp-info> root element;
the receiving entity, upon receiving the notification, is able to successfully process the connectivity changes according to the <event-type> element in the PIN connectivity notification, shall:
a)	generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; and
b)	shall send the HTTP 204 (No content) response towards the initiating entity.
If the receiving entity, upon receiving the notification, is not able to successfully process the connectivity changes according to the <event-type> element in the PIN connectivity notification, shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-notify-reject> element in the <pinapp-info> root element and within the <pin-connectivity-notify-reject> element:
i)	shall include a <cause> element set to an appropriate cause for the failure; and
b)	send the HTTP 403 (Forbidden) response towards the initiating entity.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556373]5.4.13.4.2	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-update-request> element in the <pinapp-info> root element;
the PGAE-C shall verify whether the initiating entity is authorized to update PIN connectivity subscription information of the requested subscription id or not. 
If the initiating entity is authorized to update the subscription information for the requested subscription ID, the PGAE-C shall:
a)	update the subscription for the requesting entity for the PIN;	
b)	generate an HTTP 204 (No content) response or an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PGAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-update-accept> element in the <pinapp-info> root element and within the <pin-connectivity-update-accept> element:
i)	shall include a <expiration-time> element set to the expiration time of the subscription. To maintain an active subscription, a subscription update is required before the expiration time;
c)	shall send the HTTP 204 (No content) or HTTP 200 (OK) response towards the initiating entity; and
d)	start an expiration timer for the initiating entity if the <expiration-time> element is included. The value of the expiration timer shall be equal to the value in the <expiration-time> element. The PGAE-C shall treat the initiating entity as implicitly unsubscribed to the PIN connectivity event(s) if the requesting entity does not update the PIN connectivity event subscription within the expiration timer.
If the initiating entity is not authorized to update the subscription for requested subscription ID, the PGAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PGAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-update-reject> element in the <pinapp-info> root element and within the <pin-connectivity-update-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN connectivity update failure; and
b)	send the HTTP 403 (Forbidden) response towards the initiating entity.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556376]5.4.13.5.2	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-unsubscribe-request> element in the <pinapp-info> root element;
the PGAE-C shall verify whether the initiating entity is authorized to unsubscribe for PIN connectivity information.
If the initiating entity is allowed to unsubscribe for PIN connectivity information, the PGAE-C shall:
a)	delete the related subscription for PIN connectivity information for the initiating entity;
b)	generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; and
c)	send the HTTP 204 (No content) response towards the initiating entity.
If the initiating entity is not allowed to unsubscribe for PIN connectivity information, the PGAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PGAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-unsubscribe-reject> element in the <pinapp-info> root element and within the <pin-connectivity-unsubscribe-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN connectivity unsubscribe failure; and
b)	send the HTTP 403 (Forbidden) response towards the initiating entity.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
5.5.2.2	PMAE-C procedure
NOTE:	This procedure is not performed if the requesting entity is the PMAE-C itself.
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-request> element in the <pinapp-info> root element,
the PMAE-C shall determine whether the requesting entity is allowed to perform the PIN communication or not.
If the requesting entity is allowed to perform the PIN communication, the PMAE-C shall forward the HTTP POST request message to PGAE-C with changing the Request-URI to the URI of the PGAE-C;
If the requesting entity is not allowed to perform the PIN communication, the PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-reject> element in the <pinapp-info> root element and within the <pin-communication-create-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN communication create procedure failure; and
b)	send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-accept> element in the <pinapp-info> root element,
the PMAE-C shall forward the HTTP 200 (OK) response message to the requesting entity. 
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-reject> element in the <pinapp-info> root element,
the PMAE-C shall forward the HTTP 403 (Forbidden) response message to the requesting entity. 
* * * Next Change * * *
[bookmark: _Toc160556382]5.5.2.3	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-request> element in the <pinapp-info> root element,
the PGAE-C:
a)	shall configure the local rule according to the element in the <pin-communication-create-request> element respectively if acceptable;
b)	may initiate either of the following:
1)	a PDU session establishment procedure as specified in clause 6.4.1 of 3GPP TS 24.501 [11] if no PDU session has been established for this PIN; or
2)	a PDU session modification procedure as specified in clause 6.4.2 of 3GPP TS 24.501 [11] with the following consideration:
i)	the QoS flow descriptions IE is set according to the <pin-requested-qos> element; and
ii)	the QoS rules IE is set according to the <pin-packet-filter> element;
c)	shall generate one of the following to respond:
1)	an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PGAE-C:
i)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
ii)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-accept> element in the <pinapp-info> root element and within the <pin-communication-create-accept> element:
A)	shall include a <pin-accepted-qos> element set to the QoS requirement of the packet flow that is accepted by the PGAE-C; and
B)	shall include a <pin-communication-flow-id> element set to the identity of the communication flow that is successfully created by the PGAE-C; or
2)	an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PGAE-C:
i)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
ii)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-reject> element in the <pinapp-info> root element and within the <pin-communication-create-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN communication create procedure failure; and
d)	shall send the HTTP 200 (OK) response or the HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556385]5.5.3.2	PMAE-C procedure
NOTE:	This procedure is not performed if the requesting entity is the PMAE-C itself.
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-request> element in the <pinapp-info> root element,
the PMAE-C shall determine whether the requesting entity is allowed to update the PIN communication or not.
If the requesting entity is allowed to update the PIN communication, the PMAE-C shall forward the HTTP POST request message to PGAE-C with changing the Request-URI to the URI of the PGAE-C;
If the requesting entity is not allowed to update the PIN communication, the PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-reject> element in the <pinapp-info> root element and within the <pin-communication-update-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN communication update procedure failure; and
b)	send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-accept> element in the <pinapp-info> root element,
the PMAE-C shall forward the HTTP 200 (OK) response message to the requesting entity. 
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-delete-reject> element in the <pinapp-info> root element,
the PMAE-C shall forward the HTTP 403 (Forbidden) response message to the requesting entity. 

* * * Next Change * * *
[bookmark: _Toc160556386]5.5.3.3	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-request> element in the <pinapp-info> root element,
the PGAE-C:
a)	shall configure the local rule according to the element in the <pin-communication-update-request> element respectively if acceptable;
b)	may initiate a PDU session modification procedure as specified in clause 6.4.2 of 3GPP TS 24.501 [11] with the following consideration:
1)	the QoS flow descriptions IE is set according to the <pin-requested-qos> element; and
2)	the QoS rules IE is set according to <pin-packet-filter> element;
c)	shall generate one of the following to respond:
1)	an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PGAE-C:
i)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
ii)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-accept> element in the <pinapp-info> root element and within the <pin-communication-update-accept> element:
A)	shall include a <pin-accepted-qos> element set to the QoS requirement of the packet flow that is accepted by the PGAE-C; and
B)	shall include a <pin-communication-flow-id> element set to the identity of the communication flow that is successfully updated by the PGAE-C; or
2)	an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PGAE-C:
i)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
ii)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-reject> element in the <pinapp-info> root element and within the <pin-communication-update-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN communication update procedure failure; and
d)	shall send the HTTP 200 (OK) response or the HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556389]5.5.4.2	PMAE-C procedure
NOTE:	This procedure is not performed if the requesting entity is the PMAE-C itself.
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-delete-request> element in the <pinapp-info> root element,
the PMAE-C shall determine whether the requesting entity is allowed to delete the PIN communication or not.
If the requesting entity is allowed to perform the PIN communication, the PMAE-C shall forward the HTTP POST request message to PGAE-C with changing the Request-URI to the URI of the PGAE-C.
If the requesting entity is not allowed to delete the PIN communication, the PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-delete-reject> element in the <pinapp-info> root element and within the <pin-communication-delete-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN communication delete procedure failure; and
b)	send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
Upon reception of an HTTP 204 (No content) response message, the PMAE-C shall forward the HTTP 204 (No content) response message to the requesting entity.
* * * Next Change * * *
[bookmark: _Toc160556390]5.5.4.3	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-delete-request> element in the <pinapp-info> root element,
the PGAE-C:
a)	shall delete the local rule according to the element in the <pin-communication-delete-request> element respectively if acceptable;
b)	may initiate a PDU session modification procedure as specified in clause 6.4.2 of 3GPP TS 24.501 [11] to modify the corresponding QoS rule and delete the corresponding packet filters;
c)	shall generate one of the following to respond:
1)	an HTTP 204 (No content) response according to IETF RFC 9110 [4]; or
2)	an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PGAE-C:
i)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
ii)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-delete-reject> element in the <pinapp-info> root element and within the <pin-communication-delete-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN communication delete procedure failure; and
d)	shall send the HTTP 204 (No content) response or the HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556394]5.6.3	PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-request> element in the <pinapp-info> root element,
the PMAE-C shall determine whether the PEAE-C is allowed to request the connectivity information of the application server or not.
If the PEAE-C is allowed to request the connectivity information of the application server and the connectivity information of the application server is available in the PMAE-C, the PMAE-C shall:
a)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-accept> element in the <pinapp-info> root element and within the <pin-as-discovery-accept> element:
i)	shall include a <as-connectivity-info> element set to the connectivity information of the application server; and
b)	send the HTTP 200 (OK) response towards the PEAE-C.
If the PEAE-C is allowed to request the connectivity information of the application server and the connectivity information of the application server is not available in the PMAE-C, the PMAE-C shall forward the received HTTP POST request message to PAE-S with changing the Request-URI to the URI of the PAE-S.
If the PEAE-C is not allowed to request the connectivity information of the application server, the PMAE-C shal:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-reject> element in the <pinapp-info> root element and within the <pin-as-discovery-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN application server discovery failure; and
b)	send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
2	Requested information not available; 
3	Authorization failure; and
7	Permanently denied.
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-accept> element in the <pinapp-info> root element,
the PMAE-C shall forward the received HTTP 200 (OK) response message to the corresponding PEAE-C.
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-accept> element in the <pinapp-info> root element,
the PMAE-C shall forward the received HTTP 403 (Forbidden) response message to the corresponding PEAE-C.
* * * Next Change * * *
[bookmark: _Toc160556395]5.6.4	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-request> element in the <pinapp-info> root element,
the PAE-S shall perform either of the following based on the processing result:
a)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-accept> element in the <pinapp-info> root element and within the <pin-as-discovery-accept> element:
i)	shall include a <as-connectivity-info> element set to the connectivity information of the application server; or
b)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-reject> element in the <pinapp-info> root element and within the <pin-as-discovery-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN application server discovery failure.
The PAE-S shall send the HTTP 200 (OK) response or the HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
2	Requested information not available; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556402]5.7.2.2.2	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-switch-request> element in the <pinapp-info> root element,
the PAE-S shall verify whether the PEAE-C is authorized to request service switch to a PIN and whether the PIN can support the service switch.
If the PEAE-C is allowed to switch service in a PIN, the PAE-S shall:
a)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-switch-accept> element in the <pinapp-info> root element and within the <pin-service-switch-accept> element:
i)	may include a <target-pin-client-identifier> element set to the PIN client ID of the target PEAE-C if target PIN client is not provided in the PIN service switch request; and
b)	shall send the HTTP 200 (OK) response towards the PEAE-C.
If the PEAE-C is not allowed to switch service in a PIN, the PAE-S shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-switch-reject> element in the <pinapp-info> root element and within the <pin-service-switch-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN service switch failure; and
b)	send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed; 
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556405]5.7.2.3.2	PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-switch-configure-request> element in the <pinapp-info> root element,
the PMAE-C shall check whether the PIN and receiving entity can support the requested service switch.
If the both the PIN and target PEAE-C can support the requested service switch, the PMAE-C shall generate the HTTP POST request message towards the receiving entity, according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the PMAE-C:
a)	shall set the Request-URI to the URI of the receiving entity (PGAE-C or PEAE-C);
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-service-switch-configure-request> element in the <pinapp-info> root element and within the <pin-management-service-switch-configure-request> element:
1)	shall include a <pin-management-client-identifier> element set to the PEMC ID of the PMAE-C;
2)	shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for the PIN service;
3)	shall include a <pin-id> element set to the PIN ID, which identifies the PIN where the service will be switched;
4)	shall include a <application-client-identifier> element set to the identifier of the application client, which identifies the application client in PINE where the service is terminated;
5)	shall include a <application-server-identifier> element set to the identifier of the application server, which identifies the application server producing the service;
6)	shall include a <target-pin-client-identifier> element set to the PIN client ID of the target PEAE-C, if the receiving entity is PMAE-C;
7)	shall include a <application-traffic-identifier> element set to the identifier of the application session, which identifies the application session to be switched;
8)	may include a <application-traffic-descriptor> element set to the description of application session, which is to be switched; and
9)	may include a <pegc-id> element set to the PEGC ID of the PGAE-C, if the receiving entity is the PGAE-C.
The PMAE-C shall send the generated HTTP POST request towards the receiving entity according to IETF RFC 9110 [4].
Upon reception of an HTTP 200 (OK) response message from the receiving entity, with:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-service-switch-configure-accept> element in the <pinapp-info> root element,
the PMAE-C shall consider the PIN management service switch configure request is accepted by the receiving entity, and the PMAE-C:
a)	shall generate an HTTP 204 (No content) response message according to IETF RFC 9110 [4]; and
b)	shall send the generated HTTP 204 (No content) response message towards the PAE-S according to IETF RFC 9110 [4].
Upon reception of an HTTP 403 (Forbidden) response message from the receiving entity, with:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-service-switch-configure-reject> element in the <pinapp-info> root element,
the PMAE-C shall consider the PIN management service switch configure request is not accepted by the receiving entity, and the PMAE-C:
a)	shall generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-service-switch-configure-reject> element in the <pinapp-info> root element and within the <pin-management-service-switch-configure-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN service switch configure failure; and
b)	shall send the HTTP 403 (Forbidden) response towards the PAE-S.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
If either the PIN or the target PEAE-C cannot support the requested service switch, the PMAE-C shall generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
a)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-switch-configure-reject> element in the <pinapp-info> root element and within the <pin-configuration-service-switch-configure-reject> element:
1)	shall include a <cause> element set to indicate the cause of the failure.
The PMAE-C shall send the generated HTTP 403 (Forbidden) response towards the receiving entity according to IETF RFC 9110 [4].
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556406]5.7.2.3.3	Receiving entity procedure
The receiving entity can be a PGAE-C or PEAE-C.
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a < pin-management-service-switch-configure-request> element in the <pinapp-info> root element,
the receiving entity shall check whether receiving entity can be configured to support the service switch request.
If the PGAE-C can be configured to support the requested service switch, receiving entity shall generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the receiving entity:
a)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-service-switch-configure-accept> element in the <pinapp-info> root element.
The receiving entity shall send the generated HTTP 200 (OK) response towards the PMAE-C according to IETF RFC 9110 [4].
If the receiving entity cannot be configured to support the requested service switch, receiving entity shall generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the receiving entity:
a)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-service-switch-configure-reject> element in the <pinapp-info> root element and within the <pin-management-service-switch-configure-reject> element:
1)	shall include a <cause> element set to indicate the cause of the failure.
The receiving entity shall send the generated HTTP 403 (Forbidden) response towards the PMAE-C according to IETF RFC 9110 [4].
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556409]5.7.3.2	PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-discovery-request> element in the <pinapp-info> root element,
the PMAE-C shall check whether the PEAE-C is allowed to discover a PEAE-C for service switch or not, and check whether there is any PEAE-C available to support the service switch.
If the PEAE-C is allowed to discover a PEAE-C for service switch and at least one PEAE-C is available to support the service switch, the PMAE-C shall:
a)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml";
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-discovery-accept> element in the <pinapp-info> root element and within the <pin-service-discovery-accept> element:
i)	shall include a <target-pine-id> element set to the identifier of the target PEAE-C that can provide the requested PIN service; and
ii)	shall include a <target-pine-address> element set to the identity of the PEAE-C; and
b)	send the HTTP 200 (OK) response towards the PEAE-C.
If the PEAE-C is not allowed to discover a PEAE-C for service switch, the requested service is not supported to perform service switch, or no PEAE-C is available to support the service switch, the PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-discovery-reject> element in the <pinapp-info> root element and within the <pin-service-discovery-reject> element:
i)	shall include a <cause> element set to an appropriate cause for the failure; and
b)	send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556417]5.8.2.2.2	PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-service-continuity-request> element in the <pinapp-info> root element;
the PMAE-C shall verify whether the initiating entity is authorized to request service continuity for a PIN element , if the PIN Element has subscribed for service continuity and whether the PIN can support the service continuity.
If the initiating entity is allowed to request service continuity and the PIN element has subscribed for service continuity in a PIN, the PMAE-C shall:
a)	generate an HTTP 204 (No content) or  an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-service-continuity-accept> element in the <pinapp-info> root element and within the <pin-management-pegc-service-continuity-accept> element:
i)	shall include a <target-pin-gateway-client-identifier> element set to the PEGC ID of the target PGAE-C (e.g., IP address, GPSI, MSIDDN); and
b)	shall send the HTTP 204 (No content) or the HTTP 200 (OK) response towards the initiating entity.
If the initiating entity is not allowed to request service continuity in a PIN or if service continuity is not supported for PIN Client, the PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-service-continuity-reject> element in the <pinapp-info> root element and within the <pin-management-pegc-service-continuity-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN service continuity failure; and
b)	send the HTTP 403 (Forbidden) response towards the initiating entity.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556420]5.8.2.3.2	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-configuration-request> element in the <pinapp-info> root element;
the PGAE-C shall verify whether the PMAE-C is authorized to request PEGC configuration.
If the PMAE-C is allowed to request PEGC configuration, PGAE-C creates a new configuration for the PIN Client(s) and service that are indicated in the request. After successful creation of new configuration, the PGAE-C shall:
a)	generate an HTTP 204 (No content) or an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PGAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-configuration-accept> element in the <pinapp-info> root element and within the <pin-management-pegc-configuration-accept> element:
i)	shall include a <pegc-connectivity-information> element set to the configured PEGC connectivity information to be used by PIN Element (e.g., IP address, Port#, URL, GPSI, MSIDDN); and
b)	shall send the HTTP 204 (No content) or the HTTP 200 (OK) response towards the PMAE-C.
If the PMAE-C is not allowed to request PEGC configuration, the PGAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PGAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-configuration-reject> element in the <pinapp-info> root element and within the <pin-management-pegc-configuration-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PEGC configuration failure; and
b)	send the HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556423]5.8.2.4.2	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-continuity-update-request> element in the <pinapp-info> root element;
the PAE-S shall validate the request and check if the PMAE-C is authorized to request service continuity update.
If the PMAE-C is allowed to update service continuity and the PIN element is authorized, determines policy information for the PINE. After successful validation and authorization of PMAE-C, the PAE-S shall:
a)	generate an HTTP 204 (No content) or an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-continuity-update-accept> element in the <pinapp-info> root element and within the <pin-configuration-service-continuity-update-accept> element:
i)	shall include a <service-continuity-policy-information> element set to information about service continuity policy; and
[bookmark: _Hlk143742166]b)	shall send the HTTP 204 (No content) or HTTP 200 (OK) response towards the PMAE-C.
If the PMAE-C is not allowed to update service continuity, the PAE-S shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-continuity-update-reject> element in the <pinapp-info> root element and within the <pin-configuration-service-continuity-update-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN configuration service continuity update failure; and
b)	send the HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556426]5.8.2.5.2	PEAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-discovery-request> element in the <pinapp-info> root element,
the PEAE-C shall validate the request and check if the PMAE-C is authorized to request PEGC discovery.
If the PMAE-C is allowed to request PEGC discovery, PEAE-C uses the PEGC information provided in the request to identify PEGC(s) that are reachable and creates a list of PEGC identifier(s) that are available to the PIN Element. After successful discovery of available PEGCs, the PEAE-C shall:
a)	generate an HTTP 204 (No content) or an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-discovery-accept> element in the <pinapp-info> root element and within the <pin-management-pegc-discovery-accept> element:
i)	shall include a <pegc-information-list> element set to a list of PEGC IDs (e.g., IP address, GPSI, MSIDDN) available to PIN Element; and
b)	shall send the HTTP 204 (No content) or HTTP 200 (OK) response towards the PMAE-C.
If the PMAE-C is not allowed to request PEGC discovery, the PEAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-discovery-reject> element in the <pinapp-info> root element and within the <pin-management-pegc-discovery-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PEGC discovery request failure; and
b)	send the HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
3	Authorization failure; 
5	Resource not sufficient; and
7	Permanently denied.
* * * Next Change * * *
[bookmark: _Toc160556433]5.9.2	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-authorization-request> element in the <pinapp-info> root element,
the PAE-S shall check whether the requesting entity identified by the <ue-id> element is authorized to request the security information. 
If the requesting entity is authorized to request the security information, PAE-S shall:
a)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-authorization-accept> element in the <pinapp-info> root element and within the <pine-authorization-accept> element:
i)	shall include a <security-credentials> element set to the security credentials of the requesting entity; and
b)	send the HTTP 200 (OK) response towards the requesting entity.
If the requesting entity is not authorized to request the security information, PAE-S shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-authorization-reject> element in the <pinapp-info> root element and within the <pine-authorization-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN authorization failure; and
b)	send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
0	Protocol error, unspecified;
1	Operation not allowed;
2	Requested information not available; 
3	Authorization failure; and
7	Permanently denied.
* * * Next Change * * *
7.2.5	PINAPP protocol cause value
This parameter is used to indicate the particular reason why a PINAPP protocol message is rejected either by a PIN peer or PAE-S. It is an integer in the 0-255 range encoded in table 7.2.5.1.
Table 7.2.5.1: PINAPP protocol cause value
	0	Protocol error, unspecified

	1	Operation not allowed

	2	Requested information not available

	3	Authorization failure

	4	Maximum number of PINE is reached

	5	Resource not sufficient

	6	Maximum number of service is reached

	7	Permanently denied (NOTE)

	48-255	Unused. Any other value received by the entity shall be treated as 0, "protocol error, unspecified".

	NOTE:	This value can be used to mitigate repeated attempts to perform PIN operations (e.g. mitigate a flood of messages).



* * * End of Changes * * *

