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1.	Discussion
SA3 has agreed the Rel-17 CR S3-240862 (and its Rel-18 mirror S3-240863) in SA3 Meeting #115 (February 2024) that has been reflected in the 5G ProSe security specification TS 33.503. In that CR, it has been clarified that the security materials obtained from 5G DDNMF/5G PKMF and used for PC5 direct discovery for UE-to-network relay can be different for each PLMN, and not necessarily identical for a given RSC. This has been agreed after a confirmation from SA2 about the uniqueness of the RSC value used for different PLMNs as captured on the SA3 CR's cover page, which indicates that the RSC value alone is not sufficient to distinguish between different security materials, hence there was a need to use the HPLMN ID as an additional factor.

Also for the same reason, the PC5 discovery messages sent by the UE-to-network relay UE has been extended to include the HPLMN ID of the UE-to-network relay UE and in cleartext, in order to assist the Remote UE in knowing which security material was used for protecting the message.

CT1 has attempt in CT1's April-2024 meeting CT1#148 (Changsha, China) to implement the corresponding requirements into 5G ProSe CT1 specifications (TS 24.554) but during the discussion of possible solutions, CT1 discovered some parts in SA3 spec that needs to be updated for correct operation, and hence CT1 has sent the LS C1-242665 to SA3 with the following observations and questions:
(…), checking SA3 specifications for encryption operation and scrambling operations, the following is stated:

A) Annex A.7 in TS 33.503 states the following (related to the message encryption):

-	LENGTH: LEN(discovery message) - (LEN(Message Type) + LEN(UTC-based counter LSB) + LEN(MIC)), where LEN(x) is the length of x in number of bits


B) Clause 6.1.3.2.3 in TS 33.503 states the following (related to the message scrambling):

-	In A.5 of TS 33.303 [4], the time-hash-bitsequence keystream is set to L least significant bits of the output of the KDF, where L is the bit length of the discovery message to be scrambled and set to Min (the length of discovery message - 16, 256).
-	Step 3 of clause 6.1.3.4.3.5 of TS 33.303 [4] becomes:
	XOR (0xFFFF || time-hash-bitsequence) with the most significant (L + 16) bits of discovery message.
NOTE 1:	16 is the size of Message Type and UTC-based counter LSB in bit length.

As can be seen from A) and B) above, the HPLMN ID is currently not excluded from both the encryption and scrambling operations.

Hence CT1 would like to ask SA3 to take into account the information above and to do any needed updates into their specifications.

And CT1 would like also to get feedback from SA3 about the following questions:

1- Whether the HPLMN ID can be scrambled or not in the PC5 direct discovery message.
2- If HPLMN ID is not to be scrambled in the PC5 direct discovery message, then if there are any updates needed in B) above to achieve that.
3- Since the HPLMN ID is not to be encrypted in the PC5 direct discovery message, how this can be achieved given A) above.
4- CT1 is currently discussing different alternatives related to at which position inside the PC5 direct discovery signalling message (Tables 10.2.1.8, 10.2.1.10 and 10.2.1.11 of TS 24.554) the HPLMN ID information element (IE) is to be included. CT1 would like to ask whether SA3 has any preference where in the PC5 direct discovery signalling message the HPLMN ID IE is to be included.



Observation 1: some clarifications and/or updates are needed in SA3 specifications in order to clarify whether and how the HPLMN ID is unscrambled and to clarify how the HPLMN ID is unencrypted, in the PC5 discovery messages for UE-to-network relay PC5 discovery operations.


This topic above will be discussed in SA3 meeting SA3#116 (Jeju, South Korea) that is held from 20th to 24th May 2024, where there are some proposals submitted from different companies to address the issues raised by CT1. As can be noticed, the SA3 meeting will end before the start of the CT1's May-2024 meeting CT1#149 (Hyderabad, India) in which this discussion paper is submitted. Hence CT1 will have some clearance about any agreement made by SA3 to resolve the mentioned issues before the start of CT1 meeting, which can help CT1 to make some progress during CT1#149.

Observation 2: SA3 meeting SA3#116 will end before the start of the current CT1 meeting CT1#149, where SA3 would have discussed the issues raised by CT1.

From CT1 side, the following possible alternative solutions can be proposed in CT1#149, where the final solution can be decided based on the progress that will happen in SA3#116:

Alternative solution 1:
In this alternative solution, it is proposed that the added PLMN ID in the PC5 discovery messages is neither encrypted nor scrambled, and the PLMN ID is added as a Mandatory IE AFTER the MIC IE in the message (i.e. the PLMN ID is considered as part of the payload of the message). The encryption and scrambling mechanisms ensure that the PLMN ID is excluded from the encryption and scrambling operations, which can be achieved e.g. as following:
    - The bits that correspond to the PLMN ID IE in the "Encrypted Bitmask" are set to zeros.
    - The scrambling operation ensures to mask the bits that correspond to the PLMN ID IE in the "time-hash-bitsequence" properly.
This solution is not backward compatible, due to the introduction of the new mandatory IE (PLMN ID) in the PC5 Discovery messages which may result into a decoding error at a receiver who doesn't support this solution. However, anyway the change is mandatory and needed in order to follow the agreed security requirements and to avoid and threat or privacy issues.

Alternative solution 2:
In this alternative solution, it is proposed that the added PLMN ID in the PC5 discovery messages is neither encrypted nor scrambled, and the PLMN ID is added at the very end of the message as an Optional IE, where the encryption and scrambling mechanisms ensure that the PLMN ID is excluded from the encryption and scrambling operations. In this solution it has to be ensured that the PLMN ID stays always at the last Optional IE in the message, i.e. any newly introduced IE shall be added before the PLMN ID IE. This is in order to fix the location of the PLMN ID IE inside the PC5 discovery message in order for the receiver to be able to extract and read the PLMN ID IE from the end of the message.
One advantage of this solution that it is backward compatible in most of cases, which can be analyzed as following (in the following description, the term "new sender" or "new receiver" is used to reflect a sender or receiver that implemented the solution, and the term "old sender" or "old receiver" to reflect a  sender or receiver that has NOT implemented the solution):
=>For new sender UE and new receiver UE: both know the location of the PLMN ID and process it at that location. The sender UE shall add that PLMN ID IE and the receiver UE decodes the TLV IE it receives at that location and finds that the Type of the IE = PLMN ID and hence uses it in obtaining the associated security parameters.
=>For old sender UE and new receiver UE: the sender UE doesn't add the PLMN ID IE, and uses old security mechanism (i.e. it uses the keys associated with its own HPLMN ID as usual). The receiver reads the TLV IE it receives at the expected location but it doesn't find the PLMN ID IE. Hence the new receiver UE can assume that the message is encrypted using the keys associated with its own HPLMN ID, where if both sender and receiver are in the same PLMN (most likely), then the processing of the message will be successful.
=>For new sender UE and old receiver UE: as the sender UE will add the PLMN ID IE and the receiver UE doesn't know, then the processing of the message will fail at the receiver UE as the receiver UE expects the whole message to be encrypted and scrambled in the old way, without excluding the PLMN ID. There is no way to avoid that drawback, but at least that is just only one scenario.

Alternative solution 3:
This is similar to Alternative solution 1 where the PLMN ID is added as a Mandatory IE in the PC5 discovery message, but here it is added BEFORE the MIC IE (i.e. the PLMN ID is considered as part of the header of the message). The encryption and scrambling mechanisms ensure that the PLMN ID is excluded from the encryption and scrambling operations, since it is considered as part of the message header hence can be excluded from the LENGTH field used for encryption/scrambling…etc, similar to other fields in the message header (Message type, MIC…etc).
And similar to alternative solution 1, this solution is not backward compatible, due to the introduction of the new mandatory IE (PLMN ID) in the PC5 Discovery messages which may result into a decoding error at a receiver who doesn't support this solution.

Observation 3: CT1 can work on multiple alternative solutions to implement the needed requirements, where the final solution can be decided based on the progress that will happen in SA3 meeting SA3#116 .

2.	Proposals
Following observations are made:
Observation 1: some clarifications and/or updates are needed in SA3 specifications in order to clarify whether and how the HPLMN ID is unscrambled and to clarify how the HPLMN ID is unencrypted, in the PC5 discovery messages for UE-to-network relay PC5 discovery operations.
Observation 2: SA3 meeting SA3#116 will end before the start of the current CT1 meeting CT1#149, where SA3 would have discussed the issues raised by CT1.
Observation 3: CT1 can work on multiple alternative solutions to implement the needed requirements, where the final solution can be decided based on the progress that will happen in SA3 meeting SA3#116 .

Based on the above observations, following proposal is made:
Proposal: to submit CRs to CT1#149 for implementing the different possible alternative solutions discussed above, where the final solution can be decided based on the progress made in SA3#116, as following:
Alternative solution 1:
-This can be found in the Rel-17 CR C1-243324 and its Rel-18 mirror CR C1-243325.
Alternative solution 2:
-This can be found in the Rel-17 CR C1-243326 and its Rel-18 mirror CR C1-243327.
Alternative solution 3:
-Since this solution is considered as a variation to Alternative solution 1 with only changing the location of the mandatory IE PLMN ID in the PC5 discovery message, there is no CR submitted for it currently, and the solution can be provided during the CT1 meeting as a revision to the CR of Alternative solution 1 based on the progress.

CT1 can discuss the topic above and take any needed action, as proposed.

Note: for all the above alternative solutions, the changes related to PC3a and PC8 interfaces due to SA3 requirements are not discussed in this paper. There were some proposals in April's CT1 meeting (CT1#148) for how to implement those changes, where some proposals were backward compatible and some were not. Those proposals can be re-discussed during this current CT1 meeting (CT1#149) and get agreed based on the consensus and progress.

