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* * * First Change * * * *

[bookmark: _Toc24986286][bookmark: _Toc34205714][bookmark: _Toc39061898][bookmark: _Toc43277140][bookmark: _Toc49847470][bookmark: _Toc56419445][bookmark: _Toc112683251][bookmark: _Toc161916298]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
GZIP	GNU ZIP
IPX	IP Exchange Service
JOSE	Javascript Object Signing and Encryption
JWE	JSON Web Encryption
JWS	JSON Web Signature
PRINS	PRotocol for N32 INterconnect Security
RI	Roaming Intermediary
SEPP	Security and Edge Protection Proxy
TLS	Transport Layer Security
UPU	UE Parameters Update

* * * Next Change * * * *

[bookmark: _Toc24986292][bookmark: _Toc34205720][bookmark: _Toc39061904][bookmark: _Toc43277146][bookmark: _Toc49847476][bookmark: _Toc56419451][bookmark: _Toc112683257][bookmark: _Toc161916304]4.2.3	N32-f Interface
The following figures shows the scope of the N32-f interface.


Figure 4.2.3-1a: N32-f Interface with TLS security




Figure 4.2.3-1b: N32-f Interface with PRINS
The N32-f interface shall be used to forward the HTTP/2 messages of the NF service producers and the NF service consumers in different PLMN, through the SEPPs of the respective PLMN.
If TLS is the negotiated security policy between the SEPP, then the N32-f shall involve only the forwarding of the HTTP/2 messages of the NF service producers and the NF service consumers without any reformatting at the SEPPs and/or the IPXs (see figure 4.2.3-1a).
The application layer security protection functionality of the N32-f is used only if the PRotocol for N32 INterconnect Security (PRINS) is negotiated between the SEPPs using N32-c (see figure 4.2.3-1b).
The N32-f interface provides the following application layer security protection functionalities:
-	Message protection of the information exchanged between the NF service consumer and the NF service producer across PLMNs by applying application layer security mechanisms as specified in 3GPP TS 33.501 [6].
-	Forwarding of the application layer protected message from a SEPP in one PLMN to a SEPP in another PLMN. Such forwarding may involve RIsIPX providers on path.
-	If RIsIPX providers are on the path from SEPP in PLMN A to SEPP in PLMN B, the forwarding on the N32-f interface may involve the insertion of content modification instructions which the receiving SEPP applies after verifying the integrity of such modification instructions.

* * * Next Change * * * *

[bookmark: _Toc24986294][bookmark: _Toc34205722][bookmark: _Toc39061906][bookmark: _Toc43277148][bookmark: _Toc49847478][bookmark: _Toc56419453][bookmark: _Toc112683259][bookmark: _Toc161916306]4.3.1	General
The protocol stack for the N32 interface is shown below in Figure 4.3.1-1.


Figure 4.3.1-1: N32 Protocol Stack
The N32 interfaces (N32-c and N32-f) use HTTP/2 protocol (see clause 4.2.2 and 4.2.3, respectively) with JSON (see clause 4.2.4) as the application layer serialization protocol. For the security protection at the transport layer, the SEPPs shall support TLS as specified in clause 13.1.2 of 3GPP TS 33.501 [6].
For the N32-f interface, the application layer (i.e the JSON content) encapsulates the complete HTTP/2 message between the NF service consumer and the NF service producer, by transforming the HTTP/2 headers and the body into specific JSON attributes as specified in clause 6.2. For the scenarios when there are RIsIPX entities between SEPPs, see clause 4.3.2 for TLS/PRINS usage.

* * * Next Change * * * *

[bookmark: _Toc24986299][bookmark: _Toc34205727][bookmark: _Toc39061911][bookmark: _Toc43277153][bookmark: _Toc49847483][bookmark: _Toc56419458][bookmark: _Toc112683264][bookmark: _Toc161916311]4.3.2.4	HTTP/2 connection management
Each SEPP initiates HTTP/2 connections towards its peer SEPP for the following purposes
-	N32-c interface
-	N32-f interface
The scope of the HTTP/2 connection used for the N32-c interface is short-lived. Once the initial handshake is completed the connection is torn down as specified in 3GPP TS 33.501 [6]. The HTTP/2 connection used for N32-c is end to end between the SEPPs and does not involve an RIIPX to intercept the HTTP/2 connection, though an RIIPX may be involved for IP level routing.
NOTE:	Roaming Hubs as Roaming Intermediaries may disallow the establishment of the N32-c connection (see clause 5.5.2).
The scope of the HTTP/2 connection used for the N32-f interface is long-lived. The N32-f HTTP/2 connection at a SEPP can be:
-	Case A: Towards a SEPP of another PLMN without involving any RIIPX intermediaries or involving RIIPX intermediaries where RIIPX does not require modification or observation of the information; or
-	Case B: Towards a SEPP of another PLMN via RIIPX where RIIPX requires modification or observation of the information. In this case, the HTTP/2 connection from a SEPP terminates at the next hop RIIPX with the RIIPX acting as a HTTP proxy.
For the N32-f interface the HTTP/2 connection management requirements specified in clause 5.2.6 of 3GPP TS 29.500 [4] shall be applicable. The URI scheme used for the N32-f JOSE protected message forwarding API shall be "http". If confidentiality protection of all IEs for the N32-f JOSE protected message forwarding procedure is required, then:
-	For case A, the security between the SEPPs shall be ensured by means of an IPSec or TLS connection;
-	For case B, hop-by-hop security between the SEPP and the RIIPXs should be established on N32-f. This hop-by-hop security shall be established using an IPSec or TLS connection.

* * * Next Change * * * *

[bookmark: _Toc24986300][bookmark: _Toc34205728][bookmark: _Toc39061912][bookmark: _Toc43277154][bookmark: _Toc49847484][bookmark: _Toc56419459][bookmark: _Toc112683265][bookmark: _Toc161916312]4.3.3	Transport Protocol
The Transmission Control Protocol as described in IETF RFC 793 [11] shall be used as transport protocol as required by HTTP/2 (see IETF RFC 9113 [7]).
When there is no RIIPX between the SEPPs or RIIPX(s) are offering only IP routing service without modification or observation of the content, TLS shall be used for security protection (see clause 13.1.2 of 3GPP TS 33.501 [6]). When there is RIIPX between the SEPPs and RIIPX requires modification or observation of the content, TLS or NDS/IP should be used for security protection as specified in clause 13.1.2 of 3GPP TS 33.501 [6].
NOTE:	When using TCP as the transport protocol, an HTTP/2 connection is mapped to a TCP connection.

* * * Next Change * * * *

[bookmark: _Toc24986310][bookmark: _Toc34205738][bookmark: _Toc39061922][bookmark: _Toc43277164][bookmark: _Toc49847494][bookmark: _Toc56419469][bookmark: _Toc112683275][bookmark: _Toc161916322]5.2.3.3	Parameter Exchange Procedure for Protection Policy Exchange
The parameter exchange procedure for protection policy exchange may be performed after the Parameter Exchange Procedure for Cipher Suite Negotiation (see clause 5.2.3.2). If a HTTP/2 connection does not exist towards the peer SEPP at the time of initiating this procedure, the HTTP/2 connection shall be established. If there is a change in the protection policy exchange and the SEPP wants to renegotiate it, then the SEPP may reuse the parameter exchange procedure for the protection policy exchange to override what was exchanged before. If the parameter exchange procedure for the protection policy exchange is not performed, then the protection policies between the SEPP shall be exchanged out of bands.
The procedure is described in Figure 5.2.3.3-1 below.




Figure 5.2.3.3-1: Parameter Exchange Procedure for Protection Policy Exchange
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecParamExchReqData" IE carrying the following information:
-	Protection policy information
The protection policy information contains:
-	API to IE mapping containing the mapping information of list of leaf IEs for each:
-	Request/response and Subscribe / Unsubscribe service operation, identified by the API URI and method; and/or
-	Callbacks (e.g Notification service operation), identified by the value of the 3GPP custom HTTP header "3gpp-Sbi-Callback" (see clause 5.2.3 of 3GPP TS 29.500 [4]).
-	List of IE types that are to be protected across N32-f (i.e the data type encryption policy as specified in clause 13.2.3.2 of 3GPP TS 33.501 [6]); and
-	Modification policy: Against each leaf IE in the API to IE mapping information, a boolean flag indicating whether that IE is allowed to be modified by an RIIPX on the side of the SEPP sending the protection policy information.
Alternatively, if both the initiating SEPP and the responding SEPP support the PSEPRO feature (PRINS Security Profiles Support, see clause 6.1.7), the initiating SEPP may include a candidate list of security profiles instead of Protection policy information in the parameter exchange request message towards the responding SEPP.
NOTE 1:	The definition of security profiles is out of scope of 3GPP.
2a.	On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the following information
-	Selected protection policy information
[bookmark: _PERM_MCCTEMPBM_CRPT51080016___3]The Selected protection policy information contains the IEs allowed to be modified by an RIIPX on the side of the responding SEPP. If the responding SEPP connects to several RIIPXs, an isModifiable IE may be included to indicate an IE is allowed to be modified by all RIIPX(s) or an map type of isModifiableByIpx IE may be included to indicate an IE is allowed to be modified by an RIIPX identified by the key of ipxProviderId IE if this IE is allowed to be modified by some of (but not all) the RIIPX(s), as specified in clause 13.2.3.4 of 3GPP TS 33.501 [6].
The initiating SEPP shall store the modification policy which are sent from responding SEPP in selected protection policy information and the responding SEPP shall store the modification policy which are sent from the initiating SEPP in the protection policy information. The SEPP receiving the subsequent message transfers over N32-f shall check whether the modifications performed by the RIIPXs were permitted by the respective modification policy.
The SEPPs shall store the encryption policy in selected protection policy information and shall apply this policy for subsequent message transfers over N32-f. The encryption policy in selected protection policy is applicable for both the directions of communication between the SEPPs.
Alternatively, the responding SEPP shall return the selected security profiles to the initiating SEPP, if the responding SEPP supports the PSEPRO feature, and the initiating SEPP sent a candidate list of security profiles in the exchange parameter request message to the responding SEPP.
If the receiving SEPP already has a previously negotiated protection policy information, the SEPP shall overwrite it with the new one.
The HTTP/2 connection used for the N32 handshake procedures may be terminated after the completion of this procedure.
2b.	On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.4.3. If the SEPP already has previously negotiated protection policy information, the SEPP shall continue to use the same.
NOTE 2:	If a SEPP already has a previously negotiated cipher suite and a new cipher suite is also received, the SEPP starts applying the new cipher suite immediately and also continues with the old cipher suite for a limited time period. This allows messages with old policies to be completed gracefully.

An illustration of how the protection policy is stored and looked up in the SEPP is provided in figure 5.2.3.3-2


Figure 5.2.3.3-2: Protection Policy Storage and Lookup in SEPP
During the N32-f message forwarding, the SEPP looks at a HTTP request or response it receives from an NF service consumer or NF service producer and then uses the above tables to decide which IEs and headers in the message it shall cipher and integrity protect and which IEs it shall allow the RIIPXes to modify.

* * * Next Change * * * *
[bookmark: _Toc24986311][bookmark: _Toc34205739][bookmark: _Toc39061923][bookmark: _Toc43277165][bookmark: _Toc49847495][bookmark: _Toc56419470][bookmark: _Toc112683276][bookmark: _Toc161916323]5.2.3.4	Parameter Exchange Procedure for Security Information list Exchange
The initiating SEPP shall initiate a Security Information list exchange procedure towards the responding SEPP to exchange the Security Information lists that contain information on RIIPX public keys or certificates that are needed to verify RIIPX modifications at the receiving SEPP as specified in clause 13.2.2.2 of 3GPP TS 33.501 [6]. If there is a change in the security information list and the SEPP wants to renegotiate it, then the SEPP may reuse the parameter exchange procedure for the security information list exchange to override what was exchanged before.
The procedure is described in Figure 5.2.3.4-1 below.




Figure 5.2.3.4-1: Parameter Exchange Procedure for Security Information List exchange
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecParamExchReqData" IE carrying the following information:
-	RIIPX provider identifier connected to the initiating SEPP;
-	List of raw public keys or certificates for that RIIPX.
2a.	On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the "SecParamExchRspData" IE carrying the following information:
-	RIIPX provider identifier connected to the responding SEPP;
-	List of raw public keys or certificates for that RIIPX.
[bookmark: _PERM_MCCTEMPBM_CRPT51080019___3]If the receiving SEPP already has a previously negotiated security information list, the SEPP shall overwrite it with the new one.
2b.	On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.4.3. If the SEPP already has previously negotiated security information list, the SEPP shall continue to use the same.
NOTE :	If a SEPP already has a previously negotiated cipher suite and a new cipher suite is also received, the SEPP starts applying the new cipher suite immediately and also continues with the old cipher suite for a limited time period. This allows messages with old policies to be completed gracefully.

* * * Next Change * * * *

[bookmark: _Toc24986312][bookmark: _Toc34205740][bookmark: _Toc39061924][bookmark: _Toc43277166][bookmark: _Toc49847496][bookmark: _Toc56419471][bookmark: _Toc112683277][bookmark: _Toc161916324]5.2.4	N32-f Context Termination Procedure
After the completion of the security capability negotiation procedure and/or the parameter exchange procedures, an N32-f context is established between the two SEPPs. The "n32fContextId" of each SEPP is provided to the other SEPP. This context identifier shall be stored in each SEPP until the context is explicitly terminated by the N32-f context termination procedure. The SEPP that is initiating the N32-f context termination procedure shall use the HTTP method POST on the URI: {apiRoot}/n32c-handshake/<apiVersion>/n32f-terminate. If a HTTP/2 connection does not exist towards the receiving SEPP, a HTTP/2 connection shall be created before initiating this procedure. The procedure is shown below in Figure 5.2.4-1.



Figure 5.2.4-1: N32f Context Termination Procedure
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the N32-f context id information that is to be terminated.
2a.	On success, the responding SEPP, shall:
-	stop sending any further messages over the N32-f towards the initiating SEPP;
-	once all the ongoing N32-f message exchanges with the initiating SEPP are completed or timed out, delete the N32-f context identified by the "n32fContextId" provided in the request.
[bookmark: _PERM_MCCTEMPBM_CRPT51080020___2]The N32-f HTTP/2 connections from the responding SEPP shall not be deleted if they terminate at an RIIPX, since that HTTP/2 connection may carry traffic towards other PLMN SEPPs as well. The responding SEPP shall return the status code "200 OK" together with an N32ContextInfo content that carries the "n32fContextId" of the initiating SEPP that the responding SEPP has stored.
The initiating SEPP shall:
-	stop sending any further messages over the N32-f towards the responding SEPP;
-	once all the ongoing N32-f message exchanges with the responding SEPP are completed or timed out, delete the local N32-f context identified by this "n32fContextId".
If the initiating SEPP receives a N32-f termination request from the responding SEPP before receiving a response for its request (i.e N32-f Context Termination Procedure collision), the initiating SEPP shall process the received N32-f termination request from the responding SEPP and shall return the status code "200 OK" together with an N32ContextInfo content that carries the "n32fContextId" of the responding SEPP that the initiating SEPP has stored. The initiating SEPP shall behave as specified above without waiting for a response from the responding SEPP for its N32-f Context Termination request.
2b.	On failure, the responding SEPP shall return an appropriate 4xx/5xx status code together with the "ProblemDetails" JSON body.

* * * Next Change * * * *

[bookmark: _Toc24986317][bookmark: _Toc34205745][bookmark: _Toc39061929][bookmark: _Toc43277171][bookmark: _Toc49847501][bookmark: _Toc56419476][bookmark: _Toc112683282][bookmark: _Toc161916329]5.3.2.1	General
If the negotiated security capability between the two SEPPs is PRINS, one or more HTTP/2 connections between the two SEPPs for the forwarding of JOSE protected message shall be established, which may involve RIsIPX providers on path. The forwarding of messages over the N32-f interface involves the following steps at the sending SEPP:
1.	Identification of the protection policy applicable for the API being invoked (i.e either a request/response NF service API or a subscribe/unsubscribe service API or a notification API).
2.	Message reformatting as per the identified protection policy.
3.	Forwarding of the reformatted message over the N32 interface.
The processing of a message received over the N32-f interface at the receiving RIIPX provider involves the following steps:
1.	Apply the modifications in the "modificationsBlock" appended by the sending RIIPX provider as JSON patches in the DataToIntegrityProtectBlock (from the decoded "aad" part), if the "modificationsBlock" is received in the message.
2.	Determine further modifications required based on modification policy and insert the modification entries in "modificationsBlock".
3.	Forwarding the received message with the above inserted modification entries in "modificationsBlock" over the N32 interface.
The processing of a message received over the N32-f interface at the receiving SEPP involves the following steps.
1.	Identify the N32-f context using the N32-f context Id received in the message.
2.	Verify the integrity protection of the message using the keying material obtained from the TLS layer during the parameter exchange procedure for that N32-f context (see 3GPP TS 33.501 [6]). The TLS connection from which the keying material is obtained is the N32-c TLS connection used for the parameter exchange procedure.
3.	Decrypt the ciphertext part of the received JWE message. Decode the "aad" part of the JWE message using BASE64URL decoding.
4.	For each entry in the "modificationsBlock" of the received message:
-	First verify the integity protection of that entry using the keying material applicable for the RIIPX that inserted that block (using the "identity" IE in the "modificationsBlock");
-	Identify the modifications policy exchanged during the parameter exchange procedure with the sending SEPP if the RIIPX that inserted the modificationsBlock is from the sending SEPP side; else identify the modifications policy applicable for the RIIPX based on local configuration;
-	Check if the inserted modifications are as per the identified modifications policy;
-	Apply the modifications as a JSON patch in the DataToIntegrityProtectBlock (from the decoded "aad" part).
5.	Form the original JSON request / response body from the decrypted ciphertext and the decoded integrity verified "aad" block possibly modified as described in step 4.
6.	If the reconstructed HTTP message has an "Authorization" header, then the SEPP shall check whether the service consumer's PLMN ID or SNPN ID is present in the Bearer token contained in the Authorization header (see 3GPP TS 29.510 [18], clause 6.3.5.2.4) and if it matches with the "Remote PLMN ID" or "Remote SNPN ID" of the N32-f context. If they do not match, the SEPP shall respond to the sending SEPP with "403 Forbidden" status code with the application specific cause set as "PLMNID_MISMATCH" or "SNPNID_MISMATCH".
NOTE 1:	In this case, the N32-f Error Reporting procedure specified in clause 5.2.5 is not used since the processing of the complete N32-f message fails at the receiving SEPP.
NOTE 2:	If the service consumer's PLMN ID or SNPN ID is present in the reconstructed HTTP message, then the receiving SEPP compares this with the sending SEPP's PLMN ID or SNPN ID, which is retrieved from N32f Context (see clause 5.9.3 in 3GPP TS 33.501 [6]). See the above step 6 for the receiving SEPP behaviour. If the service consumer's PLMN ID and SNPN ID are not present, the comparison is not done.
SEPPs and RIIPX should support gzip coding (see IETF RFC 1952 [23]) in HTTP requests and responses and indicate so in the Accept-Encoding header, as described in clause 6.9 of 3GPP TS 29.500 [4] and clause 6.2.2.2.3.

* * * Next Change * * * *

[bookmark: _Toc24986320][bookmark: _Toc34205748][bookmark: _Toc39061932][bookmark: _Toc43277174][bookmark: _Toc49847504][bookmark: _Toc56419479][bookmark: _Toc112683285][bookmark: _Toc161916332]5.3.2.4	Message Forwarding to Peer SEPP
Once a SEPP reformats the HTTP/2 message into the "N32ReformattedReqMsg"/"N32ReformattedRspMsg" JSON object as specified in clause 5.3.2, the SEPP forwards the message to the receiving SEPP by invoking a HTTP POST method as shown in figure 5.3.2.4-1 below.



Figure 5.3.2.4-1 Message Forwarding between SEPP on N32-f
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "N32ReformattedReqMsg" IE carrying the reformatted HTTP/2 message. The request message shall contain the "n32fContextId" information provided by the responding SEPP to the initiating SEPP earlier during the parameter exchange procedure (see clause 5.2.3). The responding SEPP shall use the "n32fContextId" information to:
-	Locate the agreed cipher suite and protection policy;
-	Locate the n32ContextId to be used in the response.
[bookmark: _PERM_MCCTEMPBM_CRPT51080026___2]If the HTTP request/response message to be forwarded over N32-f includes an 3gpp-Sbi-Message-Priority header, the initiating/responding SEPP should additionally insert a 3gpp-Sbi-Message-Priority header in the N32-f message with the same contents as the 3gpp-Sbi-Message-Priority header encoded within the "N32ReformattedReqMsg"/ N32ReformattedRspMsg IE respectively.
NOTE 1:	Replicating the information in a N32-f message header enables the receiving SEPP to determine the priority of the forwarded HTTP request/response without having to parse the N32-f message content.
The HTTP request content may be compressed hop by hop over N32-f, if the initiating SEPP or IPX RI and its next hop (IPX RI or SEPP) support gzip coding (see IETF RFC 1952 [23]).
2a.	On successful processing of the request, the responding SEPP shall:
-	decompress the N32-f HTTP request content, if it is compressed;
-	reconstruct the HTTP/2 message towards the NF service producer;
-	compress the reconstructed HTTP request if the reconstructed HTTP content contains a Content-Encoding header indicating gzip compression;
-	forward the reconstructed HTTP/2 message to the NF service producer;
-	wait for the response from the NF service producer; and then
-	once the response from the NF service producer is received, respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the "N32ReformattedRspMsg". The "N32ReformattedRspMsg" shall contain the reformatted HTTP response message from the responding PLMN. The response message shall contain the "n32fContextId" information provided by the initiating SEPP to the responding SEPP earlier during the parameter exchange procedure (see clause 5.2.3).
NOTE 2:	For unsuccessful processing of the request with "PLMNID_MISMATCH", see clause 5.3.2.1.
[bookmark: _PERM_MCCTEMPBM_CRPT51080027___2]The responding SEPP shall be able to map the response received from the NF service producer to the HTTP/2 stream ID for the corresponding response it needs to generate towards the initiating SEPP. The HTTP/2 stream ID and the HTTP/2 connection information on either side shall be used to derive this mapping.
The HTTP response content may be compressed hop by hop over N32-f, if the responding SEPP or IPX RI and its next hop (IPX RI or SEPP) support gzip coding (see IETF RFC 1952 [23]).
2b.	On failure or unsuccessful processing of the request, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code, the message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application error as specified in clause 6.2.4.2. The "cause" attribute shall be set to "UNSPECIFIED", if the responding SEPP fails to process the reconstructed message, and the error is reported by N32f error reporting procedure as specified in clause 5.2.5.

* * * Next Change * * * *

[bookmark: _Toc161916333]5.3.2.5	JOSE Protected Forwarding Options
The JOSE Protected Forwarding Options is used by the sending SEPP or IPX RI to discover the communication options supported by its next hop (IPX RI or SEPP) for N32-f message processing.




Figure 5.3.2.5-1: Procedure for the discovery of communication options supported by the next hop
1.	The sending SEPP or IPX RI shall send an OPTIONS request to discover the communication options supported by its next hop (IPX RI or SEPP) for N32-f message processing.
2.	If the request is accepted, the next hop (IPX RI or SEPP) shall respond with the status code 204 No Content and include an Accept-Encoding header (as described in IETF RFC 9110 [9]).
On failure, the next hop shall return one of the HTTP status code listed in Table 6.2.4.3.2.1-3.

* * * Next Change * * * *

[bookmark: _Toc161916340]5.5	Support of Roaming Intermediaries
[bookmark: _Toc161916341]5.5.1	General
Roaming services providers provide the technical and commercial means to facilitate the deployment and operation of roaming services between a client operator and a set of selected connected operators (see clause 6.45 of 3GPP TS 22.261 [28]).
The communication between two SEPPs may pass up to two Roaming Intermediaries. The changes made by Roaming Intermediaries to messages originated by a SEPP, based on the originating PLMNs policy, shall be identifiable by the receiving SEPP.
NOTE:	In this release of the specification, the descriptions in clause 5.5 are provided for Roaming Intermediary refers to Roaming Hubs as Roaming Intermediary, only.

* * * Next Change * * * *

[bookmark: _Toc24986345][bookmark: _Toc34205773][bookmark: _Toc39061957][bookmark: _Toc43277199][bookmark: _Toc49847529][bookmark: _Toc56419505][bookmark: _Toc112683311][bookmark: _Toc161916385]6.1.4.3.2	Operation Definition
This operation shall support the request data structures and response codes specified in tables 6.1.4.3.2-1 and 6.1.4.3.2-2.
Table 6.1.4.3.2-1: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	SecParamExchReqData
	M
	1
	The IE shall contain the parameters requested by the requesting SEPP.



Table 6.1.4.3.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SecParamExchRspData
	M
	1
	200 OK
	This represents the successful processing of the requested parameters. The SEPP shall provide the selected parameters (i.e selected cipher suite and/or selected data type encryption policy) depending on what was requested by the requesting SEPP and what is supported by the responding SEPP, or the SEPP shall provide the modification policy and/or security information lists of the connected IPXsRIs.

	ProblemDetails
	O
	0..1
	409 Conflict
	The "cause" attribute may be used to indicate one of the following application errors:
- REQUESTED_PARAM_MISMATCH
- SECURITY_PARAM_EXCHANGE_COLLISION, when the receiving SEPP receives a security parameter exchange request from a peer SEPP while it is waiting for a security parameter exchange response message from the same peer SEPP as specified in clause 5.2.3.2.

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).




* * * Next Change * * * *

[bookmark: _Toc24986353][bookmark: _Toc34205781][bookmark: _Toc39061965][bookmark: _Toc43277207][bookmark: _Toc49847537][bookmark: _Toc56419513][bookmark: _Toc112683319][bookmark: _Toc161916393]6.1.5.1	General
This clause specifies the application data model supported by the API.
Table 6.1.5.1-1 specifies the data types defined for the N32 interface.
Table 6.1.5.1-1: N32 specific Data Types
	Data type
	Clause defined
	Description

	SecNegotiateReqData
	6.1.5.2.2
	Defines the security capabilities of a SEPP sent to a receiving SEPP.

	SecNegotiateRspData
	6.1.5.2.3
	Defines the selected security capabilities by a SEPP.

	SecurityCapability
	6.1.5.3.3
	Enumeration of security capabilities.

	SecParamExchReqData
	6.1.5.2.4
	Request data structure for parameter exchange

	SecParamExchRspData
	6.1.5.2.5
	Response data structure for parameter exchange

	ProtectionPolicy
	6.1.5.2.6
	The protection policy to be negotiated between the SEPPs.

	ApiIeMapping
	6.1.5.2.7
	API URI to IE mapping on which the protection policy needs to be applied.

	IeInfo
	6.1.5.2.8
	Protection and modification policy for the IE

	ApiSignature
	6.1.5.2.9
	API URI of the service operation

	N32fContextInfo
	6.1.5.2.10
	N32-f context information

	N32fErrorInfo
	6.1.5.2.11
	N32-f error information.

	FailedModificationInfo
	6.1.5.2.12
	Information on N32-f modifications block that failed to process.

	N32fErrorDetail
	6.1.5.2.13
	Details about the N32f error.

	CallbackName
	6.1.5.2.14
	Callback Name.

	IpxProviderSecInfo
	6.1.5.2.15
	Defines the security information list of an IPXRI.

	IntendedN32Purpose
	6.1.5.2.16
	Defines the intended N32 establishment purpose.

	HttpMethod
	6.1.5.3.4
	Enumeration of HTTP methods.

	IeType
	6.1.5.3.5
	Enumeration of types of IEs (i.e kind of IE) to specify the protection policy.

	IeLocation
	6.1.5.3.6
	Location of the IE in a HTTP message.

	N32fErrorType
	6.1.5.3.7
	Type of error while processing N32-f message.

	FailureReason
	6.1.5.3.8
	Reason for failure to reconstruct a HTTP/2 message from N32-f message.



Table 6.1.5.1-2 specifies data types re-used by the N32 interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Namf service based interface.
Table 6.1.5.1-2: N32 re-used Data Types
	Data type
	Reference
	Comments

	Fqdn
	3GPP TS 29.571 [12]
	

	SupportedFeatures
	3GPP TS 29.571 [12]
	Used to negotiate the applicability of the optional features defined in table 6.1.7-1.




* * * Next Change * * * *

[bookmark: _Toc24986358][bookmark: _Toc34205786][bookmark: _Toc39061970][bookmark: _Toc43277212][bookmark: _Toc49847542][bookmark: _Toc56419518][bookmark: _Toc112683324][bookmark: _Toc161916398]6.1.5.2.4	Type: SecParamExchReqData
Table 6.1.5.2.4-1: Definition of type SecParamExchReqData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	n32fContextId
	string
	M
	1
	This IE shall contain the context identifier to be used by the responding SEPP for subsequent JOSE protected message forwarding procedure over N32-f towards the initiating SEPP. The initiating SEPP shall use this context identifier to locate the cipher suite and protection policy exchanged and agreed to be used with the responding SEPP, for the message forwarding procedure over N32-f.

The n32fContextId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32-f context Id shall appear first in the string, and the character representing the 4 least significant bit of the N32-f context Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".

	

	jweCipherSuiteList
	array(string)
	C
	1..N
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see clause 5.2.3.2). When present, this IE shall contain the ordered list of JWE cipher suites supported by the requesting SEPP. Valid values for the string are as specified in clause 5.1 of IETF RFC 7518 [13].
	

	jwsCipherSuiteList
	array(string)
	C
	1..N
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see clause 5.2.3.2). When present, this IE shall contain the ordered list of JWS cipher suites supported by the requesting SEPP. Valid values for the string are as specified in clause 3.1 of IETF RFC 7518 [13].
	

	protectionPolicyInfo
	ProtectionPolicy
	C
	0..1
	Either this IE or the secProfiles IE shall be present during the parameter exchange procedure for protection policy exchange(see clause 5.2.3.3). When present, this IE shall contain the data type encryption policy requested by the requesting SEPP and/or the modification policy supported by the IPXRI(s) on the side of the requesting SEPP.
	

	secProfiles
	array(string)
	C
	1..N
	Either this IE or the protectionPolicyInfo IE shall be present during the parameter exchange procedure for protection policy exchange(see clause 5.2.3.3).
When present, this IE shall indicate the candidate list of security profiles that the initiating SEPP is supporting for PRINS.
The list may contain up to 256 profiles.
	PSEPRO

	ipxProviderSecInfoList
	array(IpxProviderSecInfo)
	C
	1..N
	This IE includes the list of IPX RI security information.
	

	sender
	Fqdn
	C
	0..1
	This IE shall be present if the Parameter Exchange request is sent on a different N32-c HTTP connection than the one used to perform the Security Capability Negotiation procedure. It may be present otherwise.

When present, it shall uniquely identify the SEPP that is sending the request. This IE is used to store the exchanged parameters against the right SEPP.
	





* * * Next Change * * * *

[bookmark: _Toc24986359][bookmark: _Toc34205787][bookmark: _Toc39061971][bookmark: _Toc43277213][bookmark: _Toc49847543][bookmark: _Toc56419519][bookmark: _Toc112683325][bookmark: _Toc161916399]6.1.5.2.5	Type: SecParamExchRspData
Table 6.1.5.2.5-1: Definition of type SecParamExchRspData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	n32fContextId
	string
	M
	1
	This IE shall contain the context identifier to be used by the initiating SEPP for subsequent JOSE protected message forwarding procedure over N32-f towards the responding SEPP. The responding SEPP shall use this context identifier to locate the cipher suite and protection policy exchanged and agreed to be used with the initiating SEPP, for the message forwarding procedure over N32-f.

The n32fContextId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32-f context Id shall appear first in the string, and the character representing the 4 least significant bit of the N32-f context Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".

	

	selectedJweCipherSuite
	string
	C
	1
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see clause 5.2.3.2). When present, this IE shall contain the JWE cipher suite selected by the responding SEPP.
	

	selectedJwsCipherSuite
	string
	C
	1
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see clause 5.2.3.2). When present, this IE shall contain the JWS cipher suite selected by the responding SEPP.
	

	selProtectionPolicyInfo
	ProtectionPolicy
	C
	0..1
	This IE shall be present during the parameter exchange procedure for protection policy exchange (see clause 5.2.3.3) if the initiating SEPP included the protectionPolicyInfo IE in the exchange parameter request message to the responding SEPP. When present, this IE shall contain the data type encryption policy selected by the responding SEPP and/or the modification policy supported by the IPXRI(s) on the side of the responding SEPP.
	

	selSecProfiles
	array(string)
	C
	1..N
	This IE shall indicate the list of selected security profiles applicable for messages forwarding over N32-f if the initiating SEPP sent a candidate list of security profiles in the exchange parameter request message to the responding SEPP.
The list may contain up to 256 profiles.
	PSEPRO

	ipxProviderSecInfoList
	array(IpxProviderSecInfo)
	C
	1..N
	This IE includes the list of IPX RI security information.
	

	sender
	Fqdn
	C
	0..1
	This IE shall be present if the Parameter Exchange response is sent on a different N32-c HTTP connection than the one used to perform the Security Capability Negotiation procedure. It may be present otherwise.

When present, it shall uniquely identify the SEPP that is sending the response. This IE is used to store the exchanged parameters against the right SEPP.

	




* * * Next Change * * * *

[bookmark: _Toc24986360][bookmark: _Toc34205788][bookmark: _Toc39061972][bookmark: _Toc43277214][bookmark: _Toc49847544][bookmark: _Toc56419520][bookmark: _Toc112683326][bookmark: _Toc161916400]6.1.5.2.6	Type: ProtectionPolicy
Table 6.1.5.2.6-1: Definition of type ProtectionPolicy
	Attribute name
	Data type
	P
	Cardinality
	Description

	apiIeMappingList
	array(ApiIeMapping)
	M
	1..N
	Contains an array of API URI to IE type - IE name mapping. The mapping includes an indication against each IE if that IE is allowed to be modified by the IPX RI on the side of the SEPP or not.

	dataTypeEncPolicy
	array(IeType)
	C
	1..N
	This IE shall be present when the SEPPs need to exchange the IE protection policies. When present, this IE shall contain the list of IE types that the SEPP intends to protect by ciphering.



* * * Next Change * * * *

[bookmark: _Toc24986362][bookmark: _Toc34205790][bookmark: _Toc39061974][bookmark: _Toc43277216][bookmark: _Toc49847546][bookmark: _Toc56419522][bookmark: _Toc112683328][bookmark: _Toc161916402]6.1.5.2.8	Type: IeInfo
Table 6.1.5.2.8-1: Definition of type IeInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ieLoc
	IeLocation
	M
	1
	This IE shall contain the location of the IE mentioned in "reqIe" or "rspIe" (i.e Variable in URI path or URI query parameter or HTTP header or JSON body or multipart message)

	ieType
	IeType
	M
	1
	This IE shall contain the type of the IE, representing the nature of the information the IE is carrying.

	[bookmark: _PERM_MCCTEMPBM_CRPT51080040___2]reqIe
	string
	C
	0..1
	This IE shall be included when the Ies in HTTP/2 request messages of an API need to be protected when forwarded over N32-f. When present, this IE shall contain:
- The JSON pointer representation of the IE to be protected, if the "ieLoc" indicates "BODY". Only the JSON pointer of the leaf IEs are included;
- The name of the Variable in URI path to be protected, if the "ieLoc" indicates "URI_PATH";
	e.g. the name "{ueId}" can be used to protect the UE ID in the following API URI:

"/nNf-service/v1/(ueId)/service-operation-1"
- The name of the URI query parameter to be protected, if the "ieLoc" indicates "URI_PARAM";
- The name of the HTTP header, if the "ieLoc" indicates "HEADER";
- The JSON pointer representation of the attribute defined with the RefToBinaryData type if the "ieLoc" indicates "MULTIPART_BINARY". It shall be encoded as: <JSON Pointer of the attribute defined with the RefToBinaryData type>/data.

	[bookmark: _PERM_MCCTEMPBM_CRPT51080041___2]rspIe
	string
	C
	0..1
	This IE shall be included when the IEs in HTTP/2 response messages of an API need to be protected when forwarded over N32-f. When present, this IE shall contain:
- The JSON pointer representation of the IE to be protected, if the "ieLoc" indicates "BODY". Only the JSON pointer of the leaf IEs are included;
- The name of the HTTP header, if the "ieLoc" indicates "HEADER";
- The JSON pointer representation of the attribute defined with the RefToBinaryData type if the "ieLoc" indicates "MULTIPART_BINARY". It shall be encoded as: <JSON Pointer of the attribute defined with the RefToBinaryData type>/data.

	isModifiable
	boolean
	C
	0..1
	This IE shall be included if the IE is allowed to be modified by all IPXRI(s) on the side of the SEPP sending the API IE mapping. When present,

[bookmark: _PERM_MCCTEMPBM_CRPT51080042___2]- true, indicates that the IE is allowed to be modified by all IPXRI(s) on the side of the SEPP;
- false, indicates that the IE is not allowed to be modified by any IPX RI on the side of the SEPP;
- default is false.
When the IE is not included, the default value shall be applied.
(NOTE)

	isModifiableByIpx
	map(boolean)
	C
	0..1
	This IE shall be included if the IE is allowed to be modified by some of (but not all) the IPXRI(s) on the side of the SEPP sending the API IE mapping. The key of the map is the ipxProviderId for which the boolean applies.

When present, each element carries the isModifiable indication for the IPX RI indicated by the key.
(NOTE)

	NOTE:	Either isModifiable or isModifiableByIpx may be present, but not both.




* * * Next Change * * * *

[bookmark: _Toc24986365][bookmark: _Toc34205793][bookmark: _Toc39061977][bookmark: _Toc43277219][bookmark: _Toc49847549][bookmark: _Toc56419525][bookmark: _Toc112683331][bookmark: _Toc161916405]6.1.5.2.11	Type: N32fErrorInfo
Table 6.1.5.2.11-1: Definition of type N32fErrorInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fMessageId
	string
	M
	1
	This IE shall contain the N32-f message identifier received over N32-f (see clause 6.2.5.2.9).

	n32fErrorType
	N32fErrorType
	M
	1
	This IE shall contain the type of processing error encountered by the SEPP initiating the N32-f error reporting procedure.

	n32fContextId
	string
	C
	0..1
	This IE shall be present if available.
When present, this IE shall contain the n32fContextId of the SEPP receiving N32-f error reporting message, which is exchanged between the SEPPs during the parameter exchange procedure (see clause 5.2.3).

The n32fContextId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32-f context Id shall appear first in the string, and the character representing the 4 least significant bit of the N32-f context Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".

	failedModificationList
	array(FailedModificationInfo)
	C
	1..N
	This IE shall be present if the n32ErrorType is "INTEGRITY_CHECK_ON_MODIFICATIONS_FAILED" or "MODIFICATIONS_INSTRUCTIONS_FAILED". When present this IE shall contain a list of FQDNs of the IPX-esRIs whose inserted modifications failed to process at the SEPP initiating the N32-f error reporting procedure, together with the reason for the failure to process.

	errorDetailsList
	array(N32fErrorDetail)
	O
	1..N
	This IE may be included when the n32ErrorType IE indicates "MESSAGE_RECONSTRUCTION_FAILED ". When present, this IE shall contain a list of JSON pointers to the IEs that failed to process together with the reason for the failure to process that IE. 

	policyMismatchList
	array(InvalidParam)
	O
	1..N
	This IE may be included when n32ErrorType is "POLICY_MISMATCH". When present, this IE shall indicate a list of JSON pointers to the IEs and the type of mismatch.

-	If the parameter was sent in plain while it should have been encrypted, the value "Parameter shall be encrypted" shall be set as the reason.
-	If the parameter was sent confidentiality protected when required without confidentially protected, value "Parameter shall not be encrypted" shall be set as the reason.



* * * Next Change * * * *

[bookmark: _Toc24986366][bookmark: _Toc34205794][bookmark: _Toc39061978][bookmark: _Toc43277220][bookmark: _Toc49847550][bookmark: _Toc56419526][bookmark: _Toc112683332][bookmark: _Toc161916406]6.1.5.2.12	Type: FailedModificationInfo
Table 6.1.5.2.12-1: Definition of type FailedModificationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ipxId
	Fqdn
	M
	1
	This IE shall identify the IPXRI.

	n32fErrorType
	N32fErrorType
	M
	1
	This IE shall contain the type of processing error on the modifications block, encountered by the SEPP initiating the N32-f error reporting procedure. The value shall be one of the following:
[bookmark: _PERM_MCCTEMPBM_CRPT51080047___2]INTEGRITY_CHECK_ON_MODIFICATIONS_FAILED;
MODIFICATIONS_INSTRUCTIONS_FAILED




* * * Next Change * * * *

[bookmark: _Toc24986369][bookmark: _Toc34205797][bookmark: _Toc39061981][bookmark: _Toc43277223][bookmark: _Toc49847553][bookmark: _Toc56419529][bookmark: _Toc112683335][bookmark: _Toc161916409]6.1.5.2.15	Type: IpxProviderSecInfo
Table 6.1.5.2.15-1: Definition of type IpxProviderSecInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ipxProviderId
	Fqdn
	M
	1
	This IE shall uniquely identify the IPXRI.

	rawPublicKeyList
	array(string)
	C
	1..N
	This IE includes the list of raw public keys for the IPXRI.

When present, each array item shall contain a raw public key for the IPXRI, with textual encoding as specified in clause 13 of IETF RFC 7468 [21].

	certificateList
	array(string)
	C
	1..N
	This IE includes the list of certificates for the IPXRI.

When present, each array item shall contain a certificate for the IPXRI, with textual encoding as specified in IETF RFC 7468 [21].

	NOTE:	Either the rawPublicKeyList attribute, or the certificateList attribute, shall be present.



* * * Next Change * * * *

[bookmark: _Toc24986377][bookmark: _Toc34205805][bookmark: _Toc39061989][bookmark: _Toc43277231][bookmark: _Toc49847561][bookmark: _Toc56419537][bookmark: _Toc112683344][bookmark: _Toc161916418]6.1.5.3.7	Enumeration: N32fErrorType
Table 6.1.5.3.7-1: Enumeration N32fErrorType
	Enumeration value
	Description

	"INTEGRITY_CHECK_FAILED"
	The integrity check verification on the received N32-f message failed.

	"INTEGRITY_CHECK_ON_MODIFICATIONS_FAILED"
	The integrity check verification on the modifications block of the received N32-f message failed.

	"MODIFICATIONS_INSTRUCTIONS_FAILED"
	Failed to apply the JSON patch instructions in the modifications block of the received N32-f message, e.g. the references to encBlockIndex is inserted or relocated by IPX RI (see clause 5.9.3.2 of 3GPP TS 33.501 [6]).

	"DECIPHERING_FAILED"
	The deciphering of the encrypted block of the received N32-f message failed.

	"MESSAGE_RECONSTRUCTION_FAILED"
	The reconstruction of the original HTTP/2 message from the received N32-f message failed.

	"CONTEXT_NOT_FOUND"
	The n32fContextId is unknown in the receiving SEPP. (NOTE)

	"INTEGRITY_KEY_EXPIRED"
	The integrity keys in the receiving SEPP have expired.

	"ENCRYPTION_KEY_EXPIRED"
	The encryption keys in the receiving SEPP have expired.

	"POLICY_MISMATCH"
	The encryption policy verification on the received N32-f message has failed, e.g. protected IEs are not ciphered, or unprotected IEs are ciphered.

	NOTE:	This enumeration value is deprecated and shall not be used by N32-f error reporting procedure over the N32-c interface.



* * * Next Change * * * *

[bookmark: _Toc24986383][bookmark: _Toc34205811][bookmark: _Toc39061995][bookmark: _Toc43277237][bookmark: _Toc49847567][bookmark: _Toc56419543][bookmark: _Toc112683351][bookmark: _Toc161916425]6.1.6.3	Application Errors
The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the N32-c Handshake service. The following application errors listed in Table 6.1.6.3-1 are specific for the N32-c Handshake service.
Table 6.1.6.3-1: Application errors
	Application Error
	HTTP status code
	Description

	REQUESTED_PARAM_MISMATCH
	409 Conflict
	This represents a parameter mismatch has been detected by the receiving SEPP, i.e. received data-type encryption or modification policy conflict with the one manually configured for the specific roaming partner, interconnect partner and IPX RIprovider

	REQUESTED_PURPOSE_NOT_ALLOWED
	403 Forbidden
	This represents that all the requested purposes included in the request was rejected by the receiving SEPP.

	NEGOTIATION_NOT_ALLOWED
	403 Forbidden
	This represents a security capability negotiation failure at the receiving SEPP, i.e., the received security capability from the peer SEPP is not configured to be supported at the receiving SEPP.

	N32C_EXCHANGE_CAPABILITY_ONGOING
	409 Conflict
	This represents a security capability negotiation failure at the receiving SEPP, i.e., the SEPP receives an N32-c exchange capability request from a peer SEPP while it is expecting an exchange capability response from the same peer SEPP as specified in clause 5.2.2.

	SECURITY_PARAM_EXCHANGE_COLLISION
	409 Conflict
	This represents a Parameter Exchange Procedure for Cipher Suite Negotiation failure at the receiving SEPP, i.e., the SEPP receives a security parameter exchange request from a peer SEPP while it is expecting a security parameter exchange response from the same peer SEPP as specified in clause 5.2.3.2.
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[bookmark: _Toc51871857][bookmark: _Toc49853289][bookmark: _Toc43210383][bookmark: _Toc39051811][bookmark: _Toc34217448][bookmark: _Toc34217296][bookmark: _Toc20142350][bookmark: _Toc56419551][bookmark: _Toc112683360][bookmark: _Toc161916435]6.2.2.2.3	Accept-Encoding
SEPPs and IPX RI should support gzip coding (see IETF RFC 1952 [23]) in HTTP requests and responses and indicate so in the Accept-Encoding header, as described in clause 5.3.2.1.

* * * Next Change * * * *
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Table 6.2.4.1-1: Custom operations without associated resources
	Operation Name
	Custom operation URI
	Mapped HTTP method
	Description

	JOSE Protected Forwarding
	/n32f-process
	POST
	This is the N32f forwarding API used to forward a reformatted and JOSE protected message to a receiving SEPP.

	JOSE Protected Forwarding Options
	/n32f-process
	OPTIONS
	Discover the communication options supported by the next hop (IPX RI or SEPP) for N32-f message processing.
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[bookmark: _Toc56419562][bookmark: _Toc112683371][bookmark: _Toc161916446]6.2.4.3.1	Description
This service operation queries the communication options supported by the next hop (IPX RI or SEPP) for N32-f message processing (see clauses 5.3.2.4 and 5.3.4).
The HTTP method OPTIONS shall be used on the following URI:
URI: {apiRoot}/n32f-forward/<apiVersion>/n32f-process
This operation shall support the resource URI variables defined in table 6.2.4.3.1-1.
Table 6.2.4.3.1-1: Resource URI variables for this Operation
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1.




* * * Next Change * * * *

[bookmark: _Toc24986404][bookmark: _Toc34205832][bookmark: _Toc39062016][bookmark: _Toc43277258][bookmark: _Toc49847588][bookmark: _Toc56419569][bookmark: _Toc112683377][bookmark: _Toc161916452]6.2.5.2.2	Type: N32fReformattedReqMsg
Table 6.2.5.2.2-1: Definition of type N32fReformattedReqMsg
	Attribute name
	Data type
	P
	Cardinality
	Description

	reformattedData
	FlatJweJson
	M
	1
	This IE shall contain the integrity protected reformatted block as well as the ciphered part of the reformatted block of the HTTP/2 request message sent between NF service producer and consumer.

The SEPP shall reformat the HTTP/2 request message as:
[bookmark: _PERM_MCCTEMPBM_CRPT51080057___2]- The part of original HTTP/2 request message headers and the content that needs to be only integrity protected is first reformatted into "DataToIntegrityProtectBlock" and then fed as input for the "aad" parameter of the FlatJweJson after subjecting to BASE64URL encoding.
The part of the original HTTP/2 request message headers and content that require integrity protection and ciphering is first reformatted into "DataToIntegrityProtectAndCipherBlock" and then fed as input for JWE ciphering and the JWE ciphered block is then BASE64URL encoded and set into the "ciphertext" parameter of the FlatJweJson. 

	modificationsBlock
	array(FlatJwsJson)
	C
	1..N
	This IE shall be included if the IPXes RIs or Roaming Intermediaries on path are allowed to apply modification policies and if they have any specific modification to be applied on the message contained in the DataToIntegrityProtectBlock.
This IE shall also be included if a Roaming IntermediaryRI on the path originates a N32-f Request (see clause 5.5.3).



* * * Next Change * * * *

[bookmark: _Toc24986405][bookmark: _Toc34205833][bookmark: _Toc39062017][bookmark: _Toc43277259][bookmark: _Toc49847589][bookmark: _Toc56419570][bookmark: _Toc112683378][bookmark: _Toc161916453]6.2.5.2.3	Type: N32fReformattedRspMsg
Table 6.2.5.2.3-1: Definition of type N32fReformattedRspMsg
	Attribute name
	Data type
	P
	Cardinality
	Description

	[bookmark: _PERM_MCCTEMPBM_CRPT51080059___2]reformattedData
	FlatJweJson
	M
	1
	This IE shall contain the integrity protected reformatted block as well as the ciphered part of the reformatted block of the HTTP/2 response message sent between NF service producer and consumer.

The SEPP shall reformat the HTTP/2 response message as:
- The part of original HTTP/2 response message headers and the content that needs to be only integrity protected is first reformatted into "DataToIntegrityProtectBlock" and then fed as input for the "aad" parameter of the FlatJweJson after subjecting to BASE64URL encoding.
- The part of the original HTTP/2 response message headers and content that require integrity protection and ciphering is first reformatted into "DataToIntegrityProtectAndCipherBlock" and then fed as input for JWE ciphering and the JWE ciphered block is then BASE64URL encoded and set into the "ciphertext" parameter of the FlatJweJson.

	modificationsBlock
	array(FlatJwsJson)
	C
	1..N
	This IE shall be included if the IPXes RIs or the Roaming Intermediaries on path are allowed to apply modification policies and if they have any specific modification to be applied on the message contained in the DataToIntegrityProtectBlock.
This IE shall also be included if a Roaming IntermediaryRI on the path originates an N32-f Response (see clause 5.5.3).



* * * Next Change * * * *

[bookmark: _Toc24986411][bookmark: _Toc34205839][bookmark: _Toc39062023][bookmark: _Toc43277265][bookmark: _Toc49847595][bookmark: _Toc56419576][bookmark: _Toc112683384][bookmark: _Toc161916459]6.2.5.2.9	Type: MetaData
Table 6.2.5.2.9-1: Definition of type MetaData
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fContextId
	string
	M
	1
	This IE shall contain the n32fContextId of the SEPP receiving the message, which is exchanged between the SEPPs during the parameter exchange procedure (see clause 5.2.3).

The n32fContextId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32-f context Id shall appear first in the string, and the character representing the 4 least significant bit of the N32-f context Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".


	messageId
	string
	M
	1
	This IE identifies a particular request that is transformed by the SEPP. The value of this IE shall be encoded in hexadecimal representation of a 64 bit integer. This identifier is used in the N32-f error reporting procedure as specified in clause 6.1.4.5.

Pattern: ^[a-fA-F0-9]{1, 16}$

	authorizedIpxId
	string
	M
	1
	This IE identifies the first hop IPX RI or the Roaming Intermediary that is authorized to insert modifications block. The identifier of the IPX RI shall be an FQDN. When there is no IPX RI that's authorized to update, the value of this IE is set to the string "NULL".
This IE shall be set to the empty string "", if the Roaming IntermediaryRI originates a message as defined in clause 5.5.3.



* * * Next Change * * * *

[bookmark: _Toc24986412][bookmark: _Toc34205840][bookmark: _Toc39062024][bookmark: _Toc43277266][bookmark: _Toc49847596][bookmark: _Toc56419577][bookmark: _Toc112683385][bookmark: _Toc161916460]6.2.5.2.10	Type: Modifications
Table 6.2.5.2.10-1: Definition of type Modifications
	Attribute name
	Data type
	P
	Cardinality
	Description

	operations
	array(PatchItem)
	C
	1..N
	This IE shall be included if an intermediary IPX RI inserts modification instructions on the JSON data carried in the "DataToIntegrityProtectBlock" part of the N32-f forwarded message. For the first modifications entry, this IE shall not be included, since the first entry is inserted by the SEPP.
This IE shall also be included if a Roaming IntermediaryRI originates a message as defined in clause 5.5.3.

	identity
	Fqdn
	M
	1
	This IE shall contain the identity of the entity inserting the modifications entry. The identity shall be encoded in the form of an URI.

	tag
	string
	C
	0..1
	This IE shall be present when the JWE Authentication Tag value is non-empty as specified in IETF RFC 7515 [16]. When present, this IE shall contain the BASE64URL(JWE Authentication Tag).




* * * Next Change * * * *

[bookmark: _Toc24986459][bookmark: _Toc34205887][bookmark: _Toc39062071][bookmark: _Toc43277313][bookmark: _Toc49847643][bookmark: _Toc56419624][bookmark: _Toc112683431][bookmark: _Toc161916517]A.2	N32 Handshake API
openapi: 3.0.0

info:
  version: '1.3.0-alpha.6'
  title: 'N32 Handshake API'
  description: |
    N32-c Handshake Service.  
    © 2024, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.
[…]
    IpxProviderSecInfo:
      description: Defines the security information list of an IPXRI
      type: object
      required:
        - ipxProviderId
      properties:
        ipxProviderId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        rawPublicKeyList:
          type: array
          items:
            type: string
          minItems: 1
        certificateList:
          type: array
          items:
            type: string
          minItems: 1
[…]
* * * Next Change * * * *

[bookmark: _Toc24986460][bookmark: _Toc34205888][bookmark: _Toc39062072][bookmark: _Toc43277314][bookmark: _Toc49847644][bookmark: _Toc56419625][bookmark: _Toc112683432][bookmark: _Toc161916518]A.3	JOSE Protected Message Forwarding API on N32-f
openapi: 3.0.0

info:
  version: '1.3.0-alpha.3'
  title: 'JOSE Protected Message Forwarding API'
  description: |
    N32-f Message Forwarding Service.  
    © 2024, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.
[…]
    options:
      summary: Discover communication options supported by next hop (IPX RI or SEPP)
      operationId: N32fProcessOptions
      tags:
        - N32-f Forward
      responses:
        '204':
          description: No Content
          headers:
            Accept-Encoding:
              description: Accept-Encoding, described in IETF RFC 9110
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '405':
          $ref: 'TS29571_CommonData.yaml#/components/responses/405'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

[…]
    FlatJwsJson:
      description: Contains the modification from IPXes RIs on path
      type: object
      required:
        - payload
        - signature
      properties:
        payload:
          type: string
        protected:
          type: string
        header:
          type: object
        signature:
          type: string
[…]
* * * Next Change * * * *

[bookmark: _Toc24986464][bookmark: _Toc34205892][bookmark: _Toc39062076][bookmark: _Toc43277318][bookmark: _Toc49847648][bookmark: _Toc56419629][bookmark: _Toc112683436][bookmark: _Toc161916522]B.2	Input Message Containing No Binary Part
Consider the following example:
-	Some headers of the input HTTP/2 message need to be integrity protected and ciphered.
-	Some content part of the input HTTP/2 message need to be integrity protected and ciphered.
-	The input HTTP/2 message has no multipart/related binary content.
-	The headers and content that are not required to be integrity protected and ciphered in the input HTTP/2 message need to be only integrity protected.

The N32fReformattedReqMessage for this example looks like
"reformattedData": {
  "protected": BASE64URL(UTF8(JWE Protected Header),
  "unprotected": <non integrity protected shared JOSE headers>,
  "header": <non integrity protected recipient specific JOSE headers>,
  "encrypted_key": BASE64URL(JWE Encrypted Key),
  "aad": BASE64URL(DataToIntegrityProtectBlock),
  "iv": BASE64URL(JWE Initialization Vector),
  "ciphertext": BASE64URL(JWE CipherText(DataToIntegrityProtectAndCipherBlock),
  "tag": BASE64URL(JWE Authentication Tag)
}
The DataToIntegrityProtectBlock for this example looks like
{
  "metaData":
    {
      "n32fContextId": <the n32fcontext Id of receiving SEPP>,
      "messageId": <Id of the message>,
      "authorizedIpxId": <FQDN of the IPXRI>
    },
  "requestLine":
    {
      "method": <http method of the NF service API>,
      "scheme": <http scheme of the NF service API>,
      "authority": <authority part of the NF service API URI>,
      "path": <path part of the NF service API URI>,
      "protocolVersion": <HTTP protocol version>,
      "queryFragment": <query fragment of the NF service API, if available>
    },
  "headers":
    [
      {
        "header": <name of HTTP header 1>,
        "value": {"headerval": <string carrying value of the header>}
      },
      {
        "header": <name of HTTP header 2>,
        "value": {"encBlockIndex": 1}
      }
    ],
  "payload":
    [
      {
        "iePath": <JSON Pointer of IE 1>,
        "ieValueLocation": "BODY",
        "value": <value of IE>
      },
      {
        "iePath": <JSON Pointer of IE 2>,
        "ieValueLocation": "BODY",
        "value": {"encBlockIndex": 2}
      }
    ]
}

The DataToIntegrityProtectAndCipherBlock for this example looks like
{
  "dataToEncrypt":
    [
      <value of HTTP header 2>,
      <value of payload 2>
    ]
}

* * * Next Change * * * *

[bookmark: _Toc24986465][bookmark: _Toc34205893][bookmark: _Toc39062077][bookmark: _Toc43277319][bookmark: _Toc49847649][bookmark: _Toc56419630][bookmark: _Toc112683437][bookmark: _Toc161916523]B.3	Input Message Containing Multipart Binary Part
Consider the following example:
-	Some headers of the input HTTP/2 message need to be integrity protected and ciphered.
-	Some content part of the input HTTP/2 message need to be integrity protected and ciphered.
-	The input HTTP/2 message has two multipart/related binary content out of which one binary content needs to be integrity protected and ciphered while the other is only required to be integrity protected.
-	The headers and content that are not required to be integrity protected and ciphered in the input HTTP/2 message need to be only integrity protected.

The N32fReformattedReqMessage for this example looks like
"reformattedData": {
  "protected": BASE64URL(UTF8(JWE Protected Header),
  "unprotected": <non integrity protected shared JOSE headers>,
  "header": <non integrity protected recipient specific JOSE headers>,
  "encrypted_key": BASE64URL(JWE Encrypted Key),
  "aad": BASE64URL(DataToIntegrityProtectBlock),
  "iv": BASE64URL(JWE Initialization Vector),
  "ciphertext": BASE64URL(JWE CipherText(DataToIntegrityProtectAndCipherBlock),
  "tag": BASE64URL(JWE Authentication Tag)
}
The DataToIntegrityProtectBlock for this example looks like
{
  "metaData":
    {
      "n32fContextId": <the n32fcontext Id of receiving SEPP>,
      "messageId": <Id of the message>,
      "authorizedIpxId": <FQDN of the IPXRI>
    },
  "requestLine":
    {
      "method": <http method of the NF service API>,
      "scheme": <http scheme of the NF service API>,
      "authority": <authority part of the NF service API URI>,
      "path": <path part of the NF service API URI>,
      "protocolVersion": <HTTP protocol version>,
      "queryFragment": <query fragment of the NF service API, if available>
    },
  "headers":
    [
      {
        "header": <name of HTTP header 1>,
        "value": {"headerval": <string carrying value of the header>}
      },
      {
        "header": <name of HTTP header 2>,
        "value": {"encBlockIndex": 1}
      }
    ],
  "payload":
    [
      {
        "iePath": <JSON Pointer of IE 1>,
        "ieValueLocation": "BODY",
        "value": <value of IE>
      },
      {
        "iePath": <JSON Pointer of IE 2 - which is an attribute defined with the RefToBinaryData type>/contentId,
        "ieValueLocation": "BODY",
        "value": <value of the Content ID>
      },
      {
        "iePath": <JSON Pointer of IE 2 - which is an attribute defined with the RefToBinaryData type>/contenttype,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": <value of the Content Type>
      },
      {
        "iePath": <JSON Pointer of IE 2 - which is an attribute defined with the RefToBinaryData type>/data,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": <BASE 64 encoded byte array of the binary part>
      }
      {
        "iePath": <JSON Pointer of IE 3 - which is an attribute defined with the RefToBinaryData type>/contentId,
        "ieValueLocation": "BODY",
        "value": <value of the Content ID>
      },
      {
        "iePath": <JSON Pointer of IE 3 - which is an attribute defined with the RefToBinaryData type>/contenttype,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": <value of the Content Type>
      },
      {
        "iePath": <JSON Pointer of IE 3 - which is an attribute defined with the RefToBinaryData type>/data,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": {"encBlockIndex": 2}
      }
    ]
}

NOTE:	The "iePath" for Content Type or data is a virtual path, which actually refers to the "Content-Type" and "data" in multipart body.
[bookmark: _PERM_MCCTEMPBM_CRPT57490011___7]EXAMPLE:	If the input HTTP message contains multipart binary part, as:

POST /example.com/namf-comm/v1/ue-contexts/{ueContextId}/n1-n2-messages HTTP/2
Content-Type: multipart/related; boundary=----Boundary
Content-Length: xyz

------Boundary
Content-Type: application/json

{
    "n2InfoContainer": {
      "n2InformationClass": "SM",
      "smInfo": {
        "pduSessionId": 5,
        "n2InfoContent": {
          "ngapIeType": "PDU_RES_SETUP_REQ",
          "ngapData": {
            "contentId": "n2msg"
          }
        }
      }
    },
    "pduSessionId": 5
}
------Boundary
Content-Type: application/vnd.3gpp.ngap
Content-Id: n2msg

{ … N2 Information binary data …}
------Boundary

the binary content needs to be integrity protected will be formatted, as:

"payload":
  [
    {
      "iePath": "/n2InfoContainer/smInfo/n2InfoContent/ngapData/contentId",
      "ieValueLocation": "BODY",
      "value": "n2msg"
    },
    {
      "iePath": "/n2InfoContainer/smInfo/n2InfoContent/ngapData/contenttype",
      "ieValueLocation": "MULTIPART_BINARY",
      "value": "application/vnd.3gpp.ngap"
    },
    {
      "iePath": "/n2InfoContainer/smInfo/n2InfoContent/ngapData/data",
      "ieValueLocation": "MULTIPART_BINARY",
      "value": <BASE 64 encoded byte array of N2 Information binary data >
    }
  ]

The DataToIntegrityProtectAndCipherBlock for this example looks like
{
  "dataToEncrypt":
    [
      <value of HTTP header 2>,
      <byte array containing BASE 64 encoding of the binary part>
    ]
}

* * * Next Change * * * *

[bookmark: _Toc161916524]B.4	Input Message Containing Sensitive Information in URI Path and/or URI Query Parameters
Consider the following example:
POST /nNf-service1/v1/(ueId)/service-operation-1?ue-loc={ueLocation}&query2={value of query parameter 2}

in the above HTTP request,
-	One Variable in URI path of the input HTTP/2 message needs to be integrity protected and ciphered, i.e. the UE ID.
-	One URI query parameter of the input HTTP/2 message needs to be integrity protected and ciphered, i.e. UE location.
-	The headers and content in the input HTTP/2 message need to be only integrity protected.
The N32fReformattedReqMessage for this example looks like
"reformattedData": {
  "protected": BASE64URL(UTF8(JWE Protected Header),
  "unprotected": <non integrity protected shared JOSE headers>,
  "header": <non integrity protected recipient specific JOSE headers>,
  "encrypted_key": BASE64URL(JWE Encrypted Key),
  "aad": BASE64URL(DataToIntegrityProtectBlock),
  "iv": BASE64URL(JWE Initialization Vector),
  "ciphertext": BASE64URL(JWE CipherText(DataToIntegrityProtectAndCipherBlock),
  "tag": BASE64URL(JWE Authentication Tag)
}

The DataToIntegrityProtectBlock for this example looks like
{
  "metaData":
    {
      "n32fContextId": <the n32fcontext Id of receiving SEPP>,
      "messageId": <Id of the message>,
      "authorizedIpxId": <FQDN of the IPXRI>
    },
  "requestLine":
    {
      "method": <http method of the NF service API>,
      "scheme": <http scheme of the NF service API>,
      "authority": <authority part of the NF service API URI>,
      "path": "/nNf-service1/v1/{"encBlockIndex":1}/service-operation-1",
      "protocolVersion": <HTTP protocol version>,
      "queryFragment": "ue-loc={"encBlockIndex":2}&query2={value of query parameter 2}",
      "pathQueryProtectInd": [ "URI_PATH", "URI_PARAM" ]
    },
  "headers":
    [
      {
        "header": <name of HTTP header 1>,
        "value": {"headerval": <string carrying value of the header>}
      },
      {
        "header": <name of HTTP header 2>,
        "value": {"headerval": <string carrying value of the header>}
      }
    ],
  "payload":
    [
      {
        "iePath": <JSON Pointer of IE 1>,
        "ieValueLocation": "BODY",
        "value": <value of IE>
      },
      {
        "iePath": <JSON Pointer of IE 2>,
        "ieValueLocation": "BODY",
        "value": <value of IE>
      }
    ]
}

The DataToIntegrityProtectAndCipherBlock for this example looks like
{
  "dataToEncrypt":
    [
      <value of {ueId}>,
      <value of {ueLocation}>
    ]
}

* * * Next Change * * * *

[bookmark: _Toc49847654][bookmark: _Toc56419635][bookmark: _Toc112683442][bookmark: _Toc161916529]C.2.1.1	General
The following figure shows the end to end call flow between an NF service consumer and a NF service producer in different PLMNs when:
-	the SEPP in each PLMN acts as a security proxy;
-	the negotiated security policy between the SEPPs is TLS;
-	"http" scheme URI is used between the NF service consumer and NF service producer; and
-	"http" scheme URI is used for accessing NRF's NF discovery service.
NOTE:	There may be one or more IPXRI(s), offering only IP routing serving without content modification or observation of the information, in between the SEPPs.

* * * Next Change * * * *

[bookmark: _Toc24986472][bookmark: _Toc34205903][bookmark: _Toc39062087][bookmark: _Toc43277329][bookmark: _Toc49847664][bookmark: _Toc56419645][bookmark: _Toc112683452][bookmark: _Toc161916539]C.3.1	When http URI scheme is used
The following figure shows the end to end call flow between an NF service consumer and a NF service producer in different PLMNs when:
-	the SEPP in each PLMN acts as a security proxy;
-	the negotiated security policy between the SEPPs is "PRINS";
-	"http" scheme URI is used between the NF service consumer and NF service producer; and
-	"http" scheme URI is used for accessing NRF's NF discovery service.




Figure C.3.1-1 End to end call flow when http scheme URI is used and "PRINS" security is used between SEPPs
1.	The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP) negotiate the security capabilities using the procedure specified in clause 5.2.2. The SEPPs mutually negotiate to use "PRINS" as the security policy.
2.	A TLS connection is setup between the c-SEPP and the p-SEPP for N32-f forwarding. If IPX-esRIs are deployed between the c-SEPP and p-SEPP, the TLS connection is set up hop by hop with the authoritative server of the next hop.
3.	Before the NF service consumer starts using the API of the NF service producer it needs to discover the NF service profile of the producer by querying the NRF. The NF service consumer uses "http" scheme URI to access the Nnrf_NFDiscovery service.
4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the NF service producer side (p-NRF). The c-NRF is configured to route all HTTP messages with inter PLMN FQDN as the "authority" part of the URI via the c-SEPP. The c-SEPP acts as a HTTP proxy.
5.	The c-SEPP forwards the NF discovery request within the N32-f TLS tunnel established in step 2 and using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively. The apiRoot of the Request URI of the HTTP request shall contain the apiRoot of p-SEPP. The HTTP request shall not contain any 3gpp-Sbi-Target-apiRoot header.
6.	The p-SEPP forwards the NF discovery request to the p-NRF.
7.	The p-NRF sends the NF discovery response. The NF service profile contains service URI with "http" scheme. The FQDN of the NF service is an inter PLMN FQDN.
8.	The p-SEPP forwards the NF discovery response within TLS tunnel to the c-SEPP using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively.
9.	The c-SEPP forwards the NF discovery response to c-NRF.
10.	The c-NRF sends the NF discovery response to NF service consumer.
11.	The NF service profile received at the NF service consumer contains service URI with "http" scheme. The NF service consumer initiates a HTTP message (as supported by the NF service producer API) using "http" scheme URI. The NF service consumer is configured to route all HTTP messages with inter PLMN FQDN as the "authority" part of the URI via the c-SEPP. The c-SEPP acts as a HTTP proxy.
12.	The c-SEPP forwards the HTTP service request within the N32-f TLS tunnel established in step 2 and using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively. The apiRoot of the Request URI of the HTTP request shall contain the apiRoot of p-SEPP. The HTTP request shall not contain any 3gpp-Sbi-Target-apiRoot header.
13.	The p-SEPP forwards the HTTP service request to the NF service producer.
14.	The NF service producer sends the HTTP service response.
15.	The p-SEPP forwards the HTTP service response within TLS tunnel to the c-SEPP using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively.
16.	The c-SEPP forwards the HTTP service response to the NF service consumer.

* * * Next Change * * * *

[bookmark: _Toc34205906][bookmark: _Toc39062090][bookmark: _Toc43277332][bookmark: _Toc49847667][bookmark: _Toc56419648][bookmark: _Toc112683455][bookmark: _Toc161916542][bookmark: _GoBack]C.3.2.2	With TLS protection between NF and SEPP relying on telescopic FQDN


Figure C.3.2.2-1 End to end call flow when https scheme URI is used, telescopic FQDNs are used between NF and SEPP and "PRINS" security is used between SEPPs
1.	The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP) negotiate the security capabilities using the procedure specified in clause 5.2.2. The SEPPs mutually negotiate to use "PRINS" as the security policy.
2.	A TLS connection is setup between the c-SEPP and the p-SEPP for N32-f forwarding. If IPX-esRIs are deployed between the c-SEPP and p-SEPP, the TLS connection is set up hop by hop with the authoritative server of the next hop.
3.	Before the NF service consumer starts using the API of the NF service producer it needs to discover the NF service profile of the producer by querying the NRF. The NF service consumer uses "https" scheme URI to access the Nnrf_NFDiscovery service. This implies that the NF service consumer sets up a TLS connection to the c-NRF and then sends the HTTP request over the TLS connection to the c-NRF.
4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the NF service producer side (p-NRF). The c-NRF uses "https" scheme URI to access the NF discovery service of the p-NRF. Since "https" requires setup of TLS connection with the p-NRF and it requires that c-NRF has to verify that the certificate presented by the endpoint of the TLS connection belngs to the authoritative server of the p-NRF, a telescopic FQDN with wildcarded certificate scheme mechanism is specified in 3GPP TS 33.501 [6]. The c-NRF is configured with the telescopic FQDN of the p-NRF with the telescopic FQDN having the FQDN of the c-SEPP as the trailing part. The c-NRF sets up a TLS connection with the authoritative server for the telescopic FQDN (i.e. the c-SEPP).
5.	The c-NRF forwards the NF discovery request in this TLS connection.
6.	The c-SEPP extracts the NF discovery request from the TLS connection, replaces the telescopic FQDN in the request URI with the FQDN of the p-NRF and sends the request towards p-SEPP in the TLS tunnel setup in step 2 and using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively. The apiRoot of the Request URI of the HTTP request shall contain the apiRoot of p-SEPP. The HTTP request shall not contain any 3gpp-Sbi-Target-apiRoot header. The c-SEPP and the p-SEPP act as a man in the middle proxy in this case.
7.	The p-SEPP extracts the HTTP message received on the TLS connection, and then seeing that the URI scheme of the NF discovery service of the p-NRF in the request URI is "https", the p-SEPP sets up a TLS connection with the p-NRF.
8.	The p-SEPP forwards the NF discovery request to the p-NRF.
9.	The p-NRF sends the NF discovery response within the TLS connection. The NF service profile contains service URI with "https" scheme. The FQDN of the NF service is an inter PLMN FQDN.
10.	The p-SEPP forwards the NF discovery response within TLS tunnel setup in step 2 using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively, to the c-SEPP. The p-SEPP may replace the inter PLMN FQDN of the NF service producer's API endpoint with a label representing that FQDN. The p-SEPP re-maps the label with the NF service producer's API endpoint in step 17.
11.	The c-SEPP upon receiving the HTTP response message for NF discovery response, within the TLS tunnel in step 2, replaces the trailing part of the inter PLMN FQDN of the NF service producer's API endpoint in the NF service profile with the FQDN of the c-SEPP, to form a telescopic FQDN as specified in clause 28.5.2 of 3GPP TS 23.003 [19]. The c-SEPP may replace the label part of the telescopic FQDN with a label of it's own significance. The p-SEPP re-maps the label in step 16.
12.	The c-SEPP then forwards the NF discovery response to c-NRF, with the NF service profile containing the telescopic FQDN.
13.	The c-NRF sends the NF discovery response to NF service consumer.
14.	The NF service profile received at the NF service consumer contains service URI with "https" scheme. The NF service consumer sets up a TLS connection with the authoritative server for the telescopic FQDN (i.e. the c-SEPP).
15.	The NF service consumer sends the HTTP service request within the TLS connection to the c-SEPP.
16.	The c-SEPP extracts the HTTP request from the TLS connection, replaces the the telescopic FQDN in the request URI with the FQDN of the NF service producer and sends the request towards p-SEPP in the TLS tunnel setup in step 2 using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively. The apiRoot of the Request URI of the HTTP request shall contain the apiRoot of p-SEPP. The HTTP request shall not contain any 3gpp-Sbi-Target-apiRoot header. The c-SEPP and the p-SEPP act as a man in the middle proxy in this case.
17.	The p-SEPP extracts the HTTP message received on the TLS connection, and then seeing that the URI scheme of the NF service producer in the request URI is "https", the p-SEPP sets up a TLS connection with the NF service producer. The p-SEPP also replaces callback URI and link relations within the extracted HTTP message with a telescopic FQDN containing the FQDN of the p-SEPP as the trailing part, as specified in clause 6.1.4.3 of 3GPP TS 29.500 [4].
18.	The p-SEPP forwards the HTTP request to the NF service producer.
19.	The NF service producer sends the HTTP response within the TLS connection.
20.	The p-SEPP forwards the HTTP response within TLS tunnel setup in step 2 to the c-SEPP using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively.
21.	The c-SEPP upon receiving the HTTP response message within the TLS tunnel setup in step 2, forwards the response to the NF service consumer. The c-SEPP replaces callback URI and link relations within the extracted HTTP response message with a telescopic FQDN containing the FQDN of the c-SEPP as the trailing part, as specified in clause 6.1.4.3 of 3GPP TS 29.500 [4].
* * * End of Changes * * * *
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