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1
Decision/action requested

It’s proposed to approve this PCR to TR 33.713.
2
References

None
3
Rationale

This contribution proposes to add three parts:

1) Solution 26 includes details on how the network can handle Temporary ID out-of-synch case. There is also an option for the AIoT device to handle some case. Therefore, a new bullet is proposed.

2) As the Temporary ID derivation cannot guarantee unique TempIDs, and it may happen that two devices are temporarily using the same TempID. A new bullet is added to provides details on how such case can be handled.

3)
Solution evaluation is added.

4
Detailed proposal

It is proposed to SA3 to document the following solution in TR 33.713.

*** Start of 1st Change ***
6.26
Solution #26: Local generated Temporary ID to provide device privacy
6.26.1
Introduction
The solution addresses the security requirement of KI#3: Privacy by protecting AIoT device identifiers. Specifically, this solution proposes a method for the Ambient IoT system to generate and use Temporary IDs.

The basic principle of this solution is that a Temporary ID (TempID) is locally generated both by the CN NF and the AIoT device after every time the TempID has been sent over the radio interface as a response to an Inventory request or a Command request.
The solution assumes the following AIoT device capabilities:

-
The AIoT device has higher complexity than a RFID tag that only reflects the same preconfigured device ID when excited by RF power, but significantly lower complexity than a 3GPP CIoT device.

-
The AIoT device has a factory-encoded key and device ID.

-
The AIoT device has a non-volatile storage capability.

-
The TempID generation algorithm is light weight and enough complex to avoid unauthorized AIoT device tracking.
As the available power in an AIoT device is very limited, the message exchange between the device and the network must be minimized. The solution is based on the following principle:
-
The initial temporary identifier (TempID) is known by both the CN NF and the AIoT device. After the AIoT device has been onboarded to the network the CN NF provision the AIoT device with the initial TempID and/or parameters to derive the initial TempID i.e., parameters for the TempID generation algorithm.
NOTE 1:
It is assumed that during the onboarding procedure the CN NF can retrieve information from another NF or Application Function (AF) to onboard the AIoT device. The initial message from the UE during onboarding could e.g. include the device owner ID, URL, FQDN or other info that enables the CN NF to establish an IP connection with the AF that holds additional onboarding information needed.
-
Every time the TempID has been sent over the radio interface as a response to an Inventory request or a Command request, both CN NF and AIoT device locally generate a new TempID. The exact algorithm used can be decided during the normative phase, but the assumption is that it at least uses the factory-encoded key and a seed.
-
If the CN NF detects that the TempID is out of sync, i.e., the CN NF expected a different TempID than received during an Inventory or Command. The CN NF has two options to re-synchronize 1) send a new seed to restart the algorithm or 2) find the received TempID in the sequence of TempIDs and continue from there. 
-
On the AIoT device side, the device may keep old TempID(s) and also check DL trigger against those in case the CN NF has not updated the TempID.
NOTE 2:
In case the AIoT device excepts an old TempID and responds to that message, it opens up for roll back attacks.
-
There is no guarantee that the TempID is unique. In case the CN NF receives a TempID and the CN NF has duplicates of this TempID, the CN NF can trigger the AIoT device with next TempID to determine which the AIoT device.
6.26.2
Solution details

6.26.2.1 Temporary ID generation.

In the procedure below CN NF is used as a generic name for the 5GC Network Function that supports the Ambient IoT functionality. It is expected that SA2 will define and specify CN NF as part of the 5GC architecture.
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Figure 6.26.2-1 Local temporary ID control

0.
It is assumed that the AIoT device is pre-provisioned by the device owner with information to be used when onboarding to a network. The information includes a device unique identifier (unique at owner level, not necessary globally unique), device owner ID and security Key.


It is assumed that the device owner and the MNO has a Service Level Agreement (SLA) and the network is provisioned with information needed to onboard an AIoT device(s) or a URL or FQDN to establishing IP connection to an AF that holds the device unique onboarding information.

1. The AIoT device is triggered to onboard and sends an onboarding request that includes (device owner ID, device ID). The network either holds the necessary information to continue the onboarding or connects to the device owners AF and retrieves the necessary information from the AF to continue the onboarding.

NOTE:
How the AIoT device is triggered to request onboarding is up to SA2 WG to specify.

The CN NF sends a response message (Accept/Reject, selected TempID algorithm, seed) to the AIoT device. 

Editor’s Note: It is FFS whether the device ID must be concealed.

2. The CN NF creates a AIoT device context and generates locally the TempID to be used when triggering the AIoT device next time e.g. when sending a Command to the AIoT device. To generate the TempID the CN NF uses the device security key received by the device owner AF, selected algorithm, and seed.

3. The AIoT device generates locally the TempID to be used next time. To generate the TempID the AIoT device uses its pre-provisioned security key and the selected algorithm and seed received in the response message.

4. The CN NF sends a command message or Inventory request, that may be triggered by 3rd-part AF. The Command message includes the AIoT device TempID, PDU.

5. The AIoT device only considers Command message that includes its expected TempID and check the command PDU. In case of Inventory request the AIoT device check whether the Inventory is for the device.

6. The AIoT device responds to the Command or Inventory request.

7. Both the AIoT device and CN NF generates the next temporary ID.

6.26.3
Evaluation


This solution fulfils KI#3 requirements with the following properties.

· The AIoT device can pre-calculate TempIDs e.g., before going back to sleep after an event. That allows the AIoT device to immediately correlate any DL trigger using the pre-calculated Temp ID. 

· Locally generated TempIDs reduces power consumption as there is no need to send encrypted Temporary IDs over the radio interface.

· Locally derived Temp IDs in both in the CN NF and AIoT device have a risk to get out-of-synch with each other. To mitigate this the following is proposed:
· The CN NF can when detected out-of-synch send a new seed to the AIoT device to restart the algorithm. Restarting the algorithm has some overhead. To recover from the out-of-sync issue without restarting the algorithm, the CN NF and device can perform the following:
· On the CN NF side, the NF can check the received TempID against the sequence of TempIDs and continue from there.

· On the AIoT device side, the device may save old TempID and check received TempID in the DL trigger message against those.

· There is no guarantee that the TempID is unique. In case the CN NF receives a TempID and the CN NF has duplicates of this TempID, the CN NF can trigger the AIoT device with next TempID to determine the AIoT device.
Editor’s Note: Further evaluation is FFS.
*** End of 1st Change ***
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