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[bookmark: _Hlk165984237]Abstract of the contribution: This contribution proposed a solution for secure AIoT Inventory and command procedure. 

1.	Discussion
This contribution proposed a solution for AIoT Inventory and command service operation. 
2.	Text proposal
It is proposed to agree the following changes to TR 23.700-13:
[bookmark: _Hlk67396857]>>>>BEGINNING OF CHANGES (all new text) <<<<
[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc157661584][bookmark: _Toc93486472][bookmark: _Toc153895481][bookmark: _Toc93486476][bookmark: _Toc153895486][bookmark: _Toc93486473][bookmark: _Toc153895482]6.X	Solution #X: Secure AIoT service operation with privacy and authentication protection.
6.X.1	Description
[bookmark: _Hlk167883632]This solution address KI#3 and proposes procedures that provides privacy and authentication protected secure Ambient IoT service (Command and Inventory) for both the operator and the AIoT device. The AIoT device must know that the Reader (UE or Base station) is an authorized Reader to receive e.g., sensor information from the AIoT device and/or send commands to the AIoT device. Equally important is that the information received by the Reader originates from an authentic AIoT device i.e., the network can detect when a fake AIoT device responds to an Inventory request. Solution 16 (AIoT Registration/Onboarding) and solution 1 (AIoT Temporary Identifier Control) provide important components of such system, but they do not provide the full system solution for providing privacy and authentication protected secure Ambient IoT services.
Editor’s Note: Whether the privacy protection described in this solution fulfils SA3 requirement on privacy check is up to SA3 to determine. 
The solution is based on the following assumptions:
-	The AIoT device must be registered/onboarded in the network as described in solution 16, and both the AIoT device and Network holds necessary parameters/information used when providing a secure Ambient IoT service.
-	The AIoT Reader (UE or Base station) and AIoT device only send the AIoT ID (Temporary ID) once over the radio interface as described in solution 1. This provides e.g., the AIoT device privacy protection and prevent unauthorized AIoT device tracking. 
NOTE:	The Temporary ID generation (as described in solution 1) could be similar to an RSA token generation, with the difference that a new Temporary ID is generated when the Temporary ID has been used and not based on time interval as the RSA token. The Temporary ID solution is up to WG SA3 to decide.
-	In case of Inventory service, Tthe CN NF derives the permanent AIoT device ID of the registered AIoT device from the Temporary ID received by the AIoT device i.e., the CN NF can authenticate the Temporary ID belongs to the registered AIoT device. The CN NF knows based on the Inventory request from the AF the expected Temporary IDs to receive as only registered AIoT devices will respond to the Inventory request and the inventory request includes Owner ID or Group ID. In case CN NF changes, it is expected that the AIoT device context can be transferred from the old CN NF to the new CN NF.
Editor’s note:	There is a risk that the AIoT device and CN NF Temporary ID generation get out-of-synch as documented in solution 1. As the Temporary ID generation algorithm is expected to be deterministic, it would be possible for the CN NF to check further Temporary ID(s), to re-synchronize with the AIoT device. However, as mention in an editor’s note in solution 1, details of such re-synchronization should be specified by SA3.
-	In case of Command service, Tthe AIoT device authenticates the Reader when matching the Temporary ID received by the Reader i.e., the AIoT device only responds when it receives an expected Temporary ID from the reader (as described in solution 1). The CN NF performs the validation of the Command response by checking that the response includes the expected Temporary ID of the AIoT device when using the Temporary ID generation described in solution 1.  
-	The AF may provide assistance information to the network when invoking an AIoT service. The assistance information can be e.g. the location/area to perform Inventory, expected number of AIoT devices in the area, what type of AIoT device that may respond (Backscatter type or transmission capable type), response type (Device ID, Command Acknowledgement, UL data).
-	The CN NF may provide assistance information to the Reader together with the Inventory/Command request. 
6.X.2	Procedures
6.x.2.1	Inventory procedure
The name CN NF is used to name the network function that performs the necessary operation for an AIoT device when the network provides the AIoT service operation. The CN NF will be defined together with the system architecture design to support the Ambient IoT in 5GC. The Reader can be a base station Reader or UE Reader.


Figure 6.x.2.1-1: Inventory Procedure.
0. It is assumed that the AIoT device has performed Registration/Onboarding procedure as described in e.g. solution 16. The AIoT device has the information needed to respond to an Inventory trigger broadcasted by a Reader and the response (Temporary ID) can be authenticated by the CN NF and not tracked by unauthorized Readers/sniffers. The CN NF holds the last known location of the device i.e., the location where the device performed the registration/onboarding or the location where the last interaction with the AIoT device took place. 
1. The AF uses the Northbound API to invoke the Inventory service. Legacy procedures is used to check that the AF is authorized to use the service API. The Inventory Request may include e.g. Owner ID, Group ID, Device Type, location/area, expected number of devices, periodicity. The NEF forwards the Inventory request to the CN NF.
2. Based on e.g. location/area information the CN NF selects the Reader(s) and requests the Reader(s) to perform Inventory. This request may include assistance information e.g.,the expected number of responses and type of devices. The Reader(s) broadcasts an Inventory trigger that includes e.g. Owner ID or Group ID. The format of the Owner ID and Group ID are discussed in other solutions e.g. solution 3.
3. If an AIoT device matches to the Inventory trigger the AIoT device responds with its temporary ID. After responding to the Inventory trigger, the AIoT device generates a new temporary ID locally (as described in solution 1). The Reader may check the number of AIoT devices who has responded. If the number is too low (lower than the expected number of responses or lower than a threshold based on the expected number of responses), the Reader may repeat the Inventory trigger broadcast again. The Reader forwards the response(s) to the CN NF.
4. For each response, the CN NF checks that the temporary ID is valid and belongs to the Owner or Group and retrieves the permanent ID of the AIoT device. The CN NF generates the next expected temporary ID (as described in solution 1) for all AIoT devices that responded and stores these IDs. If the number of responses is too low (lower than the expected number of responses or lower than a threshold based on the expected number of responses), the CN NF may send an Inventory Request to the same Reader again or to a different Reader (repeat step 2-4).
NOTE:	As the AIoT device cannot distinguish whether the repeated Inventory trigger is a new or repeated one, the CN NF may receive duplications. The CN NF removes those before step 56.
If needed to perform this step 4 the CN NF maycan retrieve information from the UDM/UDR.
5. The CN NF sends the Inventory response to the AF with a list of all devices that responded to the Inventory Request.
6.x.2.2	Command procedure
The name CN NF is used to name the network function that performs the necessary operation for an AIoT device when the network provides the AIoT service operation. The CN NF will be defined together with the system architecture design to support the Ambient IoT in 5GC. The Reader can be a base station Reader or UE Reader.


Figure 6.x.2.2-1: Command Procedure.
0. It is assumed that the AIoT device has performed Onboarding/Registration procedure as described in e.g. solution 16. The AIoT device has the information to only respond to a Command request from an authorized Reader and the response can be authenticated in network and not tracked by unauthorized Readers/sniffers. The CN NF holds the last known location of the device, the location where the device performed the onboarding/registration or the location where the last interaction with the AIoT device took place. 
1. The AF uses the Northbound API to invoke the Command service. Legacy procedures is used to check that the AF is authorized to use the service API. The Command Request may include e.g. Device ID, Device Type, Type of command (read/write), expected size of the response, location/area. The NEF forwards the Command request to the CN NF.
2. The CN NF retrieves (or generate as described in solution 1) the temporary ID related to the device ID received from the AF. Based on e.g. location/area information the CN NF selects the Reader(s) and requests the Reader(s) to send the Command. The request to the Reader includes the temporary ID, Device Type, command type and if possible expected response size in e.g. Bytes. The Reader(s) sends the Command.
3. If an AIoT device matches the Temporary ID in the Command, the AIoT device either responds with an Acknowledgement if the command was a write command or include the requested data if the command was a Read command. In addition, the response includes a new temporary ID as the temporary ID can only be sent once over the radio interface, before sending the response the device generates this new temp ID locally (as described in solution 1), this prevents that an unauthorized reader/system to correlate the Command request with the AIoT device response. The Reader forwards the response to the CN NF.
NOTE:	The examples of read/write command above is only provided to show that the AIoT device response can be different depending on the command.
4. The CN NF authenticate the response from the AIoT by checking that the temporary ID belongs to the AIoT device. The CN NF performs the validation of the response by checking that the response includes the expected Temporary ID of the AIoT device when using the Temporary ID generation described in solution 1. The CN NF locally generates the next temporary ID (as described in solution 1).
If needed to perform this step 4 the CN NF maycan retrieve information from the UDM/UDR.
In case there is no Command response from the AIoT device, the CN NF may select further Reader(s) and send the Command request to the further Reader(s) and repeat step 2-4.
5. The CN NF sends the Command response to the AF.
6.X.3	Impacts on services, entities and interfaces
Impacts on existing entities:
CN NF: 
· Receive Inventory/Command request from AF.
· Select and trigger the Reader(s) to broadcast Inventory trigger or send Command message based on the information received by the AF.
· Receive response(s) from the AIoT device(s) and authenticate that the response(s) originate from registered AIoT device(s).
· Optionally repeat the Inventory request to collect more responses.
AIoT Reader (UE or Base station): 
· Broadcast the Inventory trigger or send Command message, based on the information in the Inventory Request or Command Request sent by the CN NF.
· Receive the response(s) back from AIoT device(s) and forward the response(s) to the CN NF.
· Optionally repeat the Inventory Trigger to collect more responses.
AIoT device: 
· Receive Inventory trigger or Command message.
· Transmit a Response message to the Reader.

>>>>END OF CHANGES<<<<
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