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Abstract of the contribution: This contribution proposes a solution for KI #2.2. 
Discussion 

The study of KI#2.2 aims to identify solutions that simplify the network operation over non-3GPP access, without compromising the security of the 5G network. In line with this objective, this contribution proposes a simplified architecture for untrusted non-3GPP access that is based on the QUIC protocol and eliminates the need for IKEv2, IPsec in tunnel mode and the use of TCP for NAS transport. 

The contribution proposes an alternative protocol stack between the UE and N3IWF, which is based on the QUIC protocol that is already required for ATSSS.

Proposal

It is proposed to add the following solution to TR 23.700-54:
**** First Change ****

6.0
Mapping of Solutions to Key Issues

Table 6.0-2: Mapping of ATSSS_Ph4 Solutions to Key Issues
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**** Next Change ****

6.2
Solutions for ATSSS_Ph4
6.2.Z
Solution #Z: Simplified Untrusted Non-3GPP access based on QUIC
6.2.Z.1
Introduction

This solution specifies a simplified architecture for untrusted non-3GPP access that eliminates the need for IKEv2, IPsec in tunnel mode and the use of TCP for NAS transport. It proposes a protocol stack between the UE and N3IWF, which is based on the QUIC protocol that is already required for ATSSS.
6.2.Z.2
High-level Description
The key characteristics of this solution are the following:

1) On the control plane, the QUIC protocol is used between the UE and the N3IWF for the transport of NAS messages, as shown in the following figure. 

The UE discovers an N3IWF that supports QUIC transport and establishes an QUIC connection with the discovered N3IWF. The discovery procedure can be based on existing DNS procedures with potential enhancements. Subsequently, the UE initiates the 5G registration procedures over the QUIC connection. NAS messages are transferred on a QUIC stream. Further details are shown in section 6.2.Z.3 below.
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Fig. 6.2.Z.2-1: Control plane protocol stack

2) On the user plane, data packets between the UE and N3IWF are transferred by using "IP proxying in HTTP" as per RFC 9484, for PDU Sessions with IP type, or they are transferred by "Proxying Ethernet in HTTP" as per draft-ietf-masque-connect-ethernet, for PDU Sessions with Ethernet type. The relevant protocol architecture for a single-access PDU Session with IP type is shown in the figure below.
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Fig. 6.2.Z.2-2: User plane protocol stack for Single-Access PDU Session with IP type

MA PDU Sessions using MPQUIC can be supported by using the existing procedures defined for ATSSS and can be based on the protocol architecture shown in the following figure. The N3IWF between the UE and UPF operates an HTTP proxy and relays data packets between the UE and UPF. The UE is configured (during the MA PDU establishment) to send uplink data packets to N3IWF, instead of UPF. Connect-IP or Connect-Ethernet is used for MA PDU Sessions with type IP and type Ethernet respectively.
Alternatively, the N3IWF may be eliminated from the user plane of the MA PDU Session, in which case the UE directly communicates with the UPF. In this case, the N3IWF is used only in the control plane as discussed above. 
Editor’s Note: It is FFS whether (a) the N3IWF is maintained in the user plane of MA PDU Sessions or whether (b) the N3IWF is used in the control plane only.
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Fig. 6.2.Z.2-3: User plane protocol stack for Multi-Access PDU Session with IP type
6.2.Z.3
5G Registration over QUIC

The 5G registration procedure over QUIC is executed as shown in the figure below. There is no impact on the AMF or other 5GC network function.
After the UE discovers an N3WIF that supports QUIC (e.g., based on existing DNS procedures with suitable amendments), it establishes an initial QUIC connection with the N3IWF. This is a temporary QUIC connection used to transport 5G NAS messages until a common N3IWF key is created. NAS messages are transferred using a stream on this QUIC connection.

After the N3IWF receives the N3IWF key from AMF (in step 10a), it releases the initial QUIC connection and triggers the UE (e.g., with a suitable Reason) to request a new QUIC connection. During the new QUIC connection establishment, the UE and the N3IWF are mutually authenticated using the common N3IWF key. All subsequent NAS messages are exchanged via the new QUIC connection using stream mode. 
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Fig. 6.2.Z.3-1: 5G registration via untrusted non-3GPP access using QUIC 
Editor’s Note: Further details of this solution are FFS.

**** End of Changes ****
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