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1. Introduction/Discussion
A new solution is proposed to enable 5GC support to validate the AIoT devices based on the parameters provisioned by AF.
2. Text Proposal
[bookmark: _Toc517082226][bookmark: _Toc519004414]It is proposed to approve the following changes in TR 23.700-13 v0.3.0.
[bookmark: _Toc513028450]FIRST CHANGE 
[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc153792592][bookmark: _Toc153792677][bookmark: _Toc157661583][bookmark: _Toc160698594][bookmark: _Toc16839382]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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SECOND CHANGE 

6.X	Solution #X: AIoT device ID validation in 5GC
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc157661585]6.X.1	Description
[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc157661586]This solution addresses aspects of key issue #1 on Architecture support of Ambient IoT Devices, particularly focusing on the validation of the Ambient IoT Device identifier.
This solution enables the 5GC to validate whether the requested Ambient IoT device ID can be used by the AF to access AIoT services, such as retrieving data.
This solution considers scenarios in which an application service provider has an agreement with an operator regarding the maximum number of AIoT devices that can be simultaneously or cumulatively requested to transmit data by an AF. This agreement may be based on various timeframes, such as per day, per week, or per month, depending on the charging plan of the AF. 
It is assumed in this solution:  
· The AIoT device ID is defined and owned by the external application. 
· The AF already has information about which AIoT device IDs it will use over the 5GC.
· The 5GC is pre-configured with the maximum number of AIoT devices that can be used by an AF based on SLA. 
6.X.2	Procedures
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688]The procedure for validating AIoT device IDs is depicted in figure 6.x.2-1.


Figure 6.x.3.2-1: Information Flow for validating AIoT device IDs
Steps 0 to 5 describe the procedures for the AF to provision which AIoT device IDs it will use over the 5GC:
0. It is assumed that, based on the SLA, the 5GC is pre-configured with the maximum number of AIoT devices allowed for use by the AF simultaneously and/or in total (e.g., for one day, one week, or one month depending on the charging plan). 
1. The AF requests the NEF for provisioning the AIoT device information, using a NEF exposure service operation. The AIoT device information includes the AIoT device IDs defined by the application (i.e., not 3GPP defined IDs), and AF ID. 
2. The NEF authorizes if the AF is allowed to request the provisioning service, using the AF ID. 
3. The NEF locates the UDM capable of supporting AIoT services (e.g., based on local configuration) and requests it to store the provisioned information (AIoT device IDs and the AF ID).
4. The UDM stores the provisioned information in the UDR. If the total number of the provisioned AIoT device IDs exceeds the agreed maximum number that is pre-configured, the UDR may reject updating the data. 
5. The responses, indicating whether it was successful or not, are provided to the UDM, the NEF and the AF. In case of failure, the response may contain a cause, indicating why it was failed.
Steps 6 to 15 describe the procedures for the 5GC to validate whether the requested AIoT device IDs are within the list of pre-agreed AIoT device IDs when the AF requests to use AIoT services:
6. The AF may request the NEF to retrieve data from the target AIoT devices. When requesting, the AF provides the NEF with AF ID and the target AIoT device IDs. 
7. The NEF authorizes if the AF is allowed to request the data retrieval service, using the AF ID.
8. The NEF locates the UDM capable of supporting AIoT services (e.g., based on local configuration) and requests it to validate if the requested AIoT device ID can be requested by the AF to get data. This request message includes the AF ID and the AIoT device IDs.
9. The UDM queries the UDR for the data related to the AF ID. The data includes the list of AIoT device IDs that was provisioned in step 4.
10. The UDM compares the requested AIoT device IDs with the data retrieved in step 9. Validation is successful only if the requested IDs are part of the stored data. This comparison ensures that only agreed AIoT devices are used for the AF and may be utilized for charging purpose by 5GC.
11. If the validation failed, the NEF notifies it to the AF.
12. In case the validation was successful, the NEF proceeds with the subsequent procedures for requesting the gNB to get the data from the target AIoT devices. 
13. The gNB retrieves data from the target AIoT devices and provides the data to the AMF.
14. The AMF forwards the retrieved data from the target AIoT devices along with the AIoT device IDs to the NEF.
15. The NEF reports the retrieved data to the AF.

[bookmark: _Toc157661587]6.X.3	Impacts on services, entities and interfaces
Impacts on existing entities:
NEF:
· Supports exposing a new API for AF to provision the AIoT device information.
UDM:
· Supports validating if the requested AIoT devices are allowed to be used for the AF, by checking the pre-agreed list of allowed AIoT devices from the UDR. 
UDR:
· Supports storing the allowed AIoT Devices per AF.
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