

SA WG2 Temporary Document
Page 2

3GPP TSG-WG SA2 Meeting #163	S2-2406171
Jeju, Korea, May 27 – May 31, 2024	

Source:	Huawei, HiSilicon
Title:	Conclusion on KI#3 of UIA
Document for:	Approval
Agenda Item:	19.8
Work Item / Release:	FS_UIA_ARC / Rel-19
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1. Discussion
[bookmark: _Hlk162692641]This paper proposes the evaluation and conclusion for KI#3. The updated conclusion clarifies the verification.
Solution #11, solution #15, solution #16 and solution #29 are for Key Issue #3.
This key issue has two aspects, one is what User Identity Profile information and functionality are exposed, the other is how to expose the information.
The following information and functionality may be exposed to authorized AF via NEF:
· Authorization and authentication results (sol #11, sol #15, sol #16 and sol #29)
· verification result of the link between User Identifier and associated UE subscription (sol #15 and sol #29)
· authorization and authentication historical results (sol #16)
· User Identifier profile details, e.g. UE ID associated with User Identifier. (sol #16 and sol #29)
The privacy protections related to exposure of User Identity Profile information and authorization/authentication results need to be coordinated with SA WG3.
	
	What information and functionality are exposed
	Principles 
	How?

	Sol#11
	Authentication result
	
	Via NEF

	Sol#15
	- Verification result
- Authorization/authentication results along with User Identifier.
	
	Via NEF

	Sol#16
	- Profiling Aspects (User Profile Details, UE ID associated with User Identifier, User Identifier associated with UE)
- Authentication and authorization result
	Based on the privacy profile
	Via NEF
Via NWDAF (historical results)

	Sol#29
	- Provisioning of User Identity Profile (UIP) Information by AF
- Verification of Link between User Identifier and associated subscription
- Exposure of Authentication Results (e.g. in the sol#15)
- User Identifier profile information details retrieval (e.g. in the sol#16)
- Authentication and Authorization historical Results (e.g. in the sol#16)
	- UIP exposure profile in UDM (identified by SUPI)
- Each exposed functionality is exposed to specific AF
- Part of user identity profile can be exposed
	Via NEF



In solution #11, the 3rd party application requests the Operator (via NEF) to start user authentication and verify whether an actual human user is using the particular User ID or not. The Operator will expose the authentication result stored in the UDM to the 3rd party application via NEF based on the authentication procedure.
This solution purposes to expose the authentication result to the 3rd party application during the user authentication procedure, which needs to be checked by SA3 Group.
Solution #15 allows the UDM to expose the verification and authentication results the AF, which means the UDM can check whether the AF provided identifier is currently linked to the UE`s 3GPP subscription, monitor and send authentication results of a User Identifier with a given UE.
This solution exposes user identifier and the user authentication result when the AF provides the GPSI. It needs to be discussed with SA3 whether it is secure that the 5GC exposes the user identifier when the AF only provides the UE information (e.g. GPSI, or SUPI).
In Solution #16, the 5GC should support exposure of content of the User Identity Profile, e.g. association of User Identifiers with UEs and the association of UEs with the User Identifiers, the authentication and authorization historical results. The User profiles are stored in the UDM and the authentication and authorization historical results are stored in the DM of the NWDAF/ADRF. The authorized AF uses different query type to discriminate the different information source and uses the query ID to request different information.
This solution stores the authentication historical results in NWDAF/ADRF. However, the NWDAF is responsible for data analysis and outputting analysis results. To enhance the NWDAF to store and output the historical result is not appropriate.
Solution #29 proposes a User Identity Profile (UIP) Exposure Profile in UDM for the subscriber (identified by SUPI) to expose the information, e.g. verification of link between User Identifier and associated subscription, to specific AF. The UIP Exposure Profile indicates which AF is allowed to invoke this service operation for each exposed functionality and indicates which information in the User Identity Profile can be exposed. 
This solution purpose to expose some details of User Identity Profile to AF, but it is not clear what is the motivation to expose the User Identity Profile and what information to be exposed.

2. Text Proposal
The evaluation and conclusion are proposed for KI#3 for incorporation in the UIA_ARC TR23.700-32.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc165096165][bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc157447965][bookmark: _Toc157448172]8.3	Key Issue #3: Exposure of User Identity Profile Information
The following conclusion principles are agreed for key issue #3:
-	User consent aspects about any potential exposure of user identity information (including verification result) should be checked by SA WG3.
-	User identifier verification result can be exposed by a NEF API to an authorized AF. The verification result is a general term, which indicates the user identifier provided by AF is active in the UE. Only when the User identifier authentication result is success and the user id has been activated successfully in the UE subscription, the verification result is success.
-	This is to enable a service, where a 3rd party AF can trust a user accessing its services using the User Identifier based on the verification result (i.e. success or failure) obtained from MNO.
NOTE:	How an AF is authorized to receive information about user identity will be addressed by SA WG3.
Editor's note:	The above conclusion principles are only tentatively agreed.
Editor's note:	Exposure of other content of user identity profile will be justified with relevant use cases or service requirements once the contents of user identity profile is finalised.
* * * * End of changes * * * *
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