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Abstract of the contribution: The contribution proposes to resolve Editor Notes for the Solution#37 “Signalling storm detection and mitigation based on O&M data”.

1. Introduction
The following Editor’s Notes are proposed for resolution as following:
· It is FFS whether Network Functions (e.g. SMF, AMF, PCF) could alternatively directly obtain the information from MDAF/MDAS.
The existing method of communicating MDAF/MDAS analytics with 5GC is via NWDAF. There is no key issue or relevant study currently proposing to reconsider/study the existing method. Therefore, it is also suggested that, within the scope of signaling storm solution, the MDAF/MDAS analytics are transferred to NWDAF and not directly to Network Functions.
· Clarification on how NWDAF use NF specific data to output the information for NF consumer to do UE specific control is FFS.
[bookmark: _GoBack]There are existing analytics already defined by the TS 23.288, where different types of input data e.g. both NF, network slice related and UE/group of UEs related are defined and NWDAF, based on those inputs, calculates analytics on a e.g. per UE or group of UEs basis. One example is Observed Service experience analytics, where input data may comprise of Service and Performance data collected from the AF (e.g. on UE level), QoS flow level Network Data collected from 5GC NFs, UE level Network Data from OAM and from 5G NF and Data collection from MDAS/MDAF of service experience and energy saving state analysis (while e.g. the relevant data in this case is service name and Sub-Network Instance, Network Slice Instance, S-NSSAI etc.), while the output data (i.e. analytics themselves) may be provided individually per UE or group of UEs, or globally, averaged per Application or averaged across a set of Applications on a Network Slice. Therefore, it is suggested that also in case of signaling storm NWDAF leverages its internal implementation to combine different granularities of data e.g. on NF level and on UE level and produce analytics on e.g. UE or group of UEs level.
· More information about actions taken by analytics consumers for signalling storm mitigation is FFS.
[bookmark: _Hlk165810949]The solution mentions that: “e.g. AMF/SMF/PCF would be able to apply e.g. prevention and/or mitigation actions on the core network layer actions per operators' policies and/or per implementation e.g. increase or adjust back-off timer by AMF, reject some UE requests, change of e.g. usage monitoring data reports periodicity/charging reports periodicity between SMF and PCF and SMF and CHF correspondingly, etc.” The mitigation actions might also be implementation specific, depending on the configuration. Therefore, it is suggested to mention that additional possible mitigation actions might be listed during the normative work.

2. Proposal
It is proposed to agree on the following changes to 3GPP TR 23.700-84.


[bookmark: _Hlk165803053]* * * Start of Change * * * *

[bookmark: _Hlk165803027]6.37	Solution #37: Signalling storm detection and mitigation based on O&M data
[bookmark: _Toc155796961][bookmark: _Toc165092434]6.37.1	Description
The proposed solution leverages O&M information about signalling storm (or, in 3GPP SA5 terminology "control plane congestion", "signalling congestion"), and based on that information, enables signalling storm prediction, detection, prevention and mitigation by taking into account the control plane congestion analysis information, received from MDAF/MDAS.
The control plane congestion analysis (i.e. signalling storm) specification was recently covered by the TS 28.104 [9].
According to it, MDAF/MDAS may utilize the collected PM, FM, network topology data and virtual resource information provided from ETSI NFV MANO for control plane congestion analysis and then provide analytics report containing identified or predicted congestion issue for the target 5GC NF (e.g. AMF, SMF).
As per defined within the scope of clause 5.2 of TS 28.104 [9], NWDAF may become a consumer of such analytics information provided by MDAF/MDAS, in case NWDAF subscribes to such analytics information (the procedure of how NWDAF subscribes for the analytics information available at MDAF/MDAS is defined by the TS 23.288 [5], clause 6.2.14). Similar to how input data analytics is received from OAM for Observed Service Experience (clause 6.4 of TS 23.288 [5], in particular Table 6.4.2-5: Data collection from MDAF/MDAS of service experience and energy saving state analysis), the signalling storm/congestion analysis data would be received by NWDAF. The dataset will consist of the data created by MDAF/MDAS for congestion analysis/signalling storm i.e. from of TS 28.104 [9], the Table 8.4.7.1.3.3-1: The affected object (e.g. corresponding Network Function) and Congestion Issue Identifier. This is how NWDAF would become aware of the issues detected and predicted by MDAF/MDAS related to the signalling storm.
Editor's noteNOTE:	NWDAF may leverage the information from MDAF/MDAS as the input data to determine possible affected NF types and, by combining it with other types of received information, to further generate new analytics (output data) related to the signalling storm and send them to the subscribed Network Functions. It would be determined as a part of overall solution conclusion for key issue 4.
[bookmark: _Hlk165804150]Those newly defined analytics, which include MDAF/MDAS enabled congestion analysis data, would be available for subscription by a different Network Functions of the core network e.g. by AMF and/or SMF and/or PCF (the corresponding subscription procedures are defined by clause 6.1 of TS 23.288 [5]). NWDAF would notify e.g. AMF/SMF/PCF of the related detected/or predicted signalling storm. Thus, e.g. AMF/SMF/PCF would be able to apply e.g. prevention and/or mitigation actions on the core network layer actions per operators' policies and/or per implementation e.g. increase or adjust back-off timer by AMF, reject some UE requests, change of e.g. usage monitoring data reports periodicity/charging reports periodicity between SMF and PCF and SMF and CHF correspondingly, etc.
NOTE:     In case the input data is only NF level, the analytics output will also be NF level only. NF (e.g. AMF, SMF, PCF) themselves can make decision based on the NF level analytics output and other per UE level information to do UE specific control. 
[bookmark: _Hlk165803362]Editor's note:	It is FFS whether Network Functions (e.g. SMF, AMF, PCF) could alternatively directly obtain the information from MDAF/MDAS.
Editor's note:	Clarification on how NWDAF use NF specific data to output the information for NF consumer to do UE specific control is FFS.
Editor's note:	More information about actions taken by analytics consumers for signalling storm mitigation is FFS.
NOTE: Additional possible mitigation actions might be listed during the normative work.
This would eventually assist in releasing signalling storm by the 5GS.
Therefore, this solution proposes that:
1.	On top of eMDAS introduced functionality, described above, NWDAF may subscribe to the signalling storm information as a consumer of MDAF/MDAS related analytics information.
2.	5GS Control Plane Network Functions e.g. AMF, SMF, PCF may subscribe for the corresponding signalling storm information to be provided in form of analytics by NWDAF. That provided information would include congestion analysis data, received from MDAF/MDAS.
3.	Upon receiving the corresponding analytics, e.g. SMF, AMF, PCF may apply prevention and/or mitigation actions to relief signalling storm e.g. increase or adjust back-off timer by AMF, change of e.g. usage monitoring data reports periodicity/charging reports periodicity between SMF and PCF and SMF and CHF correspondingly etc.
NOTE:	Only AMF and SMF Control Plane congestion analysis data are supported in this Release of the specification.
[bookmark: _Toc155796962][bookmark: _Toc165092435]6.37.2	Procedures
Editor's note:	This clause describes high-level procedures and information flows for the solution.
The procedure of how NWDAF subscribes for the analytics information available at MDAF/MDAS defined by clause 6.2.14 of TS 23.288 [5], will be fully leveraged by this solution for the newly introduced analytics type of signalling storm.
The procedures of how SMF/AMF/PCF subscribe for the analytics information available at NWDAF defined by clause 6 of TS 23.288 [5], will be fully leveraged by this solution for the newly introduced analytics type of signalling storm.
[bookmark: _Toc155796963][bookmark: _Toc165092436]6.37.3	Impacts on services, entities and interfaces
Editor's note:	This clause captures impacts on existing services, entities and interfaces.
NWDAF is enhanced to request Control Plane Congestion Analysis data/signalling storm analytics from MDAF/MDAS.
AMF/SMF/PCF and the corresponding AMF-NWDAF, PCF-NWDAF and SMF-NWDAF interfaces are enhanced to subscribe/receive signalling storm analytics from NWDAF. These analytics would include Control Plane Congestion Analysis data received from MDAF/MDAS.
Upon receiving the corresponding analytics, AMF/SMF/PCF are enhanced to support prevention and/or mitigation actions per operators' policies and/or per implementation e.g. increase or adjust back-off timer by AMF, change of e.g. usage monitoring data reports periodicity/charging reports periodicity between SMF and PCF and SMF and CHF correspondingly, etc.
* * * End of Changes * * * *


