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Abstract: This pCR evaluates eight (8) different solutions that have been agreed to support the PDU Set information identification for end-to-end encrypted XRM streams. After applying the comparison criteria we have categorized in the pCR, we conclude that Media over QUIC, is the best candidate to be adopted forward.

1	Discussion
[bookmark: _Hlk85614707]This paper provides evaluation and conclusion of KI#2: Support PDU Set information identification for end-to-end encrypted XRM traffic.
2	Proposal
[bookmark: _Hlk513714389]It is proposed to include the below changes into TR 23.700-70 .


FIRST CHANGE (all new text)
7.x Evaluation for Key Issue#2
7.x.1  The Criteria to Evaluate Solutions
 The solutions #9, #10, #11, #12, #24, #25, #26 and #27 are for KI#2, and can be classified into 4 categories.
	
	Category#1: Media-over-QUIC
	Category#2: UDP option
(RTP-over-QUIC: #11, #27)
(OFC (hash-like): #12)

	Category#3: MASQUE
(Proxy-UDP-in-HTTP/3: #24)
(QUIC-aware proxying: #26)

	Category#4:
Preconfigured N6-tunnel (GTP-U)

	Solutions
	#9, #10
	#11, #12, #27
	#24, #26
	#25



The following four criteria are proposed to evaluate the KI#2:
1) Achieving the main target of the KI#2 functionality.
2) Maturity and stability of the underlying IETF technologies
3) Scalability of a solution category
4) Solution complexity, performance impact, and implementation consideration

The following table provides the all-in-one comparison. 
	Category:
	Achieve KI#2 objective/functionality
	IETF Technology maturity
	Solution scalability
	Complexity, performance impact and implementation 

	Cat-1. Media-over-QUIC
(#9, #10)
	
Achieve
	Moderate (MoQT IETF draft is relatively stable)
	
Good
	
Good

	Cat-2. UDP option
- #11, #27: RTP-over-QUIC
- #12: OFC (hash-like) 

	Sols#11/#27: Technically incomplete (Non-protected metadata thanks to the lack of integrity protection in UDP options)
	
Fair (While the IETF UDP-option draft has matured, but UDP-option extensions require significant work)
	

Good
	

Fair 
(Sol#12 having operational complexity)

	
	Sol#12 weakly achieve but
having intrinsic risk
	
	
	

	Cat-3: MASQUE
-#24: Proxy-UDP-in-HTTP/3)
-#26: QUIC-aware proxying

	

Sol#24: achieve
	
Moderate (Need handling of context-ID extension)
	

Require improvement
	Complex
(Complex w/ nested Encapsulation; Heavy impacts to Application server)

	
	Sol#26 Technically incomplete (Design deficiencies)
	No support of IETF WG draft; significant challenge to be defined in 3GPP
	If design deficiencies are addressed, then the scalability of the solution might be feasible
	Complex
(Complex w/ possible nested Encapsulation; Heavy impacts to UE and Application server)

	Cat-4: Preconfigured N6-tunnel (GTP-U)
(#25)
	
Achieve
	
Yes
	
Further consideration
	Moderate
(but operator info. exposure concern; No APP support & difficult to promote in field)



[bookmark: _GoBack]7.x.2 Category#1: Media-over-QUIC
Both the solutions #9 and #10 belong to this category. Media-over-QUIC (or MoQ) provides a low-latency media delivery solution. Its architectural setup is generally comprised of client(s), a media server and a MoQ relay. The media server and client(s) utilize publish and subscribe workflow to, via the rendezvous at the relay, to distribute and receive media data. MoQ uses an opaque type of data element, namely an addressable object, for data transmission. As per the MoQ IETF draft [Ref#9 in TR 23.700-70], an object consists of two parts, the metadata part and the payload.
The following picture demonstrates the encapsulation of the MoQ object (as referenced in both solutions #9 and #10): 

[bookmark: _MON_1768314051]
The encrypted media payload is placed in the MoQ payload section, while the metadata section can be used to accommodate the PDU Set information. The QUIC connection between a relay and a media server guarantees the integrity-protection of the transmission. And the PSA UPF would be able to retrieve the metadata i.e. PDU Set information directly.
Evaluation based on the criteria in 7.X.1:
1) Functionality achieved:
· [bookmark: OLE_LINK1]Yes. The encrypted media payload is transmitted end-to-end (i.e., media server-to-UE). The PDU Set information contained in the metadata section can only be retrieved by PSA UPF, acting as a MoQ relay. The PSA UPF can retrieve the PDU Set information reliably and efficiently.
2) Maturity and stability of IETF technology:
· Yes. The corresponding IETF WG MoQ draft is relatively stable and evolving. The WG draft will highly likely mature in a not distant future, which does fortunately align with the 3GPP Rel-19 timeline.
3) Scalability of the solution: 
· Yes, the solution does scale. Since the MoQ utilizes the publish/subscribe workflow, multiple clients (i.e., UEs) can subscribe to the same media channel (i.e., track namespace) via a common relay. The corresponding media server uses the same media channel to publish its media contents. So, the scalability of the MoQ solution will not be impacted by the increasing number of UEs.
4) Complexity, performance & implementation at UPF: 
· No significant performance and complexity impact. The relay runs on the UPF and the PDU Set information is flexibly carried in the Metadata section of an MoQ object via a QUIC connection. The UPF terminates the QUIC (from the media server) and retrieves the metadata (i.e., PDU Set information) for processing. Further, the design of the metadata structure makes the solution extension feasible.

7.x.3 Category#2: UDP-option
The three solutions in this category, namely #11, #12 and #27, can be split into two sub-categories: 
(1) RTP-over-QUIC w/ UDP-option: #11, #27
(2) OFC (hash-like) w/ UDP-option: #12
(1) RTP-over-QUIC + UDP-option (Sol #11, #27) 
Both solutions use the IETF RTP over QUIC (RoQ) technology for the end-to-end transmission of encrypted media payload. The UDP-option extension is proposed for the in-band metadata transmission between a PSA UPF and a media server. The metadata is comprised of the PDU Set information. When a PSA UPF receives an IP packet of the N6 interface, the UPF can identify the PDU Set info, based on the metadata carried in the UDP-option field. 
Evaluation based on the criteria in 7.X.1, 
1) KI#2 functionality achieved:
· No. Both solutions have intrinsic deficiency. They do not provide an effective way to achieve the integrity-protection of the metadata (i.e., regarding the PDU Set information) during its transport over the (public) network.
2) Maturity and stability of IETF technology:
· No. The IETF draft UDP-option [Ref#21 in TR 23.700-70] is very stable, but these solutions require other IETF draft(s) to extend the UDP options. There is currently no mattered IETF draft.
3) Scalability of the solution: 
· Yes, the solution does scale.
4) Complexity, performance & implementation at UPF: 
· No significant impact if the security mitigation via UDP-options can be achieved.

(2) OFC (hash-like) + UDP-option (Sol #12)
This solution proposes to use a per-packet OFC (i.e., obfuscated metadata) between media servers and UPFs for the transmission of PDU Set information (mapped & then carried in the OFC). The media payload is encrypted. The IETF draft UDP-option [Ref#21 in TR 23.700-70] is utilized to accommodate the OFC. The objective of the solution is to strive for the balance of the (sensitive metadata) privacy protection and the performance efficiency at a UPF (of the N6 interface).
This solution is a more hash-like algorithm with pre-configured OFC, in which OFCs, with proposed settings of certain randomness, correspond to different levels of PDU Set information (required to pre-define and/or pre-configure by operators). OFCs would be provided to 5GS via somewhat secured (out-of-band) channel.
Evaluation based on the criteria in 7.X.1:
1) KI#2 functionality achieved:
· No. The solution can only provide weak integrity-protection. The weakness lies in the essence of the hash-like mapping between the metadata of a PDU Set and OFCs. The lack of secured encryption of metadata does post risk to the (sensitive) PDU Set information.
2) Maturity and stability of IETF technology:
· No. The IETF draft UDP-option [Ref#21 in TR 23.700-70] is very stable, but this solution requires another IETF draft to further extend the UDP AUTH option for authentication detection. There is currently no mattered IETF draft.
3) Scalability of the solution: 
· Yes, the solution does scale.
4) Complexity, performance & implementation at UPF: 
· While the hash-like algorithm is sort of complicated, its application does make the implementation at a UPF fairly effective and reduce the processing load of the UPF.
· To achieve the consensus OFC mappings for as much dynamic PDU Set information as possible among multiple ASes/AFs posts challenges to operators’ operations.

7.x.4 Category#3: MASQUE-based (Proxy-UDP-in-HTTP/3)
The MASQUE-based solutions in this category, namely #24 and #26, can be split into two sub-categories: 
(1) Proxy-UDP-in-HTTP (regular): #24
(2) Proxy-UDP-in-HTTP (QUIC-Aware): #26
(1) Proxy-UDP-in-HTTP (Sol# 24)
Evaluation based on the criteria in 7.X.1:
1) KI#2 functionality achieved:
· Yes.
2) Maturity and stability of IETF technologies: 
· No.
· Further IETF extensions are required. The MASQUE-related solution using ‘connect-udp’ requires the use of UDP Proxying HTTP Datagram Payload to accommodate and transmit the PDU Set information. However, RFC-9298 only defines the behavior for context-ID=0, not provides logics to handle the UDP Proxying HTTP Datagram Payload extension, which results in the failure of using UDP Proxying HTTP Datagram Payload to carry the PDU Set metadata. The sol#24 acknowledges the discrepancy.
· RFC-9298 suggests the necessity to extend the new context-ID setting, via a new IETF draft (which does not exist yet).
· Further, RFC-9298 implies it might be inappropriate to standardize the context-ID given the scope of its namespace is per HTTP-request and the same numeric value of context-ID in different HTTP-requests might reflect different semantics [RFC-9298].
3) Scalability concern: 
· The solution requires the per-UE per XRM-stream per XRM App tunnel. If an XRM media stream needs to be distributed to many UEs, then it is critical to scale the mechanism.
4) Complexity, Performance concern: 
· The solution requires multi-layer nested encapsulations, i.e., QUIC/UDP/HTTP datagram/HTTP-3 datagram/QUIC datagram/UDP/IP.  
· Server (AS) needs to support a collocated HTTP/3 proxy function.


(2) Proxy-UDP-in-HTTP: QUIC-Aware Proxying (Sol# 26)
The sol#26 is another MASQUE-based solution that adopts the forward-mode as specified in the IETF draft [draft-ietf-masque-quic-proxy-01], of which the QUIC short-header is mandatorily required. The QUIC short-header has only QUIC CID and no length field. The solution proposes to apply a packet transform scheme by inserting a length field directly after the CID of a forward-mode end-to-end packet.
Evaluation based on the criteria in 7.X.1:
1) KI#2 functionality achieved:
· Technically incomplete thanks to IETF-related design deficiencies that undermines the merit of the solution. 
2) Maturity and stability of IETF technologies: 
· Neither mature nor stable.
· According to the IETF MASQUE WG, the ‘packet transform’ scheme is targeting at preventing passive byte recognition attacks. Its main purpose is for ‘security mitigation’, which makes it unsuitable for the proposed transformation in the solution.
· The IETF WG proposes ‘scramble, AES-based cipher, etc.’ for security handling, which clearly indicates the purpose of ‘being toward randomization’, instead of making it more deterministic like what the solution#26 is suggesting, e.g., to transform a packet by inserting a length field directly (and deterministically) after the CID of the forwarded end-to-end packet.
· The solution has referenced the latest progresses of the QUIC-aware proxy, but the latest version of [40] does not touch this aspect yet (i.e., packet transform). There are quite some discussions and debates on the topic now. Moreover, even if the solution suggests 3GPP may define the new packet transform, but how to achieve security mitigation still posts significant challenge. 
3) Scalability concern: 
· If the design deficiencies are addressed, then the scalability of the solution might be feasible.
4) Complexity, Performance concern: 
· Heavy impacts to UE and Application Server (AS):
a) The current IETF QUIC-aware proxying protocol assumes a HTTP/3 client locates at the endpoint of a QUIC connection (i.e. the UE in the 3GPP case), but the solution assumes the HTTP/3 client is located in UPF. This means the HTTP/3 client is separated from the endpoint of the QUIC connection. To support some basic functions of QUIC-aware proxying (e.g. CID collision avoidance described in the clause 4.1 (New Proxied Connection Setup) of the IETF draft-ietf-masque-quic-proxy-01, the interactions between UE and UPF (e.g. new message exchanges between UE and UPF) have to be enhanced.
b) Server (AS) needs to support a collocated HTTP/3 proxy function.
· The solution is complex according to the explanation in the clause 6.26.4.

7.x.5 Category#4: GTP-U: Preconfigured N6-Tunnel
The solution #25 utilizes a set of preconfigured N6 tunnels that are configured between a PSA UPF in an operator’s network and a trusted XRM App Server in a third-party SP. The tunneling technology as suggested in the solution is the GTP-U. The PDU Set information is provided via the (GTP-U) tunneling encapsulation header.
Evaluation based on the criteria in 7.X.1:
1) KI#2 functionality achieved:
· Yes.
2) Maturity and stability of IETF technology:
· Yes. 
3) Scalability of the solution: 
· The solution needs to answer some questions: e.g., to determine the necessary number of N6-tunnels (i.e., GTP-U) to be established; will the tunnel# increase proportionally with the number of UEs? etc.
4) Complexity, performance & implementation at UPF: 
· The solution bears security concern. That is, operators are concerned of exposing their UPF information to external 3rd-party content providers for GTP-U tunnel(s) setup.
· There is currently no application support and it is fairly difficult to promote in the field.


Second Changes

8. Conclusions
8.X	Conclusions for Key Issue #2	
[bookmark: _Toc165020776][bookmark: _Toc519004414] The following principles are recommended to be included in the conclusions:

-  The Media over QUIC (MoQ) technology should be supported in normative work. The metadata in a MoQ object will be used to accommodate the PDU set information that are sent from media server(s) to UE(s).
-	Existing PDU Session Establishment and/or modification procedures shall be reused with the following enhancements:
-	AF provides the Protocol Description and the requirement for MoQ in order to support the encryption information identification from the PDUs in PDU Set.
-	PCF determines PCC rules based on AF provided information, to instruct UPF to identify PDU Set information for MoQ traffic.
-	UPF supports the MoQ relay functionality and identifies the PDU Set information from the MoQ metadata. UPF includes the identified PDU Set information into GTP-U header as in Rel-18.
-	PCF is configured with a DNN/S-NSSAI used for MoQ and provides it to the UE via URSP.


End of Changes
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