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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a … 
	
	Study 

	x
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item

	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	
	
	



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



Dependency on non-3GPP (draft) specification:
3	Justification
The current 5G system prevents continuation of the network surveillance troubleshooting capabilities carried out by MNOs. This is due to the introduction of encryption of the signalling exchanged between network functions and the different implementations of VNFs/CNFs from vendors in the 5G network. For network operators, standard monitoring capabilities are thus essential to continue performing health check and troubleshooting of networks without additional integration costs and without the need to standardise, in 3GPP, the internals of VNFs/CNFs.

This work was triggered by the GSMA which expressed their concerns about the monitoring of encrypted signalling traffic looking for a mechanism for a copy of this traffic to be sent to a monitoring system. This concern was reflected in a Liaison Statement sent from the GSMA to 3GPP (WGs SA2, SA3 and SA5) explaining that the current encryption mechanism sending the information with (m)TLS prevents the operators of doing proper troubleshooting for operation and management procedures. Then in the different groups, there was a discussion about it that ended up the TSG SA plenary. Finally, a formal decision was taken by TSG SA plenary: SA WG1 should decide the needed requirements for the rest of the groups (WGs SA2, SA3, and SA5) to be able to start their work.
4	Objective
The objective of this work is:

· To address relevant requirements for the 5G system to allow network elements to send a copy of the signalling traffic to an external system so it can be further analysed, and preserving the security requirements of the 5G system, including the confidentiality of the traffic.
· To ensure compatibility, and avoid fragmentation, between commercial solutions. 
5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	

	
	
	
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	22.261
	Add service requirements to enable the monitoring of signalling traffic 
	TSG#104
	

	
	
	
	



6	Work item Rapporteur(s)
Cristina Romaguera, cristina.romaguera@vodafone.com

7	Work item leadership
SA1

8	Aspects that involve other WGs

9	Supporting Individual Members
	Supporting IM name

	BT

	Deutsche Telekom

	III

	ISSDU

	KDDI

	KPN

	SK Telecom

	T-Mobile USA

	Telecom Italia

	Telefónica

	U.S. National Security Agency

	Verizon

	Vodafone




