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Introduction
Regarding the Rel-19 Inter-CU LTM master security key handling, RAN2 initiated preliminary discussions on potential solution directions from the perspective of the UE (not mutually exclusive or comprehensive), and sent LS to ask for consultation from SA3 [1]:
	1. Overall Description:
Based on the following WID objective of R19 Mob enhancement, RAN2 discussed the aspect of inter-CU LTM with security key change and views the following options as possible directions (not mutually exclusive or comprehensive) for handling the key change as part of inter-CU LTM cell switch. For reference, Rel-18 intra-CU LTM cell switch procedure at stage-2 level is specified in TS 38.300 clause 9.2.3.5.

	· Specify support for subsequent LTM mobility procedures aiming to avoid RRC configuration between cell switches as per Rel-18 LTM
· Coordination with SA3 needed with respect to security key handling 



Option 1: Use a new information in MAC CE to deliver the security information. Whether the UE uses horizontal or vertical key derivation is derived from this new information in MAC CE (which is currently, neither integrity protected nor ciphered).
	Option 1A:  the NCC value to be used at inter-CU LTM execution is included in the LTM cell switch command  MAC CE.
	Option 1B:  the UE is preconfigured with a list of NCC values  in a ciphered and integrity protected RRC message and the index of an NCC value in the list is included in the LTM cell switch command MAC CE. 

Option 2: Similar to Rel-18 S-CPAC key update mechanism, the UE is preconfigured from the source gNB with a list of NCC values per CU using RRC signalling (that is both integrity protected and ciphered). It is expected that the participating gNBs (CUs) would need to be aware of the list and how the UE applies the list during LTM cell switches: 
Option 2A:  UE chooses the first unused NCC for the target CU upon inter-CU LTM execution.
	Option 2B:  As an alternative to choosing the next unused NCC (as in option 2A), horizontal key derivation is used in this option if the LTM cell switch is between the same two CUs. 


[bookmark: _Hlk166232682]Option 3: After the execution of inter-CU LTM cell switch, the participating gNBs are expected to be updated with new K-gNB* to be used for the next inter-CU LTM cell switch. The UE and CN are aware of how the UE would use the next NCC value.
	Option 3A:  The UE determines the following NCC value to use by itself (e.g., increase by 1) after subsequent inter-CU LTM execution.
	Option 3B:  UE is pre-configured by the CN (via source gNB RRC signalling) with a list of NCC values and the UE chooses the first unused NCC value as the next NCC value.

Option 4: After every inter-CU LTM cell switch execution, the UE is provided via RRC signalling with the NCC value to be used by the UE for key derivation at the next inter-CU LTM cell switch. 

[bookmark: OLE_LINK1]RAN2 assumes that both horizontal and vertical derivation used in L3 handover could be supported for inter-CU LTM.

RAN WG2 agreed also to support mixture of subsequent inter-CU LTM and subsequent intra-CU LTM after an inter-CU or intra-CU LTM switch. Please note that the current number of candidate cells within intra CU case (release 18) is 8. RAN2 did not decide yet the maximum number of candidate cells in Rel-19.

RAN WG 2 will consider Inter-CU with DC configured at a later stage. The above directions are intended for inter-CU LTM without DC case.

2. Actions:
To SA3
ACTION: RAN2 respectfully asks SA3 to take the above information related to security key change for Inter-CU LTM into account and comment on the below questions:
1. RAN2 asks SA3 to consider the needed signalling between participating network nodes for each option and inform RAN2 if any of the above options is not feasible or not acceptable from security perspective and provide modifications that could make that options feasible and acceptable.
2. RAN2 requests SA3 whether, for each option, the change of security algorithm or the change of key set indicator is to be supported for inter-CU LTM.


Examining those options discussed in RAN2, we identified the critical need for clarifications with respect to the 5G security principles and NW signalling perspectives. This response paper provides our view and analysis, to encourage the community to adopt the right solution approach from the beginning. 
Discussion

The main headache is on vertical key derivation (not on horizontal key derivation)
[bookmark: _Hlk166397378]In their brainstorming, RAN2 mentioned they have considered both horizontal and vertical key derivations used in L3 handover. This is true, but we observe that all the listed options focus more on vertical derivation by trying to address how NW configures the UE with the next (unused) NCC value to be used at PCell switch requiring master key update, either via pre-configuration or over-the-fly. 
Vertical derivation relies on the next (different than current) NCC value provided by CN for key derivation. Therefore, it is essential that NW needs to inform the UE of which NCC value to use to locally synchronize NH parameter, either dynamically during PCell switches requiring master key update (Option 1 and Option 4), or through a (somewhat complicated) pre-configuration of a list of NCC info (Option 2 and Option 3). 
However, horizontal derivation occurs over the same NCC, so NW doesn’t even need to convey the next NCC value to the UE. If the source CU prepares Inter-CU LTM using the unused {NH, NCC} pair that was given by CN (i.e. vertical derivation), such an NCC value can be pre-configured to the UE and we can make the UE consecutively execute horizontal key derivations (except for the first Inter-CU LTM, which has to be vertically derived if the NCC value is different to the one already stored) throughout subsequent PCell switches across CUs. This approach can minimize the need for additional and complicated interactions between RAN and UE (as observed in RAN2’s LS), with only a small impact in RAN3 for CN not providing the next {NH, NCC} pair after path switch during Inter-CU LTM. 
Furthermore, we believe that there is no significant security concern with using horizontal derivations across gNBs. Deriving new key horizontally has been the basis of synchronizing master key refresh in the UE and RAN for the connected mobility. On top, vertical key derivation was designed to ensure key separation after 2 hops, preventing an attacker from deriving a target key from a source key after two handovers. However, from 4G, a single node has been evolved to cover and manage up to 256 cells within [2] (in 5G, we have CU/DU split and one CU can cover up to 16384 cells [3]). Typically, there would be many intra-node PCell changes for a UE before crossing the boundary of nodes, and from the current specifications, crossing-node event is the one that triggers vertical key derivation for the next handover (i.e. only when RAN-CN path changes, for which CN provides the new {NH, NCC} pair to the RAN via path switch update). The master keys after two handovers are likely to remain in the same chain most of the time. It is clear that the motivation for vertical derivation diminished from 4G. 
While it is up to SA3 to decide, for Inter-CU LTM, from the above reasons, we think there is no compelling reason to stick to vertical derivation, which requires additional specification efforts for updating NCC in the middle of LTM. The horizontal derivation alone would be sufficient, which aligns well with the LTM concept of RRC configuration upfront for all candidate cells (without additional RRC reconfiguration in the middle), and can be easily extended for cell switches across gNBs with minimal RAN/CN impacts (and no UE impact).
Proposal 1: For Inter-CU LTM master key update, use only horizontal derivation as a basis (except for initial Inter-CU LTM preparation by S-CU).

Pre-configuring a list of NCC values upfront is also a major headache
In Rel-18 S-CPAC, a list of unique SK counter values (per each candidate SN) was agreed to be configured to the UE, based on which the UE selects the first unused SK counter of the selected SN to derive the corresponding SN key to use whenever inter-SN S-CPAC execution happens (to that selected SN). Some options listed in the RAN2 LS [1], particularly Option 2, align with this design approach and thus are talking about the possibility of pre-configuring a list of NCC values upfront to the UE. 
However, from RAN3 perspective, we see some fundamental issues in applying the S-CPAC approach to the design of Inter-CU LTM master key update process. Unlike in Dual Connectivity where a SN key is directly derived from the current master key, the existing security framework does not permit RAN nodes to control over which NCC value to use for the next master key derivation. Instead, a new {NH, NCC} pair is provided by the CN for the next handover, with only one pair provided upon each path switch update. It has been specified that RAN must use any available unused pair for the next key derivation (vertical key derivation). Horizontal key derivation is only possible when no available pair exists.
To support the idea of pre-configuring a list of NCC values upfront, significant impacts are foreseen, especially on RAN and CN in 5GC. Firstly, provisioning multiple {NH, NCC} pairs to the serving RAN from the CN at each path switch does not make sense, as CN (neither RAN) cannot predict if Inter-CU LTM will be the next mobility decision for the UE. This may necessitate additional NGAP procedures for RAN to dynamically request multiple {NH, NCC} pairs from the CN, which deviates significantly from the existing framework and should be avoided.
Furthermore, currently the NCC value range is limited to 0 to 7 [4], allowing for a maximum of 8 different NCC values. However, in reality, the NH corresponding to NCC value 1 is only used in the CN as an initial value to derive the next NH chain. With such a restricted range of NCC values, we are not even sure how NW can pre-configure a "list of NCC values" per each candidate CU basis. The limited range of NCC values could be exhausted after only 8 Inter-CU LTM executions (without even visiting all the pre-configured candidate cells), where the LTM feature itself does not impose any limitation on the number of executions once configured upfront. Consequently, additional RRC reconfiguration may be necessary to support more subsequent PCell switches unless the NCC value range is significantly extended (comparable to the sk-counter value, which can be up to 65535 [3]), which would again deviate significantly from the existing security framework.
Proposal 2: Exclude the idea of pre-configuring a list of NCC values upfront to the UE.

The right solution approach from NW signalling point of view
With respect to the security key handling, the following summarizes the security master key (KNG-RAN) change process in 5G systems [5][6] during handover until Rel-18:
· 5G NAS and AS security contexts (e.g. KAMF, KNG-RAN, NH (Next Hop parameter) and NCC (Next Hop Chaining Counter), etc.) described in [5] are per-UE basis. In other words, those KAMF or KNG-RAN (as their name suggests) does not imply that they are some node-specific security key that can be used for multiple UEs.
· The security key handling during Xn handover has been that it is the source NG-RAN node who computes a new KNG-RAN* using the PCI and frequency ARFCN-DL/EARFCN-DL of the cell in the target NG-RAN node that the UE will be handover to, either by using its current key (i.e. KNG-RAN) in case of the horizontal key derivation or by using the fresh (i.e. unused) NH (Next Hop parameter) in case of vertical key derivation.
· The source NG-RAN node forwards the derived {KNG-RAN*, NCC} to the target, to be used when the UE successfully accesses the target cell.
· If a fresh NH is available for a UE, the source NG-RAN node shall use the vertical key derivation for HO. The fresh NH (and associated NCC value) used for vertical key derivation is computed by AMF (by increasing its locally kept NCC value by one) and provided to the target NG-RAN node during path switch procedure after HO is completed. The received {NH, NCC} pair shall be stored for further handovers of the UE and replace the existing pair if any.
· A UE does not receive a security key over the air. Instead, a UE computes the next master key to use at the target cell. That is, the UE derives a new KNG-RAN* (or may retain the same KNG-RAN based on indication from NW in case of intra-CU handover) depending on NCC value received in the HO command from the target NG-RAN node (whose value is the same to what the target received from the source). If the received NCC value is the same to the one already stored, the UE performs horizontal key derivation, same as the source NG-RAN node. Otherwise, the UE first synchronizes the locally kept NH parameter iteratively until the NCC values match and then performs the vertical key derivation (same as the source NG-RAN node).
· In Rel-16/17, conditional mobility was specified where multiple candidate cells (that may belong to one or more candidate target node(s)) are prepared/pre-configured to the UE for which one of them is selected for access later. For this, the legacy security key mechanism was re-utilized. That is, during the preparation phase, HO signalling is exchanged between the source and a candidate target node individually per each candidate cell basis, where the source derives a new KNG-RAN* for each candidate cell (except ones belonging to the source for which the source may decide to re-use the same master key and indicate the UE to retain the same key), which is provided to each candidate target node accordingly. Their associated NCC value is also sent to each candidate target node and forwarded to the UE, same as legacy.
· Moreover, conditional reconfigurations were specified to be released in the UE and NW (except some special failure case which is rare) once successfully executed and one of candidate cells is selected for access, which means that actual serving cell change (and master key change, if applicable) happens only once.
Compared to the legacy mobility and conditional mobility mechanisms, Rel-19 Inter-CU LTM mobility shall support the initial and subsequent serving PCell change based on a single mobility configuration (i.e. no RRC reconfiguration between PCell switches). This requires supporting consecutive updates of security master key from one node to another node, and so on, as the UE moves between nodes. 
Before handover, the UE applies the target cell configuration, and if it contains the security master key update indication, the UE derives the new master key. This means that the UE master key is derived (if configured to do so) before executing handover, so that the UE can be ready to communicate through the target cell safely and immediately after successfully accessed. From this sense, NW should also be ready to use the right key at the new serving gNB (target) immediately whenever serving PCell changes.
This is also in-line with the previous release handlings. In the legacy HO, NW decided HO for a specific target cell (only one target gNB to consider) and it is executed immediately once configured to the UE. As a result, it was the source (current serving gNB) who derived the next key to use (using the target cell information) and the source sent it to the target during HO preparation. In case of conditional mobility for which is not executed immediately after configured to the UE, the source doesn’t know which target cell (among candidates) will be accessed by the UE. However, the legacy mechanism was re-utilized in a sense that the source (current serving gNB) derives a new key for each candidate target cell in advance and configures them to the potential target gNB(s), before it configures the UE. In the conditional mobilities, any potential target node was made ready to use the right key regardless of which cell the UE accesses to. Since LTM aims the same principle of preparing/pre-configuring one or more candidate target cell(s), a solution for security maser key update process of Rel-19 Inter-CU LTM is better to embrace the same principle.
Proposal 3: Following legacy and previous handover principles, for Inter-CU LTM, a potential target gNB shall be updated with the next master key (derived from the current serving gNB) for the next Inter-CU LTM cell switch, before PCell switch is commanded to the UE by the current serving gNB.
As previously discussed, when the current serving gNB derives the next master keys for potential target gNB(s), horizontal key derivation is sufficient for Inter-CU LTM. 
However, if vertical derivation must be used with an unused available {NH, NCC} pair (provided by CN during path switch update), for key synchronization, NW needs to inform the UE of the NCC value used for vertical derivation. 
Proposal 4: If vertical derivation must be used with an unused available {NH, NCC} pair (provided by CN during path switch update), then for key synchronization, the current serving gNB needs to inform the UE of the NCC value used for vertical derivation. 
In this case, Option 1 (via MAC CE) could be considered from RAN2 LS [1]. Among these options, Option 1B (NCC value indexing via MAC CE) may work fine and effectively circumvent the security concern due to unprotected MAC CE. At least, such dynamic NCC update to the UE when vertical derivation is used by RAN (as opposed to pre-configuring a list of NCC values upfront) does not break the current security framework.
Proposal 5: For such dynamic NCC update, Option 1B (NCC value indexing via MAC CE) may work fine and effectively circumvent the security concern due to unprotected MAC CE.

////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////.
Based on the discussions and observations above, we thus propose to request SA3 to take the above aspects into account when developing the master key update solution for Rel-19 Inter-CU LTM.
Proposal 6: Send LS to SA3 (proposed in Annex), requesting to take the above aspects into account when developing the master key update solution for Rel-19 Inter-CU LTM.

Conclusion
The main headache is on vertical key derivation (not on horizontal key derivation)
Observation 1: All the listed options in RAN2 LS are focusing on addressing “vertical derivation” which requires NW informing the UE of the next NCC value for key synchronization, either dynamically during PCell switches (Option 1 and Option 4), or through a (somewhat complicated) pre-configuration of a list of NCC info (Option 2 and Option 3).
Observation 2: Horizontal derivation doesn’t require conveying next NCC values to the UE, thus no UE impact is foreseen, with only a small impact for CN not providing the next {NH, NCC} pair after path switch during Inter-CU LTM. 
Observation 3: No security concern is observed with horizontal derivation across gNBs, given the rationale for vertical derivation (to ensure key separation after two handovers) has diminished since 4G due to network evolution of a single node covering a large number of cells. The master keys after two handovers are likely to remain in the same chain most of the time. 
Observation 4: Horizontal derivation alone is sufficient for Inter-CU LTM, aligning well with the LTM concept of RRC configuration upfront for all candidate cells (no need to update NCC in the middle of LTM) and also having minimal RAN/CN impacts (with no UE impact).
Proposal 1: For Inter-CU LTM master key update, use only horizontal derivation as a basis (except for initial Inter-CU LTM preparation by S-CU).

Pre-configuring a list of NCC values upfront is also a major headache
Observation 5: From RAN3 perspective, pre-configuring a list of NCC values upfront to the UE (similarly following Rel-18 S-CPAC approach) incurs significant impacts on RAN and CN, because the master key and SN key handlings are fundamentally different, and the current security framework doesn't allow RAN nodes to control NCC value selection.
Observation 6: The current limited NCC value range (0 to 7) would complicate pre-configuration feasibility and may necessitate additional reconfiguration in the middle of LTM, which should be avoided. On the other hand, extending NCC value range (comparable to sk-counter value, which can be up to 65535) deviates significantly from the existing security framework.
Proposal 2: Exclude the idea of pre-configuring a list of NCC values upfront to the UE.

The right solution approach from NW signalling point of view
Observation 7: With respect to the security key handling, the following summarizes the security master key (KNG-RAN) change process in 5G systems [5][6] during handover until Rel-18:
· 5G NAS and AS security contexts (e.g. KAMF, KNG-RAN, NH (Next Hop parameter) and NCC (Next Hop Chaining Counter), etc.) described in [5] are per-UE basis. In other words, those KAMF or KNG-RAN (as their name suggests) does not imply that they are some node-specific security key that can be used for multiple UEs.
· The security key handling during Xn handover has been that it is the source NG-RAN node who computes a new KNG-RAN* using the PCI and frequency ARFCN-DL/EARFCN-DL of the cell in the target NG-RAN node that the UE will be handover to, either by using its current key (i.e. KNG-RAN) in case of the horizontal key derivation or by using the fresh (i.e. unused) NH (Next Hop parameter) in case of vertical key derivation.
· The source NG-RAN node forwards the derived {KNG-RAN*, NCC} to the target, to be used when the UE successfully accesses the target cell.
· If a fresh NH is available for a UE, the source NG-RAN node shall use the vertical key derivation for HO. The fresh NH (and associated NCC value) used for vertical key derivation is computed by AMF (by increasing its locally kept NCC value by one) and provided to the target NG-RAN node during path switch procedure after HO is completed. The received {NH, NCC} pair shall be stored for further handovers of the UE and replace the existing pair if any.
· A UE does not receive a security key over the air. Instead, a UE computes the next master key to use at the target cell. That is, the UE derives a new KNG-RAN* (or may retain the same KNG-RAN based on indication from NW in case of intra-CU handover) depending on NCC value received in the HO command from the target NG-RAN node (whose value is the same to what the target received from the source). If the received NCC value is the same to the one already stored, the UE performs horizontal key derivation, same as the source NG-RAN node. Otherwise, the UE first synchronizes the locally kept NH parameter iteratively until the NCC values match and then performs the vertical key derivation (same as the source NG-RAN node).
· In Rel-16/17, conditional mobility was specified where multiple candidate cells (that may belong to one or more candidate target node(s)) are prepared/pre-configured to the UE for which one of them is selected for access later. For this, the legacy security key mechanism was re-utilized. That is, during the preparation phase, HO signalling is exchanged between the source and a candidate target node individually per each candidate cell basis, where the source derives a new KNG-RAN* for each candidate cell (except ones belonging to the source for which the source may decide to re-use the same master key and indicate the UE to retain the same key), which is provided to each candidate target node accordingly. Their associated NCC value is also sent to each candidate target node and forwarded to the UE, same as legacy.
· Moreover, conditional reconfigurations were specified to be released in the UE and NW (except some special failure case which is rare) once successfully executed and one of candidate cells is selected for access, which means that actual serving cell change (and master key change, if applicable) happens only once.
Observation 8: To align with legacy and conditional mobility principles summarized above, for Rel-19 Inter-CU LTM, the current serving gNB should derive and pre-configure potential target gNB(s) with the next master key to be used before UE handover, so that any potential target gNB can be made ready to use the right key regardless of which cell the UE accesses to.
Proposal 3: Following legacy and previous handover principles, for Inter-CU LTM, a potential target gNB shall be updated with the next master key (derived from the current serving gNB) for the next Inter-CU LTM cell switch, before PCell switch is commanded to the UE by the current serving gNB.
Proposal 4: If vertical derivation must be used with an unused available {NH, NCC} pair (provided by CN during path switch update), then for key synchronization, the current serving gNB needs to inform the UE of the NCC value used for vertical derivation. 
Proposal 5: For such dynamic NCC update, Option 1B (NCC value indexing via MAC CE) may work fine and effectively circumvent the security concern due to unprotected MAC CE.

/////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////
Based on the discussions and observations above, we thus propose to request SA3 to take the above aspects into account when developing the master key update solution for Rel-19 Inter-CU LTM.
Proposal 6: Send LS to SA3 (proposed in Annex), requesting to take the above aspects into account when developing the master key update solution for Rel-19 Inter-CU LTM.

Reference
[1] R3-243114/R2-2404037, LS on security handling for inter-CU LTM in non-DC cases, RAN2
[2] TS 36.423, E-UTRAN; X2 application protocol (X2AP)
[3] TS 38.423, NG-RAN; Xn Application Protocol (XnAP)
[4] TS 38.413, NG-RAN; NG Application Protocol (NGAP)
[5] TS 33.501, Security architecture and procedures for 5G system
[6] TS 38.331, Radio Resource Control (RRC) protocol specification


[bookmark: _Hlk145750837]Annex: [DRAFT] LS to SA3

Title:	[Draft] RAN3 feedbacks on security handling for inter-CU LTM in non-DC cases
Response to:	R3-243114/R2-2404037 LS on security handling for inter-CU LTM in non-DC cases
Release:	Rel-19
Work Item:	NR_Mob_Ph4-Core
Source:	LG Electronics Inc. [To be RAN3]
To:	SA3
Cc:	RAN2

Contact Person:
Name: 	Jaemin Han
E-mail Address: 	jaeminh.han@lge.com

Send any reply LS to:           3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org

Attachments:	None



1. Overall Description:
For Rel-19 Inter-CU LTM security master key handling, RAN3 thanks RAN2 for their preliminary discussions on potential solution directions from UE perspective (not mutually exclusive or comprehensive), and their LS (R3-243114/R2-2404037) asking for consultations from SA3. 
For the solution direction, RAN3 understands that
· All the listed options in the RAN2 LS are focusing on addressing “vertical derivation” which requires NW informing the UE of the next NCC value for key synchronization, either dynamically during PCell switches (Option 1 and Option 4), or through a (somewhat complicated) pre-configuration of a list of NCC info (Option 2 and Option 3).
· Horizontal derivation alone is sufficient for Inter-CU LTM, aligning well with the LTM concept of RRC configuration upfront for all candidate cells (no need to update NCC in the middle of LTM) and also having minimal RAN/CN impacts. Horizontal derivation doesn’t require conveying next NCC values to the UE, thus no UE impact is foreseen, with only a small impact for CN not providing the next {NH, NCC} pair after path switch during Inter-CU LTM.
· No security concern is observed with horizontal derivation across gNBs, given the rationale for vertical derivation (to ensure key separation after two handovers) has diminished since 4G due to network evolution of a single node covering a large number of cells (master keys after two handovers are likely to remain in the same chain most of the time)
· From RAN3 perspective, pre-configuring a list of NCC values upfront to the UE (similarly following Rel-18 S-CPAC approach) is observed to incur significant impacts on RAN and CN, because the master key and SN key handlings are fundamentally different, and the current security framework doesn't allow RAN nodes to control NCC value selection.
· Following legacy and previous handover principles, for Inter-CU LTM, a potential target gNB shall be updated with the next master key (derived from the current serving gNB) for the next Inter-CU LTM cell switch, before PCell switch is commanded to the UE by the current serving gNB.
· If vertical derivation must be used with an unused available {NH, NCC} pair (provided by CN during path switch update), then for key synchronization, the current serving gNB needs to inform the UE of the NCC value used for vertical derivation.
With this, RAN3 respectively requests SA3 to take the above information and feedbacks from RAN3 into account when discussing the solution for master key update process in Rel-19 Inter-CU LTM.

2. Actions:
To SA3
ACTION: 	RAN3 kindly asks SA3 to take the above information and feedbacks from RAN3 into account for their discussion of the solution for master key update process in Rel-19 Inter-CU LTM. 

3. Date of Next TSG-RAN WG3 Meetings:
TSG RAN3 Meeting #125 	August 19th – 23rd, 2024 				Maastricht, Netherlands
TSG RAN3 Meeting #125bis	October 14th – 18th, 2024 			China (TBC)




