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1 Introduction

In order to “produce viable security solutions in the Rel-19 timeframe” [1] for Store and Forward operation, SA3 is asking SA2, RAN2 and RAN3 to indicate in which direction Rel-19 architectural choices will be heading [1]. There are currently some 20 Store and Forward (S&F) solutions studied by SA WGs as documented in [2], so any guidance RAN3 can formulate to SA3 may be beneficial.
S&F architecture in itself is not within RAN3 scope, but none the less we will provide some general considerations and attempt to formulate a way forward.
2 Discussion
In NTN, S&F operation provides communication services to a UE while the serving satellite is not simultaneously connected to the ground network via feeder link or ISL. For UL, "store" refers to on-board storage of UL information from UE and "forward" refers to forwarding of stored UL information to the ground network. For the case of DL, "store" refers to on-board storage of DL information from the ground network and "forward" refers to forwarding of stored DL information to the UE. [2] In general, S&F operation involves deploying one or more (or part of) core network functions in the satellite payload, and it assumes a regenerative payload with gNB(eNB) on board.
Observation 1: S&F operation involves deploying one or more (or part of) core network functions in the satellite payload, assuming a gNB(eNB) on board.

S&F as such is out of RAN3 scope (it is in fact being studied by SA WGs, and the corresponding solutions are documented in [2]). The issues being studied include e.g. minimum necessary set of CN network functions to be embarked on the satellite, potential impacts on IMS procedures, managing UE-satellite-UE communications, and others. Potential solutions are assumed to minimize UE, RAN, CN or IMS impacts, support regulatory requirements and PLMN country or regional service restrictions. [2]
Considering that the study assumes a gNB on board the satellite, there seems to be indeed no impact on RAN3.

Proposal 1: S&F as currently studied by SA WGs seems to be out of RAN3 scope.

None the less, we believe RAN3 may be able to formulate some considerations that may be of use to SA3.

Let us consider one of the many solutions currently studied in [2], Solution #11
. This solution (see Figure 1 [2]) involves embarking an MME on the satellite (MME-NT). The MME-NT manages existing MME functionality when the satellite is not connected to the ground, and it synchronizes with a terrestrial MME (MME-T) when the satellite is connected.
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Figure 1 S&F operation with an embarked MME-T [2].

The S10’ interface between MME-T and the MME-NT is transported over the satellite radio interface (SRI) between the satellite and the NTN GW on the ground. This is the same feeder link that carries the S1 interface between the eNB on board and the MME on the ground.
The same would happen if embarking any core network function on the satellite: the logical interface(s) it terminates will use the SRI as transport
. Embarking the S-GW would result in S11 and S5 being transported over the SRI, embarking the HSS would result in S6a being transported, and so on.
Observation 2: When embarking one or more core network function(s) on the satellite, the logical interface(s) terminated by such function(s) will be transported over the SRI alongside S1 (or NG).
So, in all these cases, regardless of the solution chosen by SA2, the SRI becomes an even more critical link in the transport network, also in terms of security. It seems safe for RAN3 to assume that any solution (provided by SA3) which secures NG(S1) over the SRI will also secure any interfaces to the network functions needed for S&F operation, which are hosted in the satellite payload.
Proposal 2: RAN3 should assume that any solution, provided by SA3, which secures NG/S1 over the SRI will also secure any interface(s) to the network function(s) hosted in the satellite payload for S&F operation.

We provide a draft reply LS [3] for further discussion and agreement if possible.

Proposal 3: Discuss, revise, and if possible, agree the provided draft reply LS.
3 Conclusions and Proposals
Our observations and proposals are summarized below.
Observation 1: S&F operation involves deploying one or more (or part of) core network functions in the satellite payload, assuming a gNB(eNB) on board.

Proposal 1: S&F as currently studied by SA WGs seems to be out of RAN3 scope.

Observation 2: When embarking one or more core network function(s) on the satellite, the logical interface(s) terminated by such function(s) will be transported over the SRI alongside S1 (or NG).

Proposal 2: RAN3 should assume that any solution, provided by SA3, which secures NG/S1 over the SRI will also secure any interface(s) to the network function(s) hosted in the satellite payload for S&F operation.
Proposal 3: Discuss, revise, and if possible, agree the provided draft reply LS.
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� The reason we choose to discuss this one in particular is not related to its merit with respect to others (such a comparison would be out of RAN3 scope), but simply because it is easier to discuss in RAN3 terms.


� If ISLs are deployed between satellites, they can be assumed to be transport links, like the SRI. It is then possible that an implementation may use ISL to transport the logical interface(s) terminated in a satellite through the ISL toward another satellite and then to the ground through the SRI, e.g. for redundancy in case one of the feeder links is interrupted.
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