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Background
In this paper, we provide our views on paging, device context management and data transport for AIoT.
Discussion
AIoT Paging

RAN2 agreements:
Legacy paging message for device will not be supported.  
Legacy paging occasion and legacy DRX for the device is not supported.  This doesn’t preclude solutions that address device monitoring (taking into account discussions from RAN1 as well).
RAN2 assumes that the device will not support tracking/RAN area update procedure.    
For the case of reaching single or group of devices, an identifier may be required to identify the device/group of devices in the trigger message.   FFS pending the details from SA2.
RAN2 will support two use cases, “inventory” and “command”.  The definition, detailed wording is FFS.
We will study the support of both “inventory” and “command” in the same procedure.  

RAN3 agreements:

“AIoT Paging” can be used to reach one or more devices for identified AIoT services (e.g., inventory, command)

FFS content of Inventory and Command

As it can be seen from the above RAN2/RAN3 agreements, legacy Paging doesn’t apply to AIoT. Further to distinguish from legacy Paging, RAN3 used the term “AIoT Paging” which was agreed to be a mechanism to reach one or more devices for AIoT services such as inventory, command.

[bookmark: _Toc165556867][bookmark: _Toc165625427]RAN2 agreed that the legacy paging mechanism defined in NR doesn’t apply to AIoT

[bookmark: _Toc165556868][bookmark: _Toc165625428]Both RAN2 and RAN3 agreed to support Inventory and Command use cases and that “AIoT Paging” is a mechanism to reach one or more AIoT devices for the Inventory/Command use cases.
Further, there is an ongoing discussion in RAN3 (and in SA2) on the architecture, Reader’s protocol stack, interface between the Reader and AIoT CN node, data transport (control plane vs. user plane). In our view, RAN3 should study on the contents of the Inventory/Command messages exchanged between the AIoT CN node and Reader agnostic of the interface/architecture/transport discussion. We therefore have the following proposal:

[bookmark: _Toc165556870][bookmark: _Toc165557165][bookmark: _Toc165625443]RAN3 to study the Inventory and Command use cases and focus on the contents of Inventory/Command messages between the AIoT CN node and Reader for both Topology 1 and 2, agnostic of the interface/architecture/transport discussion.
Inventory

In our understanding (and as per ongoing discussions in SA2), Inventory refers to a process through which the identity of all or a subset of AIoT Devices in range of a reader can be identified. We therefore propose the following:
[bookmark: _Toc165625444]Capture in TR the definition of Inventory: “Inventory refers to a process through which the identity of all or a subset of AIoT Devices in range of a reader can be identified”.

SA2 is discussing aspects such as how the Application Function (AF) initiates the inventory process and what kind of information it provides to the AIoT CN node. For example, AF can provide the following:
· Filter Criteria (e.g., product category, area) to limit the inventory to AIoT Devices matching those criteria (e.g., only Pepsi cans in a warehouse).
· a periodicity value to request the inventory to be performed periodically.
· a list of reader IDs to limit the inventory to specific Readers.
AIoT CN node might limit the inventory to specific Readers (if AF requests it) or can select Readers on its own. Irrespective of that, once the Reader(s) are selected, the AIoT CN node sends the Inventory Request to those Reader(s). 
Each Reader that received the Inventory Request from the AIoT Controller performs the Inventory procedure towards the AIoT device. The Readers collects the Device IDs and provides the Device IDs to the AIoT Controller. The Readers may further provide some enrichment data e.g., the Reader ID to the AIoT CN node.
Further, in our view the Readers can either perform a one-time inventory or perform the inventory periodically (if a periodicity value is received from the AIoT CN node).
The inventory procedure is captured in the Figure 1 below.


Figure 1: Inventory procedure
Based on the discussion above, we have the following proposal: 

[bookmark: _Toc165557166][bookmark: _Toc165625445]For requesting inventory, AIoT CN node sends at least the following to the Reader:
0. [bookmark: _Toc165557167][bookmark: _Toc165625446]Filter Criteria (e.g., product category, devices in a certain area)
0. [bookmark: _Toc165557168][bookmark: _Toc165625447]Periodicity


[bookmark: _Toc165557169][bookmark: _Toc165625448]After performing inventory, Reader sends at least the following to the AIoT CN node:
0. [bookmark: _Toc165557170][bookmark: _Toc165625449]Device ID(s). FFS the format of Device ID.
0. [bookmark: _Toc165557171][bookmark: _Toc165625450]Enrichment data (e.g., the Reader ID)

[bookmark: _Toc165625451]Readers can either perform a one-time inventory or perform the inventory periodically (if a periodicity is received from AIoT CN node).
Command

In our understanding (and as per ongoing discussions in SA2), Command refers to an instruction sent by an AF to an AIoT Device. Example instructions can be Read (Reading data from an AIoT Device), Write (Writing data to an AIoT Device) or Disable (Disable an AIoT Device temporarily or permanently).
[bookmark: _Toc165625452]Similarly, in our understanding, AIoT Device responds to the Command and can either simply include an acknowledgement or data (e.g. in case of the Read operation). We refer to this as Command Response.

[bookmark: _Toc165625453]Capture in TR the definition of Command: “Refers to an instruction sent by an AF to an AIoT Device. Examples of Command can be “Read” (Reading data from an AIoT Device), “Write” (Writing data to an AIoT Device) or “Disable” (Disable an AIoT Device temporarily or permanently)”


[bookmark: _Toc165625454]Capture in TR the definition of Command Response: “Refers to the message sent by an AIoT Device in response to a Command. This may include an acknowledgement and optionally data (e.g. in case of the Read operation).

Upon receiving the Command from the AF, the AIoT CN node determines the list of Readers to use for sending the Command taking the Reader IDs (if provided by the AF) and any stored information (e.g., about the last known Reader for specific Device IDs) into account. 
Then, the AIoT CN node provides the Command and the Device IDs or Filter Criteria (whichever has been provided by the AF) to the Readers.
Each Reader that receives the Command request from the AIoT CN node, sends the Command to the AIoT Devices. The AIoT Device(s) respond to the Reader and provide a Command Response. The Readers send the received Command Response(s) to the AIoT CN node. The Readers may optionally include Enrichment Data. This is captured in Figure 2.



[bookmark: _Toc165557172][bookmark: _Toc165625455]For Command, AIoT CN node sends at least the following to the Reader:
0. [bookmark: _Toc165557173][bookmark: _Toc165625456]Command (e.g., Read/Write/Disable)
0. [bookmark: _Toc165557174][bookmark: _Toc165625457]Device ID(s) or Filter Criteria

[bookmark: _Toc165557175][bookmark: _Toc165625458]Command Response sent between the Reader and the AIoT CN node contains at least the following:
0. [bookmark: _Toc165557176][bookmark: _Toc165625459]Command Response
0. [bookmark: _Toc165557177][bookmark: _Toc165625460]Enrichment data
Device context management

In current NR specifications, UE context management refers to procedures related to setup/release/modification of UE context at the NG-RAN and AMF during state transitions and during mobility.
 
Once there is a RRC connection established between a UE and an NG-RAN, the NG-RAN becomes aware of the UE AS context (e.g., L2 configurations), AS security context, bearer context (e.g., DRB/SRB) and maintains them as long as the UE is in RRC_CONNECTED (some of them in RRC_INACTIVE as well). NG-RAN further will allocate some UE identifiers (e.g., the C-RNTI, RAN UE NGAP ID) to send UE-specific signaling over different interfaces (over RRC, NGAP).
 
Once there is a NAS connection established between a UE and an AMF, the AMF becomes aware of the UE NAS-MM context, NAS security context and maintains it until the UE detaches or deregisters. AMF further will allocate some UE identifiers (e.g., the AMF UE NGAP ID) to send UE-specific signaling over NGAP to NG-RAN.
[bookmark: _Toc165625429]In NR, UE context included several things such as: 
· [bookmark: _Toc165625430]UE identifiers over air interface (e.g., C-RNTI)
· [bookmark: _Toc165625434]UE identifiers over backhaul interface (e.g., AMF UE NGAP ID or RAN UE NGAP ID to uniquely the identify the UE over the NG interface)
· [bookmark: _Toc165625431]AS configurations
· [bookmark: _Toc165625432]AS/NAS security context
· [bookmark: _Toc165625433]Radio Bearer context
· PDU session context

[bookmark: _Toc165625435]In NR, UE context is established/released depending on the RRC/NAS CM state.
· [bookmark: _Toc165625436]UE context is established at NG-RAN and AMF upon UE establishing an RRC/NAS connection. 
· [bookmark: _Toc165625437]UE context is released at NG-RAN upon UE going to RRC_IDLE.
· [bookmark: _Toc165625438]UE context is maintained at AMF (for both CM_IDLE/CM_CONNECTED states) even if UE goes to RRC_IDLE and is maintained unless UE deregisters or detaches.
For AIoT, it is not yet clear what the “device context” would look like and whether if it even needs to be maintained/managed. 
We therefore think RAN3 should study what is meant by AIoT device context, whether there are benefits in maintaining the AIoT device context (or a subset of it), which entity (Reader or AIoT CN node) should maintain the AIoT device context, when should the device context be established/released/modified etc.

[bookmark: _Toc165625461]RAN3 should study the following:
· [bookmark: _Toc165625462]What is AIoT device context?
· [bookmark: _Toc165625463]Whether there are benefits in maintaining the AIoT device context (or a subset of it)?
· [bookmark: _Toc165625464]Which entity (Reader or AIoT CN node or both) should maintain the AIoT device context?
· [bookmark: _Toc165625465]When should the device context be established/released/modified etc.?

Further we think RAN3 should study what is Reader context and whether it needs to be maintained along with the device context. 

Reader context can include any information related to the Reader e.g.., the Reader’s identifier, Reader’s configurations, association between Reader and devices. 

As discussed in section 2.1.1, during inventory, the Reader provides the device ID(s) and possibly enrichment data (e.g., Reader ID) to the AIoT CN node. It might be beneficial to store the Reader-Device association in the AIoT CN node so that the AIoT CN node use this knowledge in the future e.g., for Reader selection. For example, upon receiving a Command to a specific device, the AIoT CN node can use the last associated Reader to reach the device instead of blindly selecting multiple readers to send the Command.


RAN3 should also study “Reader context” (e.g., Reader ID, Reader configurations, AIoT devices inventoried by the Reader) and whether there are any benefits in maintaining the Reader context in the AIoT CN node.

Capture in TR that “it might be beneficial to store the Reader-Device association in the AIoT CN node so that the AIoT CN node use this knowledge in the future e.g., for Reader selection”.

SA2 is still discussing whether the AIoT controller (or a 5GC entity) needs to be aware of an individual AIoT device and would thereby need to create a logical association to communicate with the AIoT device (i.e., similar to NAS signaling).
SA2 is still discussing whether the AIoT CN node is aware of an individual AIoT device and would need to create a logical association to communicate with the AIoT device.
Wait for SA2 before discussing whether any AIoT device context needs to be managed in the AIoT CN node.

Data transport

In the last meeting, there were differing views on what “AIoT data” referred to. Some companies believed only the Command Response should be considered as AIoT data. Whereas in our view, both Inventory Response (including the device ID) and Command Response (which is sent in response to a Command) should be considered as AIoT data. 
RAN2 also hinted along the same lines with the following agreement last meeting:
Baseline procedure:
- Step A: Based on the service request, the reader sends the Initial Trigger Message indicating device(s) that need to respond; Details FFS
Step B: Triggered device(s) performs the random access-like procedure, if needed; Details FFS
Step C: The device may perform the data communication with the reader as needed, Details FFS
FFS if Initial Trigger Message can also include “command”.  

[bookmark: _Toc165625467]Capture in TR what is meant by AIoT data “AIoT data is information sent from AIoT device to AF and can include Device ID, Command Response etc.”

Whether to use control-plane or user-plane for transporting the AIoT data is one of the open issues. As we discussed in detail in our paper in agenda item 16.2, we think we should define a new protocol “R-AP” (Reader-Application Protocol) for Reader to communicate with AIoT CN node in both Topology 1 and 2. This R-AP protocol should carry the AIoT data i.e., Inventory Response and Command Response.

[bookmark: _Toc165625468]Define a new radio network layer protocol “R-AP (Reader-Application Protocol)” for Reader to carry the AIoT data (such as Device ID, Command Response) to the AIoT CN node.

For Topology 1, AIoT RAN node can use it backhaul IP connectivity to transport the AIoT data to the AIoT CN node (i.e., carry R-AP over IP). Whereas for Topology 2, UE Reader can use IP (i.e., establish a PDU session till UPF) or use control plane signaling (e.g., NAS) to transport the AIoT data to the AIoT CN node. As discussed in detail in our companion paper in agenda item 16.2, using a user-plane solution (i.e., carrying R-AP over IP) can achieve a common solution for both Topology 1 and Topology 2.

[bookmark: _Toc165625440]Observation 7: For Topology 1, AIoT RAN node can use it backhaul IP connectivity to transport the AIoT data to the AIoT CN node.

[bookmark: _Toc165625441]Observation 8: For Topology 2, UE Reader can use IP (i.e., establish a PDU session till UPF) or use control plane signaling (e.g., NAS) to transport the AIoT data to the AIoT CN node.

[bookmark: _Toc165625442]Observation 9: Using a user-plane solution (i.e., carrying R-AP over IP) can achieve a common solution for both Topology 1 and Topology 2.
[bookmark: _Toc165625469]RAN3 adopts a user-plane (IP based) solution for transporting AIoT data to the AIoT CN node for both Topology 1 and Topology 2.






Summary 
General
Observation 1: RAN2 agreed that the legacy paging mechanism defined in NR doesn’t apply to AIoT
Observation 2: Both RAN2 and RAN3 agreed to support Inventory and Command use cases and that “AIoT Paging” is a mechanism to reach one or more AIoT devices for the Inventory/Command use cases.
Proposal 1: RAN3 to study the Inventory and Command use cases and focus on the contents of Inventory/Command messages between the AIoT CN node and Reader for both Topology 1 and 2, agnostic of the interface/architecture/transport discussion.
Inventory
Proposal 2: Capture in TR the definition of Inventory: “Inventory refers to a process through which the identity of all or a subset of AIoT Devices in range of a reader can be identified”.
Proposal 3: For requesting inventory, AIoT CN node sends at least the following to the Reader:
a. Filter Criteria (e.g., product category, devices in a certain area)
b. Periodicity
Proposal 4: After performing inventory, Reader sends at least the following to the AIoT CN node:
a. Device ID(s). FFS the format of Device ID.
b. Enrichment data (e.g., the Reader ID)
Proposal 5: Readers can either perform a one-time inventory or perform the inventory periodically (if a periodicity is received from AIoT CN node).
Command
Proposal 6:  Capture in TR the definition of Command: “Command refers to an instruction sent by an AF to an AIoT Device. Examples of Command can be “Read” (Reading data from an AIoT Device), “Write” (Writing data to an AIoT Device) or “Disable” (Disable an AIoT Device temporarily or permanently)”
Proposal 7:  Capture in TR the definition of Command Response: “Refers to the message sent by an AIoT Device in response to a Command. This may include an acknowledgement and optionally data (e.g. in case of the Read operation)”.
Proposal 8: For Command, AIoT CN node sends at least the following to the Reader:
a. Command (e.g., Read/Write/Disable)
b. Device ID(s) or Filter Criteria

Proposal 9: Command Response sent between the Reader and the AIoT CN node contains at least the following:
a. Command Response
b. Enrichment data

Device context management
Observation 3: In NR, UE context included several things such as: 
· UE identifiers over air interface (e.g., C-RNTI)
· UE identifiers over backhaul interface (e.g., AMF UE NGAP ID or RAN UE NGAP ID to uniquely the identify the UE over the NG interface)
· AS configurations
· AS/NAS security context
· Radio Bearer context
· PDU session context

Observation 4: In NR, UE context is established/released depending on the RRC/CM state.
· UE context is established at NG-RAN and AMF upon UE establishing an RRC/NAS connection. 
· UE context is released at NG-RAN upon UE going to RRC_IDLE.
· UE context is maintained at AMF even if UE goes to RRC_IDLE and is maintained unless UE deregisters or detaches.

Observation 5: It is not yet clear what device context means in the context of AIoT and whether if it even needs to be maintained/managed.
Proposal 10: RAN3 should study the following:
· What is AIoT device context?
· Whether there are benefits in maintaining the AIoT device context (or a subset of it)?
· Which entity (Reader or AIoT CN node or both) should maintain the AIoT device context?
· When should the device context be established/released/modified etc.?

Proposal 11: RAN3 should also study “Reader context” (e.g., Reader ID, Reader configurations, AIoT devices inventoried by the Reader) and whether there are any benefits in maintaining the Reader context in the AIoT CN node.
Proposal 12: Capture in TR that “it might be beneficial to store the Reader-Device association in the AIoT CN node so that the AIoT CN node use this knowledge in the future e.g., for Reader selection”.
Observation 6: SA2 is still discussing whether the AIoT CN node is aware of an individual AIoT device and would need to create a logical association to communicate with the AIoT device.
Proposal 13: Wait for SA2 before discussing whether any AIoT device context needs to be managed in the AIoT CN node.

Data transport
Proposal 14: Capture in TR what is meant by AIoT data “AIoT data is information sent from AIoT device to AF and can include Device ID, Command Response etc.”
Proposal 15: Define a new radio network layer protocol “R-AP (Reader-Application Protocol)” for Reader to carry the AIoT data (such as Device ID, Command Response) to the AIoT CN node.
Observation 7: For Topology 1, AIoT RAN node can use it backhaul IP connectivity to transport the AIoT data to the AIoT CN node.
Observation 8: For Topology 2, UE Reader can use IP (i.e., establish a PDU session till UPF) or use control plane signaling (e.g., NAS) to transport the AIoT data to the AIoT CN node.
Observation 9: Using a user-plane solution (i.e., carrying R-AP over IP) can achieve a common solution for both Topology 1 and Topology 2.
Proposal 16: RAN3 adopts a user-plane (IP based) solution for transporting AIoT data to the AIoT CN node for both Topology 1 and Topology 2.
Proposal 17: Agree the TP to 38.769 in Annex.
4 Annex: TP to 38.769
[bookmark: _Toc160111600]6.3	Impacts on CN-RAN interface
Editor’s note: Corresponds to the first RAN3 objective in the SID, to identify necessary impacts on signaling and procedures for CN-RAN interface.
6.3.1	General
6.3.2	Inventory
Inventory refers to a process through which the identity of all or a subset of AIoT Devices in the range of a reader can be identified.
For requesting inventory, AIoT CN node sends at least a Filter Criteria and Periodicity to the Reader over the R-AP protocol. After performing inventory, Reader sends at least the Device ID(s) and enrichment data to the AIoT CN node over the R-AP protocol. FFS the format of Device ID. FFS details of Enrichment data.
Readers can either perform a one-time inventory or perform the inventory periodically (if a periodicity is received from AIoT CN node).
6.3.2	Command

Command refers to an instruction sent by an AF to an AIoT Device. Examples of Command can be “Read” (Reading data from an AIoT Device), “Write” (Writing data to an AIoT Device) or “Disable” (Disable an AIoT Device temporarily or permanently)”
Command Response refers to the message sent by an AIoT Device in response to a Command. This may include an acknowledgement and optionally data (e.g. in case of the Read operation).
For Command, AIoT CN node sends at least the Command (e.g., Read/Write/Disable), Device ID(s) or Filter Criteria to the Reader. In response, the Reader sends the Command Response and optionally enrichment data to the AIoT CN node. FFS details of enrichment data.
6.3.3	Device context management

RAN3 will study the following:
· What is AIoT device context e.g, whether it includes AIoT device identifiers, AIoT radio configurations, security context, bearer context.
· Whether there are benefits in maintaining the AIoT device context (or a subset of it)
· Which entity (Reader or AIoT CN node or both) should maintain the AIoT device context
· When should the device context be established/released/modified etc.?

RAN3 will also study whether there are any benefits in maintaining the Reader context in the AIoT CN node. Reader context can include a Reader ID, Reader’s configurations, AIoT devices inventoried by the Reader etc.
It might be beneficial to store the Reader-Device association in the AIoT CN node so that the AIoT CN node use this knowledge in the future e.g., for Reader selection.
6.3.4	Data transport

AIoT data is information sent from AIoT device to AF and can include Device ID, Command Response etc.  AIoT data is sent from AIoT device to Reader, which forwards it to the AIoT CN node, which then forwards it to the AF.
The radio network layer protocol “R-AP (Reader-Application Protocol)” defined in section 6.4 on RAN Architecture aspects is used by the Reader to transport the AIoT data to the AIoT CN node.
A user-plane solution (R-AP over IP) is used by the Reader to transport the AIoT data to the AIoT CN node for both Topology 1 and Topology 2. 
In Topology 1, the Reader uses its backhaul IP connectivity to send the AIoT data to the AIoT CN node. 
In Topology 2, the Reader (which is collocated with a UE) establishes a PDU session to send AIoT data to UPF, which forwards it to the AIoT CN node.
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