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1. Introduction
In RAN2#125-bis, the following assumptions were agreed [1]:
RAN2 assumptions:

1. S&F implies that at least the full eNB will be onboard

2. An IoT NTN network shall be able to inform UE(s) whether S&F Satellite operation is applied, either via NAS or AS (wait for SA2 progress on this)

3.
The S&F satellite operation is common for NB-IoT and eMTC.

4.
The S&F satellite operation is applied to both CP solution and UP solution (for the UP solution pending on SA2 conclusions on the architecture)
This paper is aimed to present several considerations on the S&F satellite operation based on the assumptions.
2. Discussion
2.1. Access control for store & forward

When the feeder link is unavailable, the satellite may perform the S&F satellite operation, wherein the satellite may not be able to honour user data traffic from all the devices in its coverage area, and thus may need to limit use of the S&F satellite operation to selected users, applications and/or circumstances. This limitation may be due to the size of the storage in the satellite, and/or may be due to subscriptions and billing (i.e., only subscribed/paid users can use the operation). Therefore, the network system may need to provide a control scheme for devices to allow only such selected users to access to the cell while the feeder link is unavailable. 

Some of the requirements specified in [2] show:
[PR 5.1.6-002] The 5G system with satellite access shall be able to inform a UE that "store and forward" operation is applied.
[PR.5.1.6-010] A 5G system with satellite access supporting S&F Satellite operation, shall support mechanisms to authorize subscribers for receiving services when the network is in S&F Satellite operation.

[PR 5.4.6-003] The 5G system with satellite access shall support mechanisms to authenticate and authorize a UE for the Store & Forward Satellite operation.
These requirements indicate that only UEs that have valid subscriptions to the S&F satellite operation will be authenticated/authorized. It is ideal to introduce a mechanism that allows only subscribed UEs to access to the satellite under the S&F satellite operation.

The RAN2 assumptions assume that the way to inform the S&F satellite operation mode for the UEs may be NAS or AS. One benefit of use of NAS is that only relevant UEs (e.g., subscribed UEs) can receive the information/indication of the S&F satellite operation mode. On the other hand, because of its unicast nature, the NAS signalling would be expected to have a relatively large signalling overhead compared to AS solutions using broadcast, especially when the number of UEs under the coverage is large. Furthermore, the NAS solution used under no available feeder link will enforce the satellite to have some on-board core network functions (e.g., MME-NT for split-MME architecture). While understanding that the NAS solution should be discussed in SA2, we recommend that RAN2 study AS solutions in parallel.
For AS-based solutions to indicate the S&F satellite operation mode, cell barring may be used by introducing a new cell barring parameter for S&F. Similar to the other existing cell barring mechanisms, UEs that do not support the S&F satellite operation may be unconditionally barred, while UEs supporting the S&F satellite operation may not be barred. Another possible approach to control access of subscribed/unsubscribed UEs may be by access control, such as universal access control (UAC). In the case of UAC, the S&F Satellite operation may be mapped to an existing access category (e.g., delay tolerant) or to a new access category, and UEs that meet requirements (e.g., possessing a valid subscription for S&F Satellite access) may be allowed for access. This approach of using access control may be jointly used with or alternative the cell barring mechanism mentioned above. 
Proposal 1: In parallel with NAS solutions that SA2 may explore, study the AS solutions for informing UEs under coverage of the S&F satellite operation mode. Consider using cell barring mechanism and/or the access control scheme (e.g., UAC).

2.2. AS Security for Store & Forward
[2] also specifies the following requirement:

[PR 5.1.6-006] The 5G system with satellite access shall be able to provide integrity protection and confidentiality for communications between an authorized UE and the network when store and forward operation is applied.
In addition, SA2 agreed on the following principles for evaluation of KI#2 [3]: 
It is proposed to evaluate the support of Store & Forward Satellite operation (key issue#2) following the principles below:

1. Support of single and multi-satellites.

2. Support of Roaming (the definition of roaming in S&F Satellite operation shall be clarified).
3. Support of MO/MT SMS service, CIoT CP/UP.

4. UE location verification

5. Security considerations (in coordination with SA3)

6. UE power consumption

7. Delay for a UE to complete the attach procedure and for a registered UE to access service

8. Support of Legacy UEs (Rel-17 & Rel-18 UEs)

9. Minimal impact on the existing 3GPP procedures

10. Whether Proprietary NFs are needed to support S&F

11. Compute and storage requirements on satellite considering limitation of satellite payload, which can be estimated based on NFs deployed on the satellite.

12. Management of the transition between phases where feeder link is available or not. 
The following subsections discuss AS security for CIoT CP/UP solutions.

2.2.1. AS Security for CIoT CP solution

The CIoT CP solution relies on the NAS security and employs no AS security. Thus, RAN2 will have nothing to consider.

2.2.2. AS Security for CIoT UP solution

The CIoT UP solution uses AS security. To establish the AS security context, NAS security should be established first. Solution #11 in [4] (see Appendix A) shows an example attach procedure in S&F scenario in MME split architecture, wherein NAS security mode command/complete (step 10 and 11) is exchanged between the UE and MME-NT (without the feeder link). The AS security context can be established with the on-board eNB after the NAS security. 
In addition, Solution #20 [4] assumes reuse of AS connection suspend/resume procedure. Appendix B shows an example message flow of MT data delivery. We think that the reuse of the AS connection suspend/resume with RRC_INACTIVE state can be used to ensure integrity protection and confidentiality for the UP solution. In this case, the UE may first perform NAS/AS security context establishment during the aforementioned attach procedure. The NAS/AS security contexts may be stored in the UE and will be used when the UE is accessing to the satellite under S&F satellite operation. 

Proposal 2: For integrity protection and confidentiality in UP solution, consider the inactive mode (suspend/resume) as a baseline.
In the legacy procedure, when the UE attempts to resume RRC connection, the eNB tries to retrieve the UE context based on the identification provided in the resume request. In some cases, the eNB may need to retrieve the UE context from another eNB. However, when the feeder link is not available during the resumption, the other eNB that stores the UE context may not be reachable. This implies that the UE context may have to be distributed to a potential target onboard eNB(s) prior to the UE initiating the resume request. This is to be discussed in RAN3 if needed and we recommend that RAN2 monitor their progress.
Proposal 3: For UP solution, delivery of UE context to potential target on-board eNB is RAN3 issue and RAN2 should monitor their progress.

In addition, when the UE initiates the RRC resume request while the serving cell is under the S&F satellite operation mode, the UE may not know if the UE context is available in the on-board eNB. If not, the resume request will result in a failure. RAN2 is recommended to study how to ensure the delivery of the UE context and avoid/minimize unsuccessful resume requests. 
Proposal 4: RAN2 is recommended to study how to ensure the delivery of the UE context and avoid/minimize unsuccessful resume requests.
3. Conclusions

Proposal 1: In parallel with NAS solutions that SA2 may explore, study the AS solutions for informing UEs under coverage of the S&F satellite operation mode. Consider using cell barring mechanism and/or the access control scheme (e.g., UAC).

Proposal 2: For integrity protection and confidentiality in UP solution, consider the inactive mode (suspend/resume) as a baseline.

Proposal 3: For UP solution, delivery of UE context to potential target on-board eNB is RAN3 issue and RAN2 should monitor their progress.

Proposal 4: RAN2 is recommended to study how to ensure the delivery of the UE context and avoid/minimize unsuccessful resume requests.
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Appendix A

Attach procedure in S&F (Solution#11 [4])
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Appendix B

Solution #20: Solution on enabling S&F operation and data delivery with only eNB onboard satellite
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