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Introduction
[bookmark: _Ref178064866]RAN2 has made the below agreement regarding general aspects in RAN2#125bis:
	[bookmark: _Hlk165985090]Agreements
1 Unless explicitly stated all agreements apply to all device types and for both topologies.  
2 From RAN2 perspective, the aim is that the design on the interface between gNB/intermediate UE and A-IoT device is common for topology 1 and topology 2.  
3 RAN2 will support two use cases, “inventory” and “command”.  The definition, detailed wording is FFS
4 Baseline procedure:
Step A: Based on the service request, the gNB/intermediate UE sends the Initial Trigger Message indicating device(s) that need to respond; Details FFS
Step B: Triggered device(s) performs the random access-like procedure, if needed; Details FFS
Step C: The device may perform the data communication with the gNB/intermediate UE as needed,: Details FFS
5 We will study the support of both “inventory” and “command” in the same procedure.  
6 FFS if Initial Trigger Message can also include “command”.  
7 RAN2 will continue the study of ambient IoT assuming no support of AS security until SA3 provides further input.   



This contribution discusses FFSs from agreements above.
2	Discussion
2.1	Use cases and requirements
In previous RAN2 meeting, it was agreed to support the two use cases of inventory and command and FFS the detailed wording. We think the definition of inventory and command can be extracted from SA1 documents, i.e., TS 22.369 and TR 22.840. In our understanding, inventory use case is about reporting device ID and command use case is to read/write/modify information associated with the device (i.e., DO-DTT, DT traffic types).

[bookmark: _Toc166002228][bookmark: _Toc166192113][bookmark: _Toc162511403]The Inventory use case is about reporting a device ID, possibly supplemented with other information, as described in TS 22.369.
[bookmark: _Toc166192114]The Command use case is about reading, writing, or modifying information related to a device.
Regarding RAN2 FFS on detailed wording for use cases, we think it shall be up to SA2 decision, rather than RAN2 decision.

[bookmark: _Toc166192122]It is up to SA2 to define the use cases “inventory” and “command” and name the terms.

RAN2 should study protocol procedures to support inventory use case and command use case. We think an inventory procedure should target both newly joined devices (not yet inventoried or unregistered) and already inventoried devices given that network may not know which devices are in the area as well as location of already inventoried devices at a level of, e.g., which gNB or intermediate UE coverage area the device is located in.

[bookmark: _Toc166192123]Inventory procedure targets both devices which are already inventoried and devices which are not yet inventoried.
As for command use case, we think gNB/intermediate UE sends command request only to known devices, i.e., registered devices. As soon as a device is inventoried by the CN, CN can store the device’s context. This can be considered as device is “registered”.

[bookmark: _Toc166192124]RAN2 assumes that command procedure targets only registered devices.
It was agreed in RAN2#125bis to support both inventory and command in the same procedure and FFS if initial trigger message can also include “command”, i.e., command only procedure. In our understanding, such procedure means that the intended devices are already inventoried before by the CN, the devices’ related information (e.g., device ID) is still valid in the CN. In such case, it is not necessary to perform inventory procedure prior to command procedure. One of the issues for command only procedure is security concern (raised by some companies), i.e., DL user data sent in the initial trigger message in plain text. However, we think it may be feasible to apply security mechanism even for a known device during the initial message transmission, e.g., the device itself may pre-store security related information. Nevertheless, whether there is security concern on command only procedure, shall be up to SA3 decision. RAN2 can assume command only procedure is to be studied, unless SA3 indicates there is security concern. 
In addition, command only procedure allows devices to avoid always performing full inventory procedure prior to a command procedure. Thus with resulting in reduced signaling overhead. This is important especially considering energy intermittency of AIoT devices of all types.

[bookmark: _Toc166192115]With a command only procedure, devices can avoid always performing full inventory procedure prior to being commanded which would reduce signalling overhead and device power consumption.

[bookmark: _Toc166192125]RAN2 to study command only procedure unless SA3 indicates a security concern on command only procedure.
  
In addition, the study should assess whether the harmonized air interface can also address the DO-A use case from RAN#104. We think the study on inventory and command use cases in RAN2 before RAN#104 shall not preclude extension to DO-A.
In DO-A use case, a device can trigger an UL transmission autonomously. While for the inventory and command use cases, for any UL transmission of devices, the gNB/intermediate UE needs to send a query/scheduling signalling beforehand which may comprise resource assignment information (e.g., MCS, resource assignment, time occasion etc), based on which the devices can perform UL transmissions either in a backscatter manner or actively generated by devices. The study on inventory and command use cases shall consider such difference in mind and evaluate whether the gNB/intermediate UE initiated framework is sufficient to address the need of DO-A.
[bookmark: _Toc166192116]The study should assess whether the harmonized air interface can also address the DO-A use case from RAN#104.
[bookmark: _Toc166002234][bookmark: _Toc166192117]The study on inventory and command use cases in RAN2 before RAN#104 shall not preclude extension to DO-A.

2.2	Overall procedures
The FFS in Step A of the baseline procedure is covered by an accompanying contribution on paging [2], whereas FFS for Step B is discussed in another accompanying contribution on multiple access [3]. In this section, we detail our view on message flows for inventory procedure, inventory plus command in the same procedure and command as an independent procedure. In addition, we discuss the FFS in step C.
2.2.1	Inventory with contention based random access


[image: ]
Figure 1. Message flow for inventory procedure (contention based 4-step random access)
For an inventory only case, the inventory procedure is performed towards devices following the below steps (as shown in Figure 1).
Step 1: the CN sends the inventory request message to the gNB/intermediate UE (i.e., the gNB or the intermediate UE). CN can provide the gNB/intermediate UE with assistance information e.g., device information (device ID(s), device group ID, mask), internal area information, and inventory strategy information (inventory frequency, inventory period), and optional location required information [see also Solution 8, TR23.700].
Step 2: the gNB/intermediate UE triggers an inventory round towards devices by sending the initial trigger message for inventory that contains the inventory request + Random access configuration.
The gNB/intermediate UE may transmit multiple messages in this step including select command (FFS), DL signalling carrying radio resource assignment for random access (e.g., number of time occasions to be allocated in this inventory round, frequency and time resources etc.), and the inventory initial trigger message which may contain inventory request. The gNB/intermediate UE can perform repetition to allow devices that miss the initial trigger message(s) to be involved in the inventory round.
Step 3: the device initiates a contention based random access and randomly selects a time occasion. After that, the device sends its contention resolution ID (FFS temporary identifier or permanent ID) in the first message. This step is also referred to as A-IoT 4-step Msg1.
Step 4: the gNB/intermediate UE replies with the contention resolution ID picked by the device if the gNB/intermediate UE successfully reads the UL message sent by the device in step 3 above. An AS device ID (e.g., promoted from contention resolution ID) may be signalled to the device. This step is also referred to as A-IoT 4-step Msg2.
Step 5: the device sends the inventory response that carries a device ID to the gNB/intermediate UE. We think the device ID in inventory response is sent as an upper layer information element, e.g., as a NAS level ID in some form (5G-GUTI or 5G-S-TMSI like ID) or application data (EPC like ID). At AS level, the AS device ID (e.g., one promoted from contention resolution ID after Step 4) may not be needed if network/gNB/intermediate UE can associate the UL message with the sending device, for example, via the resources where the UL transmission is performed (i.e., fixed association between AS ID and the scheduled radio resource). However, in case multiple devices can be in communication with gNB/intermediate UE/network at the same time, AS device ID must be included, e.g., for further scheduling or acknowledgement. The AS device ID would allow gNB/intermediate UE/network to identify the device given that upper layer (CN) device ID may not be visible at the gNB/intermediate UE. This step is also referred to as A-IoT 4-step Msg3.
Note: FFS whether an acknowledge message from gNB/intermediate UE is needed after Step 5.
Step 6: The gNB/intermediate UE forwards the inventory response to the CN.

[bookmark: _Toc166192126]Agree the above message flow (in Figure 1) for the inventory procedure and capture it in the TR.
2.2.2	Inventory combined with command with contention based random access
For an inventory plus command case, the procedure is performed towards devices following the below steps (as shown in Figure 2). Steps 1-6 are the same as in the inventory only procedure described above.

       [image: ]

Figure 2. Message flow for inventory + command procedure (contention based 4-step random access)
Steps 1-6: Same as in inventory only procedure described above. It is important noting that user data exchange during command procedure needs to be security protected. It is assumed that the device has performed authentication and security setup (similar as the initial registration in legacy) are done before steps 7-10 below.
Step 7: the CN sends the command request to the gNB/intermediate UE, which targets the device which is just inventoried. 
Step 8: the gNB/intermediate UE forwards the command request to the targeted device. As AS device ID is available and typically shorter than upper layer device ID. It is more efficient to use this device ID over Uu in this step and step 9. This applies also for the case of command only procedure. Note that DL user data inside the command request can be either a NAS container or user plane data.
Step 9: the device replies with the command response message to the gNB/intermediate UE. AS device ID is used so gNB/intermediate UE knows from which device the command response comes.
Step 10: the gNB/intermediate UE forwards the command response message to CN.

[bookmark: _Toc166192127]Agree the above message flow (in Figure 2) for the inventory combined with command procedure and capture it in the TR.
2.2.3 Command only with contention free random access

[image: ]
Figure 3. Message flow for command only procedure (contention free access)
For a command only case, two cases are possible. In case 1, a device has performed inventory procedure a short time ago, the gNB/intermediate UE and the device may still have valid context information. In case 2, a device has been inventoried a long time ago. The CN has valid device context, while the gNB/intermediate UE and the device may already lose the context information. In both cases, the CN can trigger a command only procedure targeting the device (e.g., the command message contains the device’s ID). The procedure is performed towards the device following the below steps (as shown in Figure 3).
Step 1: the CN sends the command request message to the gNB/intermediate UE.
Step 2: the gNB/intermediate UE forwards the command request to the device. In this step, it is assumed that the gNB/intermediate UE knows the device ID. Whether the device ID is a CN ID or a AS ID can be FFS.
Step 3: the device replies with the command response message.
Note: FFS whether an acknowledge message from gNB/intermediate UE is needed after Step 3.
Step 4: the gNB/intermediate UE forwards the command response to the CN.

[bookmark: _Toc166192128]Agree the above message flow (in Figure 3) for the command only procedure (based on contention free random access) and capture it in the TR.
2.4	The registration procedure
Keeping device context helps avoid the need of setting up security, authentication, device ID allocation every time device accesses to the network. Thus, we assume that A-IoT devices need to register to network to get authorized to receive services associated with considered use cases and there is device context established and stored at network and device side.

[bookmark: _Toc166192118]It is necessary to register device context information for subsequent communication as there is no need to perform identification (device ID allocation), authentication, security setup every time when a service procedure (e.g., inventory or command) is initiated.
	
It is to study relation between registration and inventory, command procedures. Before executing studies in RAN2, it is necessary to send a LS to other work groups (i.e., SA2, SA3 and CT1) to consult whether the registration procedure needs to be studied. 

[bookmark: _Toc166192129]As a starting point, RAN2 assumes existence of “registration procedure (e.g., authorization and authentication)” catering for A-IoT requirements on authorization and authentication. 
[bookmark: _Toc166192130]Send a LS to SA2, SA3 and CT1 asking for feedback while indicating the above statement captured in P8.
2.5	Deployment scenarios and connection topologies
According to the SID [1], both the deployment scenario 1 with Topology 1 and deployment scenario 2 with Topology 2 and UE as intermediate node need to be studied. The study needs to ensure the common air interface between devices and gNB/intermediate UE in both deployment scenarios and connection topologies.
[bookmark: _Toc166192119]The deployment scenario 1 with Topology 1 and deployment scenario 2 with Topology 2 need to be studied.
[bookmark: _Toc166192120]The study needs to ensure a common air interface between devices and gNB/intermediate UE in both deployment scenarios and connection topologies.
[bookmark: _Toc162562992][bookmark: _Toc162563025][bookmark: _Toc162563067][bookmark: _Toc162562993][bookmark: _Toc162563026][bookmark: _Toc162563068][bookmark: _Toc162562994][bookmark: _Toc162563027][bookmark: _Toc162563069][bookmark: _Toc162563029][bookmark: _Toc162563071]
 2.6	Harmonized design
According to the SID [1], the overall objective shall be to study a harmonized air interface design with minimized differences (where necessary) for different kinds of Ambient IoT devices. For this design aspect, we understand that any feature designed shall allow current and future use case and device type extension.
[bookmark: _Toc166192121]Any studied feature to be designed shall allow easy extension to cover future use cases and future device types.
[bookmark: _Toc70424553][bookmark: _Ref189046994]3	Conclusion
In the previous sections we made the following observations: 
Observation 1	The Inventory use case is about reporting a device ID, possibly supplemented with other information, as described in TS 22.369.
Observation 2	The Command use case is about reading, writing, or modifying information related to a device.
Observation 3	With a command only procedure, devices can avoid always performing full inventory procedure prior to being commanded which would reduce signalling overhead and device power consumption.
Observation 4	The study should assess whether the harmonized air interface can also address the DO-A use case from RAN#104.
Observation 5	The study on inventory and command use cases in RAN2 before RAN#104 shall not preclude extension to DO-A.
Observation 6	It is necessary to register device context information for subsequent communication as there is no need to perform identification (device ID allocation), authentication, security setup every time when a service procedure (e.g., inventory or command) is initiated.
Observation 7	The deployment scenario 1 with Topology 1 and deployment scenario 2 with Topology 2 need to be studied.
Observation 8	The study needs to ensure a common air interface between devices and gNB/intermediate UE in both deployment scenarios and connection topologies.
Observation 9	Any studied feature to be designed shall allow easy extension to cover future use cases and future device types.

Based on the discussion in the previous sections we propose the following:
Proposal 1	It is up to SA2 to define the use cases “inventory” and “command” and name the terms.
Proposal 2	Inventory procedure targets both devices which are already inventoried and devices which are not yet inventoried.
Proposal 3	RAN2 assumes that command procedure targets only registered devices.
Proposal 4	RAN2 to study command only procedure unless SA3 indicates a security concern on command only procedure.
Proposal 5	Agree the above message flow (in Figure 1) for the inventory procedure and capture it in the TR.
Proposal 6	Agree the above message flow (in Figure 2) for the inventory combined with command procedure and capture it in the TR.
Proposal 7	Agree the above message flow (in Figure 3) for the command only procedure (based on contention free random access) and capture it in the TR.
Proposal 8	As a starting point, RAN2 assumes existence of “registration procedure (e.g., authorization and authentication)” catering for A-IoT requirements on authorization and authentication.
Proposal 9	Send a LS to SA2, SA3 and CT1 asking for feedback while indicating the above statement captured in P8.
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