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Introduction

ZUC is a word-oriented stream cipher. It takes a 128-bit initial key and a 128-bit initial vector as input, and outputs a key stream of 32-bit words (where each 32-bit word is referred to as a key-word). This key stream can be used to encrypt plain text (TS35.221, TS35.222, TS35.223 refers) .
At SA3#64 meeting,  a new security algorithm ,“ZUC” (128-EEA3 and 128-EIA3) was agreed in S3-110832 for Rel 11 with the work item entitled ‘EEA3 and EIA3 (new Encryption & Integrity EPS security Algorithms)’ . The changes on the new algorithm were finally captured in TS 33.401 v11.1.0

At CT1#75, C1-115110 was approved to capture ZUC in TS 24.301 accordingly.

Now, ZUC(128-EEA3 and 128-EIA3) is used as the third security algorithm optionally.128-EEA3 is a confidentiality protection identifier and 128-EIA3 is an integrity protection identifier.
Considering the core spec TS 36.331, RAN2 Introduced the ZUC algorithm in RAN2#77 (R2-120062 refers) to add the new algorithm “eea3” and “eia3” in the IE “SecurityAlgorithmConfig”. The CR was agreed in RAN2 but it being kept on hold until RAN2 decide to create the Rel-11 of TS36.331.
According to the changes in SA3, CT1 & RAN2, UEs may implement 128-EEA3 for both  signalling ciphering and UP ciphering and may also implement 128-EIA3 for signalling integrity protection.
The new algrithm has its features which may introduce the interested in ZUC. There are market requirements by operators for future network deployment, especially in China. Considering  forseeable utilization of ZUC ,RAN5 specification needs to introduce the test cases to support the ZUC algorithm. 
It is proposed that an associated  Release 11 WI for the conformance test aspects of  ZUC(EEA3 and EIA3) algorithm  to be created in RAN5. 
The objective of this work item is to provide conformance tests for  ZUC(EEA3 and EIA3) algorithm, which introduces support  for  implementation of 128-EEA3 for both RRC signalling ciphering and UP ciphering and  implementation of 128-EIA3 for RRC signalling integrity protection.
This work item enables conformance testing of  ZUC(EEA3 and EIA3) algorithm  to be complete.
Proposal

It is proposed that RAN5 introduce a new work item for conformance testing of  ZUC(EEA3 and EIA3) algorithm  by submitting a work item description for approval at RAN#56 plenary meeting.
The work item only cover the Protocol conformance test aspects for LTE.

3GPP™ Work Item Description

For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.
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Justification *

In SA3#64 meeting, the new security algorithm “ZUC” (128-EEA3 and 128-EIA3) was agreed in S3-110832 for Rel 11 with the work item entitled ‘EEA3 and EIA3 (new Encryption & Integrity EPS security Algorithms)’ . The changes on the new algorithm were finally captured in TS 33.401 v11.1.0.

In CT1#75, C1-115110 was approved to capture ZUC in TS 24.301 accordingly.

Now, ZUC is used as the third security algorithm optionally.128-EEA3 is a confidentiality protection identifier and 128-EIA3 is an integrity protection identifier.

Considering the core spec TS 36.331, RAN2 Introduced the ZUC algorithm in RAN2#77 (R2-120062 refers) to add the new algorithm “eea3” and “eia3” in the IE “SecurityAlgorithmConfig”. The CR was agreed in RAN2 but it being kept on hold until RAN2 decide to create the Rel-11 of 36.331.

According to the changes in SA3, CT1 & RAN2, UEs may implement 128-EEA3 for both RRC signalling ciphering and UP ciphering and may also implement 128-EIA3 for RRC signalling integrity protection.
The new algrithm has its features that will introduce the market interested in ZUC. Considering  those incoming UEs supporting 128-EEA3 and 128-EIA3,RAN5 specification needs to consider to support the ZUC algorithm.
4
Objective *

The objective of this work item is to provide UE conformance test specifications for the implementation of  ZUC algorithm for both PDCP ciphering & deciphering and NAS ciphering & encryption.
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	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	TS 36.523-1
	
	UE conformance specification; Part 1: Protocol conformance specification
	RAN#59
Mar. 2013
	Introduction of new protocol test cases for EEA3 and EIA3 algorithms Rel11

	TS 36.523-2
	
	UE conformance specification; Part 2: ICS
	RAN#59
Mar. 2013
	Applicability statements for the new EEA3 and EIA3 algorithms test cases Rel11.

	TS 36.523-3
	
	E-UTRA; UE conformance specification; 

Part 3: Test Suites
	TBD
	Development of TTCN test cases for EEA3 and EIA3 algorithm Rel11
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CATR, Ms Jun Chen (chenjun@catr.cn)
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Work item leadership *



RAN5
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	Supporting IM name

	CATR

	CMCC

	China Unicom

	Huawei

	ZTE

	CATT

	Anite

	Anritsu

	Ericsson 

	ST-Ericsson
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�All testing items must be associated with the provisions of a testable, stage 3, requirement.


�This clause is intended to be used in rare cases where the work does not fit into the foregoing classifications.


�For guidance on the use of work tasks, see 3GPP TR 21.900 §6.0.2
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