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Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: Security of UAV and UAM Phase 2	

Acronym:	UAS_Ph2

Unique identifier:	990036
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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	
	Study 

	
	Normative – Stage 1

	X
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	FS_UAS_Ph2_SEC
	SA3
	960034
	Study on Security of Phase 2 for UAS, UAV and UAM



2.3	Other related Work Items and dependencies

	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	810049
	Remote Identification of Uncrewed Aerial Systems
	SA1 work specifying requirements 

	980012
	(Stage 2 of UAS Ph2) Further Architecture Enhancement for UAV and UAM
	Rel-18 Stage 2 for UAS

	920028
	Security aspects of Uncrewed Aerial Systems
	SA3 security for UAS in Rel-17



Dependency on non-3GPP (draft) specification: None
3	Justification
SA1 TS 22.125 Rel. 17 has defined requirements not covered by 3GPP SA2 work in ID_UAS in release 17. SA1 requirements and the work being done in the aviation industry is applicable to traditional UAVs, but also to Urban Air Mobility (UAM) scenarios being standardized and regulated. In particular SA2 is completing specification work on using PC5 communications to transport C2 communications (including the authorization of C2 communication over PC5 by the USS), supporting Broadcast Remote ID and support Detect And Avoid (DAA) traffic. The security aspects for such work needs to be specified.
4	Objective
The objective of this work items is to specify the security enhancements, functionalities and procedures based on conclusions of TR 33.891 (clause 7). 
Specifically, the detailed objectives include:
-	specify security for unicast communications over PC5 for transporting C2 communications, including the authorization of C2 communication over PC5 by the USS;

-	specify security for supporting Broadcast Remote ID based on PC5 leveraging A2X (Aircraft-to-everything); and 

-	specify a security for PC5 for DAA leveraging A2X (Aircraft-to-everything), supporting both unicast and broadcast mode direct communication over PC5.

5	Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	33.256
	Security of Uncrewed Aerial Systems (UAS) connectivity, identification and tracking; Stage 2
	TSG#101 (Sept 2023)
	New sections will be added to cover the new security solutions.

	
	
	
	



6	Work item Rapporteur(s)
Escott, Adrian, Qualcomm Incorporated, aescott@qti.qualcomm.com
7	Work item leadership
SA3
8	Aspects that involve other WGs
For a Stage 2 WID requiring Stage 3 to be done by another group: on a best-effort basis, indicate which potential WG is expected to specify the Stage 3: CT WGs
9	Supporting Individual Members
	Supporting IM name

	Qualcomm Incorporated

	Lenovo

	Huawei

	HiSilicon

	Ericsson

	Interdigital Inc.




