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	Reason for change:
	Clause 7.3.2.1 in TS 24.502 (the untrusted non-3GPP access case) states the following:

The UE proceeds with the establishment of IKE SA and signalling IPsec SA with the selected N3IWF by initiating an IKE_SA_INIT exchange according to IETF RFC 7296 [6]. All the IKE messages following the IKE_SA_INIT exchange are encrypted and integrity protected using the cryptographic algorithms and keys negotiated in the IKE_SA_INIT exchange as specified in IETF RFC 7296 [6].
It is clear from the above that, when accessing the network through untrusted non-3GPP access, the IKE messages are encrypted and integrity protected. This is aligned with the definition/concept of "untrusted" non-3GPP access, where the UE and Network needs to ensure of applying proper encryption of the IKE messages beside the integrity protection.

Now, for the trusted non-3GPP access case, clause 7.3A.3.1 in TS 24.502 states the following:

The UE shall establish the secure connection by establishing an IKE SA and signalling IPsec SA (first child SA) by initiating the IKE_SA_INIT exchange and then IKE_AUTH exchange for mutual authentication with the TNGF and NULL encryption as specified in IETF RFC 2410 [34]. 

It is clear from the above that No encryption (i.e. NULL encryption) is used for IKE messages when accessing the network through trusted non-3GPP access which is also aligned with the definition/concept of "trusted" non-3GPP access. BUT this statement stays silent about the Integrity protection and whether it shall be applied or not. Actually nothing prevents applying integrity protection in that case and this was actually clarified in TS 33.501 through the agreed CR S3-242382 which states the following:

The security relies on Layer-2 security between UE and TNAP, which is a trusted entity so that no IPSec encryption would be necessary between UE and TNGF, i.e. NULL encryption is sufficient for the user plane and signalling. However, integrity protection would be provided.
Same clarification needs to be reflected in clause 7.3A.3.1 in TS 24.502 in order to emphasize on the usage of Integrity protection in that case.


	
	

	Summary of change:
	Clarifying that Integrity protection is used for the IKE messages when accessing the network through trusted non-3GPP access case.

Backward compatibility analysis:
The CR is backward compatible since it doesn't break or change any existing interfaces between the UE and the TNGF.


	
	

	Consequences if not approved:
	Wrong interpretation that Integrity Protection is not needed/doesn't apply for the trusted non-3GPP access case, specially that Integrity protection is mentioned clearly for the untrusted non-3GPP access case but not mentioned for the trusted non-3GPP access.
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[bookmark: _Toc20212098][bookmark: _Toc27744981][bookmark: _Toc36114782][bookmark: _Toc45271376][bookmark: _Toc51936635][bookmark: _Toc58230305][bookmark: _Toc171628352]7.3A.3.1	IKE SA and signalling IPsec SA establishment initiation
In a trusted non-3GPP access network, once the EAP- 5G authentication is successfully complete and the UE is configured with a local IP address, the UE shall use the TNGF IP address received in the EAP-Request/5G-Notification message (see clause 7.3A.2.3) to establish a secure connection between the UE and the TNGF over NWt to exchange NAS signalling messages with the AMF. The UE shall establish the secure connection by establishing an IKE SA and signalling IPsec SA (first child SA) by initiating the IKE_SA_INIT exchange and then IKE_AUTH exchange for mutual authentication with the TNGF using integrity protection and NULL encryption as specified in IETF RFC 2410 [34]. The UE shall set the IDi payload of the IKE_AUTH request message in the IKE_AUTH exchange (see IETF RFC 7296 [6]) to the NAI format of 5G-GUTI or the NAI format of SUCI as specified in 3GPP TS 23.003 [8], depending on the employed UE identity in the EAP-Response/5G-NAS message at the time of EAP-5G session initiation according to clause 7.3A.2.3.
***** End of changes *****

