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1
Decision/action requested

This pCR proposes security assumptions to be considered for the TR 33.794.
2
References

[1]
3GPP SP-231784, 'New Study on enablers for Zero Trust Security'.
[2]
3GPP TR 33.794, 'New Study on enablers for Zero Trust Security', Release 19.
[3]
3GPP TR 33.894, ''Study on applicability of the zero trust security principles in mobile networks'', Release 18.
3
Rationale

This contribution provides security assumptions related to WT1 and WT2 [1] to be considered for the study [2] based on the progress of the security analysis and findings from TR 33.894 [3].
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.794.
*****Start of Change*****
4
Security Assumptions


This section describes the potential security assumptions to be considered for the study specific to the Work Tasks [1] 
The Security function (e.g., SIEM or SOAR) which perform the security evaluation and monitoring resides in the operator’s domain external to the 3GPP network. This security function is considered as a trusted entity. The security function and its application logic are upto the operator’s implementation and it is outside the scope of 3GPP.
The data to be exposed to the security function addressed in clause 5.1.X.2. NWDAF provides services for data exposure to security function and receives results (e.g., if a threat/attack occurred or not and related information) from the security function. Further details addressed in clause 5.1.2 Security Procedure and Considerations. 
Editor’s Note: Additional security assumption(s) (if any) related to ‘Data exposure for security evaluation and monitoring’ to be considered is FFS.
Editor’s Note: The list of scenarios in SBA where dynamic policy enforcement can address potential threat is FFS.

Editor’s Note: Which existing NF(s) is suitable to consume the results from NWDAF to apply dynamic policy enforcement is FFS.

*****End of Change*****
