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1
Decision/action requested

No actions required. This is for discussion.
2
Discussion
Point 2.2 in the call agenda (21/10/2021) is about the options and choice of the MBS key hierarchy.
Solution 9 in TR 33.850 has analyzed and discussed several alternatives:
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These options are as follows:

· Option 1 consists in performing the update of the MTK by means of unicast messages. Each unicast message is protected with a device unique key, the MUK.
· Option 2 consists in having an MSK. The MSK is common to all devices. The MSK is updated to each UE in the group by means of unicast messages protected with the UE specific MUK, e.g., when a UE leaves or joins the group. The MTK is always updated over the multicast channel protected with the MSK. 

· Option 3 consists in dividing the group into several subgroups, each of them associated to a transport key (TK). The TKs are used to update the MTK over the multicast channel. If a UE is removed or joins, only the affected TK (and therefore, only a fraction of the UEs in the MBS group) needs to be updated by means of unicast messages. Once the TK is updated, the MTK can be updated by means of a multicast message.

· Option 4 consists in dividing the group into several subgroups, each of them associated to a transport key (TK). The TKs are used to update the MSK over the multicast channel.
· In Option 4, if a UE is removed or joins, only the affected TK (and therefore, only a small fraction of the UEs in the MBS group) needs to be updated by means of unicast messages. Once the TK is updated, the MSK is updated by means of a multicast message protected with the TKs. The MSK is then used to update the MTK, also over the multicast channel. 
· In Option 4, in the event of MTK update because of key rotation or policy, only the new updated MTK protected with the current MSK needs to be sent over the multicast channel.
Options 1, 2, 3, and 4 correspond, respectively, to curves in red, purple, blue, and green in Figures 6.9.2.1-1 and 6.9.2.1-2. 

The figure below corresponds to one of the plots in Figure 6.9.2.1-2 and is included here to show the performance difference. Note that the overhead -- measured in the number of transmitted encrypted keys -- is in a logarithmic scale.
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The performance analysis in above figure is done assuming a fixed data rate and group size and analyzing two reasons for MTK update: i) a change in the MBS group membership or ii) a change due to MTK rotation (due to too long usage). For all parameters, the green curve, Option 4, leads to the lowest signaling overhead as analyzed and concluded in Solution #9.

Thus, the preferred option is to use Option 4 as the MBS key hierarchy because Option 4:

 (1) leads to a considerably lower signaling overhead and 
 (2) managing the TKs and MSK does not introduce a big burden. 
Option 4 can be specified as detailed in Section 6.9.2.3 in TR 33.850 or can also be fit into Huawei’s proposal “s3-2xyzxy-Update the clause of security mechanisms for MBS traffic transmission”1. In both cases, the MSK can be transported from the MBSTF to the UE protected with the TKs in a similar way as the MTK is transported from MBSTF to the UE protected with the MSK in Huawei’s contribution “s3-2xyzxy-Update the clause of security mechanisms for MBS traffic transmission
. It is required to define unique identifiers, in particular for the TKs, since these keys/identifiers are not defined in TS 33.246.
Alternatively, Option 3 is also an acceptable alternative since it improves performance in relevant configurations. This can be done as in “draft_s3-2xyzxy-r1-Update the clause of security mechanisms for MBS traffic transmission”
. Note that this is a revision of Huawei’s original proposal that includes a more generic MTK identifier capable of supporting multiple MSKs. 
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