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*********************** START OF 1st CHANGE ************************
[bookmark: __RefHeading___Toc170465735]13.1.2	Protection between SEPPs
TLS shall be used for N32-c connections between the SEPPs.
The SEPP shall maintain a set of trust anchors for N32-c, each consisting of a list of trusted root certificates and a list of corresponding PLMN-IDs. Any given PLMN-ID shall appear in at most one trust anchor. During N32-c connection setup, the SEPP shall map the PLMN-ID of the remote SEPP leaf (server or client) end entity certificate to the associated trust anchor for the purposes of certificate chain verification. Only the root certificates in the associated list shall be treated as trusted during certificate chain verification. If the remote SEPP certificate contains multiple PLMN-IDs that are mapped to different trust anchors, then that certificate shall be rejected (also see clause 4.2.5 of TS 33.517). Moreover, the SEPP shall raise an alarm and should tear down the connection if any of the PLMN-IDs it receives from the remote peer during N32-c negotiation does not match the PLMN-IDs in the selected trust anchor.
Operator Group Roaming Hubs SEPPs are equivalent to a network operator SEPP when they are in the same security domain and are not considered Roaming Intermediaries as detailed in this clause. The communication between a group network operator's SBA network border element and the Operator Group Roaming Hub SEPP is out of scope of the present document.
If there are no Roaming Intermediaries between the SEPPs, TLS shall be used for N32-f connections between the SEPPs. Different TLS connections are used for N32-c and N32-f. If there are Roaming Intermediaries which only offer IP routing service between SEPPs, either TLS or PRINS (application layer security) shall be used for protection of N32-f connections between the SEPPs. PRINS is specified in clause 5.9.3 (requirements) and clause 13.2 (procedures).
If TLS is selected, the SEPP shall correlate the N32-f TLS connection with the N32-c connection. If the peer network is a PLMN, the SEPP compares the PLMN-IDs contained in the SEPP TLS certificates used to establish the N32-c and N32-f connections. Specifically, if the certificate used for N32-f contains one or more PLMN-IDs that are not contained in the TLS certificate used for the corresponding N32-c, the N32-f certificate shall be rejected. If the peer network is an SNPN, the SEPP compares the SNPN-ID contained in the SEPP TLS certificates used to establish the N32-c and N32-f connections. The SEPP shall perform crosschecks that ensure that signalling received over the established N32-f/TLS connection is not associated to any PLMN other than those in the trust anchor selected during the setup of the correlated N32-c connection. In case of a mismatch the SEPP should reject the signalling message and raise an alarm.
If there are Roaming Intermediaries which, in addition to IP routing, offer other services that require modification or observation of the information and/or additions to the information sent between the SEPPs, PRINS shall be used for protection of N32-f connections between the SEPPs. 
NOTE 1a:	The procedure specified in clause 13.5 for security mechanism selection between SEPPs allows SEPPs to negotiate which security mechanism to use for protecting NF service-related signalling over N32, and provides robustness and future-proofness, e.g. in case new algorithms are introduced in the future.
If PRINS is used on the N32-f interface, one of the following additional transport protection methods shouldshall be applied between SEPP and Roaming Intermediary or between two Roaming Intermediaries for confidentiality and integrity protection: 
-	NDS/IP as specified in TS 33.210 [3] and TS 33.310 [5], or
-	TLS VPN with mutual authentication following the profile given in clause 6.2 of TS 33.210 [3] and clause clause 6.1.3a of TS 33.310 [5]. The identities in the end entity certificates shall be used for authentication and policy checks, with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 9113 [47].
Irrespectively of which of the above mechanisms is used, the SEPP shall support multiple trust anchors for N32-f/PRINS. More precisely, the SEPP shall maintain a set of trust anchors for N32-f/PRINS, each consisting of a list of trusted root certificates, a list of unique identifiers for a given Roaming Intermediary (RI), and a list of PLMN-IDs that are reachable via that RI. Any given RI identifier shall appear in at most one trust anchor. During N32-f/PRINS connection setup, the SEPP shall map the RI identifier as extracted from its end entity certificate to the associated trust anchor for the purposes of certificate chain verification. Only the root certificates in the associated list shall be treated as trusted during certificate chain verification. If the remote end entity certificate contains multiple RI identifiers that are mapped to different trust anchors, then that certificate shall be rejected. Subsequently, the SEPP shall use the trust anchor to perform crosschecks that ensure that PRINS signalling received over the established NDS/IP or TLS connection is not associated to any PLMN other than those indicated by the PLMN-IDs in the selected trust anchor. In case of a mismatch the SEPP should reject the message and raise an alarm. 
The RI identifier may or may not include the PLMN-IDs that correspond to the roaming partners that are reachable via the given RI. The SEPP shall support offering N32-f/PRINS at an FQDN/port combination that differs from the combination where it offers N32-c in order to enable PLMN-ID based trust anchoring for N32-c while enabling RI-identifier-based trust anchoring for N32-f/PRINS. 
NOTE 1:	Void
NOTE 2:	Void.
*********************** END OF 1st CHANGE ************************
