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	Reason for change:
	Annex A.7 states the following (related to the message encryption):
Message-specific confidentiality protection is provided by ProSe layer between ProSe UEs.
The use and mode of operation of the ciphering algorithms are specified in Annex D in TS 33.501 [3].
The input parameters to the ciphering algorithms as described in Annex D in TS 33.501 [3] are:
-	KEY: 128 least significant bits of the output of the KDF (DUCK, UTC-based counter, MIC)
-	COUNT: UTC-based counter
-	BEARER: 0x00
-	DIRECTION: 0x00
-	LENGTH: LEN(discovery message) - (LEN(Message Type) + LEN(UTC-based counter LSB) + LEN(MIC)), where LEN(x) is the length of x in number of bits
KEY is set to as such to generate message-specific keystream as in TS 33.303 [4].
The output keystream of the ciphering algorithm (output_keystream) is then masked with the Encrytped_bits_mask to produce the final keystream for the message-specific confidentiality protection (KEYSTREAM):
KEYSTREAM = output_keystream AND (Encrypted_bits_mask || 0xFF..FF)
The KEYSTREAM is XORed with the discovery message for message-specific confidentiality protection.
It's not clear which part of the discovery message will be XORed with the KEYSTREAM. 

	
	

	Summary of change:
	Add clarification on encryption operation

	
	

	Consequences if not approved:
	The parameter of the operation is not clear which may cause inconsistent result and cause discovery failure.
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################### Start the 1st change ##################
[bookmark: _Toc106364570][bookmark: _Toc145419542]A.7	Message-specific confidentiality mechanisms for discovery
Message-specific confidentiality protection is provided by ProSe layer between ProSe UEs.
The use and mode of operation of the ciphering algorithms are specified in Annex D in TS 33.501 [3].
The input parameters to the ciphering algorithms as described in Annex D in TS 33.501 [3] are:
-	KEY: 128 least significant bits of the output of the KDF (DUCK, UTC-based counter, MIC)
-	COUNT: UTC-based counter
-	BEARER: 0x00
-	DIRECTION: 0x00
-	LENGTH: LEN(discovery message) - (LEN(Message Type) + LEN(UTC-based counter LSB) + LEN(MIC)), where LEN(x) is the length of x in number of bits
KEY is set to as such to generate message-specific keystream as in TS 33.303 [4].
The output keystream of the ciphering algorithm (output_keystream) is then masked with the Encrytped_bits_mask to produce the final keystream for the message-specific confidentiality protection (KEYSTREAM):
KEYSTREAM = output_keystream AND (Encrypted_bits_mask || 0xFF..FF)
The KEYSTREAM is XORed with the discovery message for message-specific confidentiality protection excluding Message Type, UTC-based counter LSB and MIC. 
################### End the change ##################

