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	Reason for change:
	The misalignment between the SA3 and RAN3 specifications may lead to backward compatibility issues for unauthenticated IMS sessions. According to clause 9.2.3.49 in TS 38.413, UE security capabilities shall include NIA, NEA, EIA, and EEA. While in 10.2.2.3.2 in TS 33.501, it is stated that "This implies that the source gNB will forward UE 5G security capability, which contains NIA0 and NEA0 only, to the target gNB." 

Additionally, there is a mistake regarding unauthenticated IMS sessions: "A UE without a valid 5G subscription shall, at an IRAT handover to 5G, when an IMS Emergency Service is active, be considered by the AMF to be unauthenticated. In such a scenario, EIA0 shall be used in 5G after handover if the target network policy allows unauthenticated IMS Emergency Sessions." It is incorrect for gNB to configure EIA0 for NR PDCP, which may lead to confusion for operators regarding configuration.

	
	

	Summary of change:
	The following changes are made: 
1. Align with RAN3 regarding the transmission of NIA0, NEA0, EIA0, and EEA0 in UE security capabilities.
2. Clarification of the distinct actions on gNB for the utilization of the EIA0 component.

	
	

	Consequences if not approved:
	Misalignment between the SA3 and RAN3 specifications.
Incorrect guidance resulting wrong configuration of gNB.
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There are many scenarios when an unauthenticated Emergency Session may be established without the network having to authenticate the UE or apply ciphering or integrity protection for either AS or NAS. For example:
a)	UEs that are in Limited service state UEs, as specified in clause 3.5 in TS 23.122
b)	UEs that have valid subscription but SN cannot complete authentication because of network failure or other reasons
TS 23.401 clause 4.3.12.1 identifies four possible network behaviours of emergency bearer support. Amongst these, the following two cases are applicable for unauthenticated emergency sessions:
a.	IMSI required, authentication optional. These UEs shall have a SUPI. If authentication fails, the UE is granted access and the unauthenticated SUPI retained in the network for recording purposes. The PEI is used in the network as the UE identifier. PEI only UEs will be rejected (e.g. UICCless UEs).
b.	All UEs are allowed. Along with authenticated UEs, this includes UEs with a SUPI that cannot be authenticated and UEs with only an PEI. If an unauthenticated SUPI is provided by the UE, the unauthenticated SUPI is retained in the network for recording purposes. The PEI is used in the network to identify the UE.
The network policy is configured to one of the above, and accordingly determine how emergency requests from the UE are treated.
If the ME receives a NAS SMC selecting NIA0 (NULL integrity) for integrity protection, and NEA0 (NULL ciphering) for encryption protection, then:
- 	the ME shall mark any stored native 5G NAS security context on the USIM /non-volatile ME memory as invalid; and 
- 	the ME shall not update the USIM/non-volatile ME memory with the current 5G NAS security context. 
These two rules override all other rules regarding updating the 5G NAS security context on the USIM/non-volatile ME memory, in the present document.
If NIA0 is used, and the NAS COUNT values wrap around, and a new KAMF has not been established before the NAS COUNT wrap around, the NAS connection shall be kept. 
NOTE:	For unauthenticated IMS emergency sessions, NIA0, i.e., null integrity algorithm, is used for integrity protection. Additionally, as the NAS COUNT values can wrap around, the initialization of the NAS COUNT values are not crucial. Uplink and downlink NAS COUNT are incremented for NAS message that use NIA0, as for any other NAS messages.
A UE without a valid 5G subscription shall at an IRAT handover to 5G, when an IMS Emergency Service is active, be considered by the AMF to be unauthenticated. In such a scenario, EIA0 NIA0 shall be used in 5G after handover if the target network policy allows unauthenticated IMS Emergency Sessions. 
A handover from 5G to another RAT, of an unauthenticated IMS Emergency Session, shall result in an unauthenticated IMS Emergency Session in the other RAT.
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When UE attempts to make Xn/N2 handover, UE and gNB derive and transfer the keys as normal to re-use the normal handover mechanism. Since the derived keys have no ability to affect the output of the NULL algorithms it is irrelevant that the network and the UE derive different keys. This implies that source gNB will forward UE 5G security capability which contains NIA0 and NEA0 only to target gNB. So the target gNB can only select NIA0 for integrity protection and NEA0 for confidential protection. If the UE does not receive any selection of new AS security algorithms during a intra-gNB-CU handover, the UE continues to use the same algorithms as before the handover (see TS 38.331 [22]).
End of Change 

