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	Reason for change:
	Following issues need to be corrected for the 5G ProSe UE-to-UE relay direct link security establishment procedure:

1- The cause code "#6	Authentication failure" is defined as a possible cause code when the target UE can not accept the PROSE DIRECT LINK SECUIRTY ESTABLISHMENT REQUEST message. However this cause code is specific for Authentication procedure (see clause 7.2.12.5) and there is no use case for it in the direct link security establishment procedure. When authentication or security fails for UE-to-UE relay case, the cause "security procedure failure of 5G ProSe UE-to-UE relay" is returned.

2- It is not clear when the cause code "#7	Integrity failure" can be returned, specially that this cause code is usually used for the Security Mode procedure. It needs to be clarified that this cause code can be returned when the Integrity check on the received MIC in the PROSE DIRECT LINK SECUIRTY ESTABLISHMENT REQUEST message fails. And with that clarification, then there is no need to add an abnormal handling for the integrity failure case in clause 8a.2.10.6.2.


	
	

	Summary of change:
	1- Removing cause code "#6	Authentication failure" from the possible received causes of the procedure.

2- Clarifying when cause code ""#7	Integrity failure" can be received. With that clarification, there is no need to add an abnormal handling for the integrity failure case in clause 8a.2.10.6.2.

3- A missing word "message" is added to one of the messages.
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	Clauses affected:
	8a.2.10.3, 8a.2.10.5, 8a.2.10.6.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


[bookmark: _Hlk118471422]***** First change *****
[bookmark: _Toc162969330]8a.2.10.3	5G ProSe UE-to-UE relay direct link security establishment procedure accepted by the target UE
Upon receipt of a PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST message, the target UE shall verify the MIC field in the received PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST message with the DUIK, if any, and decrypts the encrypted:
a)	relay service code; and
b)	UP-PRUK ID or CP-PRUK ID, if received,
using the DUCK, or DUSK with the associated encrypted bitmask used for 5G ProSe UE-to-UE relay discovery (see clause 6.6.3.1 of 3GPP TS 33.503 [34]) and verifies if the relay service code matches with the one that the target UE has sent in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message.
NOTE 1:	If the UE is neither configured with DUCK nor DUSK, the relay service code and the UP-PRUK ID or CP-PRUK ID are not encrypted.
If the target UE is authorized to act as the 5G ProSe UE-to-UE relay UE and is in NG-RAN coverage, the target UE shall proceed with either:
a)	the authentication and key agreement procedure as specified in clause 5.5.4 of 3GPP TS 24.501 [11] if the security procedure over control plane as specified in 3GPP TS 33.503 [34] is used; or
b)	the key request procedure as specified in clause 8.2.10.2.4 if the security procedure over user plane as specified in 3GPP TS 33.503 [34] is used;
and shall initiate 5G ProSe direct link security mode control procedure as specified in clause 7.2.10.
The target UE shall:
a)	if the security procedure over control plane as specified in 3GPP TS 33.503 [34] is used, request a new KNR_ProSe according to the security procedure over control plane as specified in 3GPP TS 33.503 [34]; or
b)	if the security procedure over user plane as specified in 3GPP TS 33.503 [34] is used, request a new KNRP according to the security procedure over user plane.
NOTE 2:	How many times the 5G ProSe direct link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.
After a new KNRP was derived or after a new KNRP or KNR_ProSe is received, the target UE shall initiate a 5G ProSe direct link security mode control procedure as specified in clause 7.2.10. The target UE determines whether the PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST message can be accepted or not based on the result of the 5G ProSe direct link security mode control procedure.
If the target UE accepts the 5G ProSe direct link security establishment procedure, the target UE shall create a PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT message.
In the PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT message, the target UE:
a)	shall include the PQFI and the corresponding PC5 QoS parameters if received from the source 5G ProSe layer-3 end UE;
b)	shall include the PC5 QoS rule(s) if received from the source 5G ProSe layer-3 end UE;
c)	if IP communication is used, shall include an IP address configuration IE set to one of the following values:
1)	"IPv6 router" if only IPv6 address allocation mechanism is supported by the target UE, i.e., acting as an IPv6 router;
2)	"DHCPv4 server" if only IPv4 address allocation mechanism is supported by the target UE, i.e., acting as a DHCPv4 server;
3)	"DHCPv4 server & IPv6 Router" if both IPv4 and IPv6 address allocation mechanism are supported by the target UE; or
4)	"address allocation not supported" if neither IPv4 nor IPv6 address allocation mechanism is supported by the target UE and the 5G ProSe direct link is not for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe layer-3 UE-to-network relay UE;
d)	if IP communication is used, the IP address configuration IE is set to "address allocation not supported" and the received PROSE DIRECT LINK SECURITY MODE COMPLETE message included a link local IPv6 address IE, shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [25]; and
e)	if Ethernet communication is used, shall include the MAC address of the source 5G ProSe layer-3 end UE.
After the PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT message is created, the target UE shall pass the message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
***** Next change *****
[bookmark: _Toc162969332]8a.2.10.5	5G ProSe UE-to-UE relay direct link security establishment procedure not accepted by the target UE
If the PROSE DIRECT LINK SECUIRTY ESTABLISHMENT REQUEST message cannot be accepted, the target UE shall send a PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message. The PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message contains a PC5 signalling protocol cause IE set to one of the following cause values:
#6		Authentication failure
#7		Integrity failure
#13	congestion situation;
#15	security procedure failure of 5G ProSe UE-to-UE relay;
#zz		triggering security procedure not possible; or
#111	protocol error, unspecified.
If the target UE acting as the 5G ProSe UE-to-UE relay UE is under congestion, the target UE shall send a PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #13 "congestion situation". The target UE may provide a back-off timer value to the initiating UE in the PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message. 
If the 5G ProSe direct link security establishment procedure fails due to a failure in the security procedure over control plane or security procedure over user plane as specified in 3GPP TS 33.503 [34], the target UE shall send a PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #15 "security procedure failure of 5G ProSe UE-to-UE relay". The target UE shall provide the EAP message if received from the network according to the security procedure over control plane as specified in 3GPP TS 33.503 [34].
If the 5G ProSe direct link security establishment procedure fails due to a failure in verification of the MIC IE in the received PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST message, if any, the target UE shall send a PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #7 "Integrity failure".
If the target UE is acting as the 5G ProSe UE-to-UE relay UE and the 5G ProSe direct link security establishment procedure is between the target 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, and is using the security procedure with network assistance and the 5G ProSe UE-to-UE relay UE is not in NG-RAN coverage; the 5G ProSe UE-to-UE relay UE shall send a PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #zz "triggering security procedure not possible" to the target 5G ProSe end UE and shall send PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #zz "triggering security procedure not possible" to the source 5G ProSe end UE.
If the 5G ProSe direct link security establishment procedure fails due to other reasons, the target UE shall send a PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #111 "protocol error, unspecified".
If the target UE is acting as a target 5G ProSe end UE and the 5G ProSe direct link security establishment procedure is between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE, and:
a)	the indicated security procedure is without network assistance; and
b)	the target 5G ProSe end UE does not have valid long-term credentials, as specified in 3GPP TS 33.536 [37];
the target 5G ProSe end UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #zz "triggering security procedure not possible" to the 5G ProSe UE-to-UE relay UE. The 5G ProSe UE-to-UE relay UE, upon receiving the PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #zz "triggering security procedure not possible" from the target 5G ProSe end UE, shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signaling protocol cause value #20 "Failure from 5G ProSe end UE" and optionally the PC5 end UE failure cause IE set to #zz "triggering security procedure not possible".
After sending the PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message, the target UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	an indication of deactivation of the PC5 unicast security protection and deletion of security context for the 5G ProSe direct link, if applicable.
After receiving the PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message, the initiating UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	an indication of deactivation of the PC5 unicast security protection and deletion of security context for the 5G ProSe direct link, if applicable.
***** Next change *****
[bookmark: _Toc162969335]8a.2.10.6.2	Abnormal cases at the target UE
After the target UE decrypts the encrypted relay service code using the DUIK, DUSK, or DUCK with the associated encrypted bitmask used for 5G ProSe UE-to-UE relay discovery, if the relay service code does not match with the one that the target UE has sent during 5G ProSe UE-to-UE relay discovery procedure, then the target UE shall abort the 5G ProSe direct link security establishment procedure.
If the PROSE DIRECT LINK SECURITY ESTABLISHMENT message is integrity protected and the integrity verification of the message fails at the target UE, then the target UE shall abort the 5G ProSe direct link security establishment procedure.
***** End of changes *****

