

	
[bookmark: _Hlk145491888]3GPP TSG-CT WG4 Meeting #122	C4-241432
Changsha, China, 15th – 19th April 2024
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	29.515
	CR
	0175
	rev
	1
	Current version:
	18.5.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	×



	

	Title:	
	Remove Ngmlc_Location_ProvideRanging

	
	

	Source to WG:
	Xiaomi

	Source to TSG:
	CT4

	
	

	Work item code:
	Ranging_SL
	
	Date:
	2024-04-02

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	The stage 3 implementation in TS 29.515 for the Ngmlc_Location_ProvideRanging service was agreed in CR#0152 of TS 29.515 in CT WG4 Meeting #121. 

However, As stated in LS from SA plenary, SP-240497, SA plenary has agreed to remove the feature of “Ranging/SL Positioning service exposure to Client UE through 5GC” for Rel-18 in both TS 23.586(CR#0129) and TS 33.533(CR#0067), and all the related solution developments will not be considered for Rel-18.

So the related stage 3 implementation needs to be aligned.

	
	

	Summary of change:
	Remove the realted description for service operation ProvideRanging

	
	

	Consequences if not approved:
	Defined Ngmlc_Location_ProvideRanging service operation not used in SBI interface. 

	
	

	Clauses affected:
	2, 5.1, 5.2.2.9, 6.1.3.1, 6.1.3.7, 6.1.5.1, 6.1.5.2.24, 6.1.5.2.25, 6.1.5.2.26, 6.1.6.3, 6.1.8, A.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ...

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	This contribution introduce backward compatible corrections to the OpenAPI file of Ngmlc_Location API.

	
	

	This CR's revision history:
	



Page 1


*** First Change ***
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 23.273: "5G System Location Services (LCS)".
[5]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[6]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[bookmark: _PERM_MCCTEMPBM_CRPT13160000___5][7]	OpenAPI Initiative, "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[8]	IETF RFC 9113: "HTTP/2".
[9]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[10]	IETF RFC 9457: "Problem Details for HTTP APIs".
[11]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[12]	3GPP TS 29.572: "5G System; Location Management Services; Stage 3".
[13]	ITU Recommendation E.164: "The international public telecommunication numbering plan".
[14]	3GPP TS 29.503: "5G System; Unified Data Management Services; Stage 3".
[15]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[16]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[17]	3GPP TS 29.510: "Network Function Repository Services; Stage 3".
[18]	3GPP TS 22.071: "Location Services (LCS); Service description; Stage 1".
[19]	3GPP TR 21.900: "Technical Specification Group working methods".
[20]	3GPP TS 29.518: "5G System; Access and Mobility Management Services; Stage 3".
[21]	3GPP TS 29.002: "Mobile Application Part (MAP) specification".
[22]	3GPP TS 33.256: "Security aspects of Uncrewed Aerial Systems (UAS)".
[23]	3GPP TS 37.355: "Technical Specification Group Radio Access Network; LTE Positioning Protocol (LPP)".
[24]	3GPP TS 29.122: "T8 reference point for Northbound APIs".
[25]	3GPP TR 23.586: "Ranging based services and Sidelink Positioning"void

*** Next Change ***
[bookmark: _Toc161839726]5.1	Introduction
The table 5.1-1 shows the GMLC Services and GMLC Service Operations:
Table 5.1-1: List of GMLC Services
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Ngmlc_Location
	ProvideLocation
	Request/Response
	V-GMLC, H-GMLC, NEF, NWDAF, LMF, AMF

	
	LocationUpdate
	Request/Response
	AMF, V-GMLC

	
	LocationUpdateNotify
	Notify
	NEF

	
	CancelLocation
	Request/Response
	H-GMLC, NEF, NWDAF

	
	EventNotify
	Notify
	H-GMLC, NEF, NWDAF

	
	PrivacyCheckIdMapping
	Request/Response
	H-GMLC

	
	ProvideRanging
	Request/Response
	AMF, NEF



Table 5.1-2 summarizes the corresponding APIs defined for this specification.
Table 5.1-2: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	Ngmlc_Location
	6.1
	Ngmlc Location Service
	TS29515_Ngmlc_Location.yaml
	ngmlc-loc
	A.2



[bookmark: _Hlk158928684]*** Next Change ***
[bookmark: _Toc26202296][bookmark: _Toc22624235][bookmark: _Toc22141033][bookmark: _Toc18853033][bookmark: _Toc26202482][bookmark: _Toc34804190][bookmark: _Toc35935761][bookmark: _Toc45029981][bookmark: _Toc51922341][bookmark: _Toc51922755][bookmark: _Toc122015808][bookmark: _Toc130844971][bookmark: _Toc138344468][bookmark: _Toc145946974][bookmark: _Toc153817414][bookmark: _Toc161839730]5.2.2.1	Introduction
The service operations defined for the Ngmlc_Location services are as follows:
-	ProvideLocation
-	LocationUpdate
-	CancelLocation
-	EventNotify
-	LocationUpdateNotify
-	LocationUpdateSubscribe 
-	PrivacyCheckIdMapping
-	ProvideRanging

*** Next Change ***
[bookmark: _Hlk158928718]5.2.2.9	ProvideRangingVoid
5.2.2.9.1	General
The service operation is used during the procedures:
-	Procedure for Ranging/SL Positioning service exposure through 5GC network via control plane where 5GC-MO-LR initiated by the SL Positioning Client UE to trigger the AMF to request for Ranging/SL positioning service from GMLC (see 3GPP TS 23.586 [25], clause 6.7.1.2.3)-
The ProvideRanging service operation is invoked by a NF Service Consumer (e.g. AMF, or NEF) towards the GMLC to request the relative locations, distance, or direction between UEs. See Figure 5.2.2.9-1.


Figure 5.2.2.9.1: ProvideRanging Request/Response
1.	The NF Service Consumer shall send an HTTP POST request to the URI associated with the "provide-ranging" custom operation. The request body shall contain a InputRangingData object.
2a.	On success, "200 OK" shall be returned. The response body shall include a RangingDatas object containing the information of the determined ranging information of the UEs.
2b	On failure or redirection, one of the HTTP status code listed in Table 6.1.3.7.2-2 may be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.1.3.7.2-2.

*** Next Change ***
[bookmark: _Toc26202316][bookmark: _Toc22624255][bookmark: _Toc22141053][bookmark: _Toc18853070][bookmark: _Toc26202502][bookmark: _Toc34804212][bookmark: _Toc35935783][bookmark: _Toc45030003][bookmark: _Toc51922363][bookmark: _Toc51922779][bookmark: _Toc122015836][bookmark: _Toc130844999][bookmark: _Toc138344496][bookmark: _Toc145947002][bookmark: _Toc153817442][bookmark: _Toc161839760]6.1.3.1	Overview
The structure of the custom operation URIs of the Ngmlc_Location service is shown in Figure 6.1.3.1-1.




Figure 6.1.3.1-1: Custom operation URI structure of the Ngmlc_Location API
Table 6.1.3.1-1 provides an overview of the custom operations and applicable HTTP methods.
Table 6.1.3.1-1: Custom operations
	Custom operation URI
	Mapped HTTP method
	Description

	{apiRoot}/ngmlc-loc/<apiVersion>/provide-location
	POST
	Request or Subscribe the geodetic and optionally local and/or civic location of a target UE or a target group of UEs

	{apiRoot}/ngmlc-loc/<apiVersion>/cancel-location
	POST
	Cancel an on-going periodic or triggered location request of a target UE or a target group of UEs

	{apiRoot}/ngmlc-loc/<apiVersion>/location-update
	POST
	Enable the NF consumer to update UE location information towards the GMLC

	{apiRoot}/ngmlc-loc/<apiVersion>/loc-update-subs
	POST
	Enable a NF service consumer (e.g. NEF) to subscribe to UE location information

	{apiRoot}/ngmlc-loc/<apiVersion>/perform-privacy-check-id-mapping
	POST
	Enable a NF service consumer (e.g. H-GMLC) to perform the privacy check and ID mapping of a UE for Ranging SL service

	{apiRoot}/ngmlc-loc/<apiVersion>/provide-ranging
	POST
	Enable a NF service consumer (e.g. AMF, NEF) to request relative locations, distances, or direction between UEs.



NOTE:	The Custom operation URI above are deviating from the URI Path Segment Naming Conventions defined in clause 5.1.3.2 of 3GPP TS 29.501 [5], but they are not changed to maintain backwards compatibility.

*** Next Change ***
6.1.3.7	Operation: provide-rangingVoid
6.1.3.7.1	Description
This clause will describe the custom operation and what it is used for, and the custom operations URI.
6.1.3.7.2	Operation Definition
The operation shall support the response data structures and response codes specified in Table 6.1.3.7.2-1 and Table 6.1.3.7.2-2.
Table 6.1.3.7.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	InputRangingData
	M
	1
	Input parameters to the "Provide-Ranging" service operation



Table 6.1.3.7.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	RangingDatas
	M
	1
	200 OK
	This case represents the successful retrieval of the relative locations, distance, or direction between UEs.


	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection.

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
-	RANGING_DENIED
-	UNSPECIFIED
-	UNSUPPORTED_BY_UE
-	DETACHED_USER

SeeTable 6.1.6.3-1 for the description of these errors.

	ProblemDetails
	O
	0..1
	500 Internal Server Error
	The "cause" attribute may be used to indicate the following application error:
-	RANGING_FAILED

See Table 6.1.6.3-1 for the description of these errors.

	ProblemDetails
	O
	0..1
	504 Gateway Timeout
	The "cause" attribute may be used to indicate the following application error:
-	UNREACHABLE_USER
-	PEER_NOT_RESPONDING
See Table 6.1.6.3-1 for the description of this error.

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [5] other than those specified in the table above also apply, with a ProblemDetails data type when needed (see clause 5.2.7 of 3GPP TS 29.500 [5]).



Table 6.1.3.7.2-3: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same GMLC or GMLC (service) set.
For the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [5].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.1.3.7.2-4: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same GMLC or GMLC (service) set.
For the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [5].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



*** Next Change ***
[bookmark: _Toc26202334][bookmark: _Toc22624273][bookmark: _Toc22141071][bookmark: _Toc18853080][bookmark: _Toc26202520][bookmark: _Toc34804235][bookmark: _Toc35935806][bookmark: _Toc45030026][bookmark: _Toc51922386][bookmark: _Toc51922805][bookmark: _Toc122015862][bookmark: _Toc130845025][bookmark: _Toc138344522][bookmark: _Toc145947028][bookmark: _Toc153817468][bookmark: _Toc161839789]6.1.5.1	General
This clause specifies the application data model supported by the API.
Table 6.1.5.1-1 specifies the data types defined for the Ngmlc_Location service based interface protocol.
Table 6.1.5.1-1: Ngmlc_Location specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	InputData
	6.1.5.2.2
	the input parameters in ProvideLocation service operation
	

	LocationData
	6.1.5.2.3
	Location data
	

	CancelLocData
	6.1.5.2.4
	the input parameters in CancelLocation service operation
	

	LocUpdateData
	6.1.5.2.5
	the input parameters in LocationUpdate service operation
	

	EventNotifyData
	6.1.5.2.6
	the input parameters for the target UE in EventNotify Notification service operation
	

	UePrivacyRequirements
	6.1.5.2.7
	UE privacy requirements from (H)GMLC to the serving AMF or VGMLC(in the roaming case) for the target UE
	

	LocUpdateNotification
	6.1.5.2.9
	Location Update Notification
	

	LocUpdateSubs
	6.1.5.2.10
	UE location information subscription
	

	EventNotifyDataAdditionalInfo
	6.1.5.2.11
	Additional information to Event Notify Data
	

	EventNotifyDataExt
	6.1.5.2.12
	Extended Event Notify Data for UEs of a target group
	

	AreaEventInfoAddition
	6.1.5.2.13
	Additional information for Extended Area event information
	

	AreaEventInfoExt
	6.1.5.2.14
	Extended Area Event Information
	

	IntegrityRequirements
	6.1.5.2.15
	GNSS integrity requirements
	

	AlertLimit
	6.1.5.2.16
	Alert Limit
	

	UpLocRepInfoAf
	6.1.5.2.17
	Information for the location reporting over user plane
	

	UpCumEvtRptCriteria
	6.1.5.2.18
	Criteria for sending cumulative events reports over control plane
	

	AddLocationDatas
	6.1.5.2.19
	Additional location data
	

	LocationDataExt
	6.1.5.2.20
	the response parameters in ProvideLocation service operation including one or more LocationData
	

	RelatedUE
	6.1.5.2.21
	Indicates information for related UE for ranging and sidelink positioning
	

	PrivacyCheckIdMappingReqData
	6.1.5.2.22
	Privacy Check ID Mapping Request Data
	

	PrivacyCheckIdMappingRespData
	6.1.5.2.23
	Privacy Check ID Mapping Response Data
	

	InputRangingData
	6.1.5.2.24
	the input parameters in ProvideRanging service operation
	

	RangingDatas
	6.1.5.2.25
	one or more RangingData
	

	RangingData
	6.1.5.2.26
	Ranging data
	

	ServiceIdentity
	6.1.5.3.2
	service identity
	

	CodeWord
	6.1.5.3.2
	codeword
	

	ExternalClientIdentification
	6.1.5.3.2
	external client identification
	

	E164CountryCodeOfGeographicArea
	6.1.5.3.2
	E.164 country codes for geographic areas
	

	LcsServiceTypeId
	6.1.5.3.2
	LCS Service Type Id
	

	TimeToAlert
	6.1.5.3.2
	Time-to-Alert
	

	TargetIntegrityRisk
	6.1.5.3.2
	Target Integrity Risk
	

	HorizontalProtectionLevel
	6.1.5.3.2
	Horizontal Protection Level
	

	VerticalProtectionLevel
	6.1.5.3.2
	Vertical Protection Level
	

	PseudonymIndicator
	6.1.5.3.3
	It defines if a pseudonym is requested
	

	LocationRequestType
	6.1.5.3.4
	NI-LR, MT-LR or MO-LR
	

	LocationTypeRequested
	6.1.5.3.5
	the location type requested by the LCS client
	

	EventNotifyDataType
	6.1.5.3.6
	the type of event that triggers event notification
	

	FailureCause
	6.1.5.3.7
	Positioning failure cause
	

	SuccessType
	6.1.5.3.8
	Success Type to indicate full or partial success
	

	ReportingInd
	6.1.5.3.9
	Reporting indication on how a target UE sends event reports when the UE is outside the event report allowed area
	




[bookmark: _Hlk158932626]*** Next Change ***
[bookmark: _Toc153817488]6.1.5.2.24	Type: InputRangingDataVoid
Table 6.1.5.2.24-1: Definition of type InputRangingData
	Attribute name
	Data type
	P
	Cardinality
	Description

	gpsi
	Gpsi
	O
	0..1
	Generic Public Subscription Identifier
(NOTE).

	supi
	Supi
	O
	0..1
	Subscription Permanent Identifier
(NOTE).

	locationQoS
	LocationQoS
	O
	0..1
	Requested location QoS

	externalClientType
	[bookmark: _Hlk159007124]ExternalClientType
	M
	1
	This IE shall contain LCS client type

	externalClientIdentification
	ExternalClientIdentification
	O
	0..1
	External LCS client identification

	requestedRangingSlResult
	array(RangingSlResult)
	O
	1..N
	This IE shall contain the type of result requested for ranging and sidelink positioning, such asrelative locations or ranges and directions related to the UEs, etc.

	scheduledLocTime
	DateTime
	O
	0..1
	The scheduled time (in UTC) for location determination

	NOTE:	Either the gpsi IE or supi IEshall be present.



*** Next Change ***
[bookmark: _Toc161839813]6.1.5.2.25	Type: RangingDatasVoid
Table 6.1.5.2.25-1: Definition of type RangingDatas
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	rangingDatas
	array(RangingData)
	M
	1..N
	Contains one or more RangingData.
	



*** Next Change ***
6.1.5.2.26	Type: RangingDataVoid
Table 6.1.5.2.26-1: Definition of type RangingData
	Attribute name
	Data type
	P
	Cardinality
	Description

	gpsi
	Gpsi
	O
	0..1
	Generic Public Subscription Identitfier

	supi
	Supi
	O
	0..1
	Subscription Permanent Identifier

	rangingDataList
	array(PositioningMethodAndUsage)
	O
	1..N
	If present, this IE shall indicate the usage of each ranging method that was attempted to determine the relative locations, direction, distance estimate, either successfully or unsuccessfully.

	achievedQoS
	MinorLocationQoS
	O
	0..1
	When present, this IE shall contain the achieved Ranging QoS Accuracy of the estimated ranging result.

This IE shall be present if received.

	timestampOfLocationEstimate
	DateTime
	O
	0..1
	When present, this IE shall indicate the estimated UTC time when the ranging estimate corresponded to the UEs location.

	relatedApplicationlayerId
	ApplicationlayerId
	O
	0..1
	Identifies the application layer ID of the related UE for ranging and sidelink positioning, such as SL reference UE, etc.

	rangeDirection
	RangeDirection
	O
	0..1
	When present, this IE identifies a range and direction from a point
 A to a point B, comprising a range from point A to point B, an azimuth direction from point A to point B and an elevation direction from point A to point B.

	2dRelativeLocation
	2DRelativeLocation
	O
	0..1
	When present, this IE identifies a relative 2D location with uncertainty ellipse, characterised by a point described in 2D local co-ordinates with origin corresponding to another known point, distances r1 and r2 and an angle of orientation A.

	3dRelativeLocation
	3DRelativeLocation
	O
	0..1
	When present, this IE identifies a relative 3D location with uncertainty ellipsoid, characterised by a point described in 3D local co-ordinates with origin corresponding to another known point, distances r1 (the "semi-major uncertainty"), r2 (the "semi-minor uncertainty") and r3 (the "vertical uncertainty") and an angle of orientation A (the "angle of the major axis").

	relativeVelocity
	VelocityEstimate
	O
	0..1
	When present, this IE identifies UE velocity relative to the UE identified with relatedApplicationlayerId.

	NOTE:	Either the gpsi IE or the supi IE shall be present.




*** Next Change ***
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The application errors defined for the Ngmlc_Location service are listed in Table 6.1.6.3-1.
Table 6.1.6.3-1: Application errors
	Application Error
	HTTP status code
	Description

	POSITIONING_DENIED
	403 Forbidden
	the positioning procedure was denied.

	UNSPECIFIED
	403 Forbidden
	the request is rejected due to unspecified reasons.

	UNSUPPORTED_BY_UE
	403 Forbidden
	the position request for periodic or triggered location is not supported by the target UE

	LOCATION_SESSION_UNKNOWN
	403 Forbidden
	the location context was not found

	UNREQUESTED_BY_UE
	403 Forbidden
	the UE did not request transfer of its location to an LCS Client or AF

	UNKOWN_EXTERNAL_CLIENT_OR_AF
	403 Forbidden
	the external LCS client or AF is unknown

	UNREACHABLE_EXTERNAL_CLIENT_OR_AF
	403 Forbidden
	the external LCS client or AF is unreachable

	DETACHED_USER
	403 Forbidden
	the user is deregistered in the AMF

	ID_MAPPING_NOT_AVAILABLE
	403 Forbidden
	The ID Mapping information is not available for the UE identifier.

	RANGING_SL_POS_NOT_ALLOWED
	403 Forbidden
	Ranging SL Positioning Service not allowed by the UE or the Ranging SL Positioning Service for the UE to not allowed to be exposed to the SL Positioning Client UE

	UNKNOWN_UE_IDENTIFIER
	403 Forbidden
	The UE Identifier is unknown

	RANGING_DENIED
	403 Forbidden
	the ranging procedure was denied.

	MAX_TARGET_UE_NUM_EXCEED
	403 Forbidden
	the request is rejected because the maximum allowed number of targeting UEs by the LCS client is exceeded.

	POSITIONING_FAILED
	500 Internal Server Error
	the positioning procedure failed

	RANGING_FAILED
	500 Internal Server Error
	The ranging procedure failed

	UNREACHABLE_USER
	504 Gateway Timeout
	the user could not be reached in order to perform positioning procedure

	PEER_NOT_RESPONDING
	504 Gateway Timeout
	No response is received from a remote peer, i.e.,
1) The response from the serving AMF wasn't received by (V)GMLC, or;
2) (V)GMLC received HTTP status code 504 with PEER_NOT_RESPONDING from AMF.



*** Next Change ***
[bookmark: _Toc34804258][bookmark: _Toc35935829][bookmark: _Toc45030049][bookmark: _Toc51922410][bookmark: _Toc51922829][bookmark: _Toc122015892][bookmark: _Toc130845055][bookmark: _Toc138344553][bookmark: _Toc145947061][bookmark: _Toc153817505][bookmark: _Toc161839829]6.1.8	Security
As indicated in 3GPP TS 33.501 [15], the access to the Ngmlc_Location API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [16]), using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [17]) plays the role of the authorization server.
If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Ngmlc_Location API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [17], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Ngmlc_Location service.
The Ngmlc_Location API defines the following scopes for OAuth2 authorization as specified in 3GPP TS 33.501 [15]:
Table 6.1.8-1: OAuth2 scopes defined in Ngmlc_Location API
	Scope
	Description

	"ngmlc-loc"
	Access to the Ngmlc_Location API.

	"ngmlc-loc:provide-location:invoke"
	Access to invoke Provide Location

	"ngmlc-loc:cancel-location:invoke"
	Access to invoke Cancel Location

	"ngmlc-loc:location-update:invoke"
	Access to invoke Location update

	"ngmlc-loc:loc-update-subs:invoke"
	Access to invoke Location update subscribe

	"ngmlc-loc:perform-privacy-check-id-mapping:invoke"
	Access to invoke Privacy Check Id Mapping

	"ngmlc-loc:provide-ranging:invoke"
	Access to invoke Provide Ranging



*** Next Change ***
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****************** Text Skipped for Clarity ***********************

  /provide-ranging:
    post:
      summary: Request Ranging information between UEs
      operationId: RequestRanging
      tags:
        - Request Ranging
      security:
        - {}
        - oAuth2ClientCredentials:
          - ngmlc-loc
        - oAuth2ClientCredentials:
          - ngmlc-loc
          - ngmlc-loc:provide-ranging:invoke
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/InputRangingData'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/RangingDatas'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        '504':
          $ref: 'TS29571_CommonData.yaml#/components/responses/504'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            ngmlc-loc: Access to the Ngmlc_Location API
            ngmlc-loc:provide-location:invoke: Access to invoke Provide Location
            ngmlc-loc:cancel-location:invoke: Access to invoke Cancel Location
            ngmlc-loc:location-update:invoke: Access to invoke Location update
            ngmlc-loc:loc-update-subs:invoke: Access to invoke Location update subscribe
            ngmlc-loc:perform-privacy-check-id-mapping:invoke: Access to invoke Privacy Check Id Mapping
            ngmlc-loc:provide-ranging:invoke: Access to invoke Provide Ranging




[…]

    PrivacyCheckIdMappingRespData:
      description: Privacy Check Id Mapping Response Data
      type: object
      properties:
        appLayerId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/ApplicationlayerId'
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'

    InputRangingData:
      description: Contains the input parameters in PorvideRanging service operation
      type: object
      required:
        - externalClientType
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        locationQoS:
          $ref: 'TS29572_Nlmf_Location.yaml#/components/schemas/LocationQoS'
        externalClientType:
          $ref: 'TS29572_Nlmf_Location.yaml#/components/schemas/ExternalClientType'
        externalClientIdentification:
          $ref: '#/components/schemas/ExternalClientIdentification'
        requestedRangingSlResult:
          type: array
          items:
            $ref: 'TS29572_Nlmf_Location.yaml#/components/schemas/RangingSlResult'
          minItems: 1
        scheduledLocTime:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'


    RangingDatas:
      description: Ranging Data List
      type: object
      required:
        - rangingDatas
      properties:
        rangingDatas:
          type: array
          items:
            $ref: '#/components/schemas/RangingData'
          minItems: 1


    RangingData:
      description: Contains the response parameters in ProvideRanging service operation
      type: object
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        timestampOfLocationEstimate:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        achievedQos:
          $ref: 'TS29572_Nlmf_Location.yaml#/components/schemas/MinorLocationQoS'
        rangingDataList:
          type: array
          items:
            $ref: 'TS29572_Nlmf_Location.yaml#/components/schemas/PositioningMethodAndUsage'
          minItems: 1
        relatedApplicationlayerId:
          type: string
        rangeDirection:
          $ref: 'TS29572_Nlmf_Location.yaml#/components/schemas/RangeDirection'
        2dRelativeLocation:
          $ref: 'TS29572_Nlmf_Location.yaml#/components/schemas/2DRelativeLocation'
        3dRelativeLocation:
          $ref: 'TS29572_Nlmf_Location.yaml#/components/schemas/3DRelativeLocation'
        relativeVelocity:
          $ref: 'TS29572_Nlmf_Location.yaml#/components/schemas/VelocityEstimate'

****************** Text Skipped for Clarity ***********************

*** End of Changes ***
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