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[bookmark: _Toc162420514][bookmark: _GoBack]5.2.2.5.2	Subscription to NF Instances in the same PLMN
The subscription to notifications on NF Instances is executed creating a new individual resource under the collection resource "subscriptions". The operation is invoked by issuing a POST request on the URI representing the "subscriptions" resource.


Figure 5.2.2.5.2-1: Subscription to NF Instances in the same PLMN
[bookmark: _PERM_MCCTEMPBM_CRPT88420014___2]1.	The NF Service Consumer shall send a POST request to the resource URI representing the "subscriptions" collection resource. The custom HTTP header "3gpp-Sbi-Notif-Accepted-Encoding", as defined in 3GPP TS 29.500 [4] clause 5.2.3.3.6, may be included to indicate the content-encodings supported by the NF Service Consumer receiving the notification.
The request body shall include the data indicating the type of notifications that the NF Service Consumer is interested in receiving; it also contains a callback URI, where the NF Service Consumer shall be prepared to receive the actual notification from the NRF (see NFStatusNotify operation in 5.2.2.6) and it may contain a validity time, suggested by the NF Service Consumer, representing the time span during which the subscription is desired to be kept active. When the NF Service Consumer creates multiple subscriptions in the NRF, it should use distinct callback URIs for each subscription.
The subscription request may also include additional parameters indicating the list of attributes (including Vendor-Specific attributes, see 3GPP TS 29.500 [4], clause 6.6.3) in the NF Profile to be monitored (or to be excluded from monitoring), in order to determine whether a notification from NRF should be sent, or not, when any of those attributes is changed in the profile.
The NF Service Consumer may request the creation of a subscription to a specific NF Instance, or to a set of NF Instances, where the set is determined according to different criteria specified in the request body, in the "subscrCond" attribute of the "SubscriptionData" object type (see clause 6.1.6.2.16).
The subscription shall be authorized, or rejected, by the NRF by checking the relevant input attributes (e.g. reqNfType, reqNfFqdn, reqSnssais, reqPerPlmnSnssais, reqPlmnList, reqSnpnList, etc.) in the subscription request body (along with the contents of any optional Oauth2 access token provided in the API request) against the list of authorization attributes in the NF Profile of the target NF Instance to be monitored.
[bookmark: _Hlk115879362]An SCP may request a subscription to the complete profile of NF Instances (including, e.g. the authorization attributes of the target NF Instances to be monitored). Upon receiving such a request, the NRF shall verify that the requesting entity is authorized to subscribe to the complete profile of NF instances, based on local policies or the receipt of an Oauth2 access token granting such permission. If the requesting entity is not authorized to do so, the NRF shall reject the request or handle it as a subscription request without access to the complete profile.
When the subscription request is for a set of NFs, the authorization attributes of the NF Instances in the set may differ, resulting in positive authorization of the subscription for only a part of the NF Instances in the set; in that case, the subscription to the set of NFs may be accepted by the NRF, but the NF Instances in the set that are not authorized for the NF Service Consumer that requested the subscription, shall not result in triggering any notification event from the NRF to the NF Service Consumer.
2a.	On success, "201 Created" shall be returned. The response shall contain the data related to the created subscription, including the validity time, as determined by the NRF, after which the subscription becomes invalid. Once the subscription expires, if the NF Service Consumer wants to keep receiving status notifications, it shall create a new subscription in the NRF.
2b.	On failure or redirection:
-	If the creation of the subscription fails at the NRF due to errors in the SubscriptionData JSON object in the request body, the NRF shall return "400 Bad Request" status code with the ProblemDetails IE providing details of the error. E.g., the NRF may verify that the input attributes (e.g. reqNfType) in the subscription request match with the corresponding ones in, e.g. the public key certificate of the NF service consumer received during TLS initial handshake procedure (see 3GPP TS 33.310 [X]). If the verification is unsuccessful, the request shall be rejected with "400 Bad Request" status code and the "cause" attribute set to "INVALID_CLIENT".
-	If the creation of the subscription fails at the NRF due to NRF internal errors, the NRF shall return "500 Internal Server Error" status code with the ProblemDetails IE providing details of the error.
-	In the case of redirection, the NRF shall return 3xx status code, which shall contain a Location header with an URI pointing to the endpoint of another NRF service instance.
*** Next Change ***
5.3.2.2.2	Service Discovery in the same PLMN
This service operation is executed by querying the "nf-instances" resource. The request is sent to an NRF in the same PLMN of the NF Service Consumer.


Figure 5.3.2.2.2-1: Service Discovery Request in the same PLMN
1.	The NF Service Consumer shall send an HTTP GET request to the resource URI "nf-instances" collection resource. The input filter criteria for the discovery request shall be included in query parameters.

An SCP may request to discover the complete profile of NF instances (including, e.g. the authorization attributes) matching the query parameters. Upon receiving such a request, the NRF shall verify that the requesting entity is authorized to discover the complete profile of NF instances, based on local policies or the receipt of an access token granting such permission. If the requesting entity is not authorized to do so, the NRF shall reject the request or handle it as a service discovery request without access to the complete profile.
When certain query parameters in the discovery request are not supported by the NRF, the NRF shall ignore the unsupported query parameters and continue processing the request with the rest of the query parameters.
2a.	On success, "200 OK" shall be returned. The response body shall contain a validity period, during which the search result can be cached by the NF Service Consumer, and an array of NF Profile objects, and/or a map of NFInstanceInfo objects of NF instances (if the NF service consumer indicated support of the Enh-NF-Discovery feature in the request) that satisfy the search filter criteria (e.g., all NF Instances offering a certain NF Service name in REGISTERED status, or empty array in case search filter criteria do not match a NF Instance in REGISTERED status). In the latter case, the response may include the noProfileMatchInfo attribute to provide the specific reason for not finding any NF instance that can match the search filter criteria.
NOTE:	In indirect communication with delegated discovery scenarios the SCPs can cache the noProfileMatchInfo to optimize subsequent NF discovery procedures.
If the NRF has ignored certain unsupported query parameter(s) when processing the discovery request, the NRF may additionally include the indication of ignored unsupported query parameters in the search result. The NF consumer may use the indication to identify whether the NF candidates in the search result are all usable for the service logic, i.e. all query parameter related to the key service logic are not ignored.
2b.	On failure or redirection:
-	If the NF Service Consumer is not allowed to discover the NF services for the requested NF type provided in the query parameters, the NRF shall return "403 Forbidden" response.
-	If the discovery request fails at the NRF due to errors in the input data in the URI query parameters, the NRF shall return "400 Bad Request" status code with the ProblemDetails IE providing details of the error. E.g., the NRF may verify that the input attributes (e.g. requester-nf-type) in the discovery request match with the corresponding ones in, e.g. the public key certificate of the NF service consumer received during TLS initial handshake procedure (see 3GPP TS 33.310 [X]). If the verification is unsuccessful, the request shall be rejected with "400 Bad Request" status code and the "cause" attribute set to "INVALID_CLIENT".
-	If the discovery request fails at the NRF due to NRF internal errors, the NRF shall return "500 Internal Server Error" status code with the ProblemDetails IE providing details of the error.
-	In the case of redirection, the NRF shall return 3xx status code, which shall contain a Location header with an URI pointing to the endpoint of another NRF service instance.
The NF Profile objects returned in a successful result shall contain generic data of each NF Instance, applicable to any NF type, and it may also contain NF-specific data, for those NF Instances belonging to a specific type (e.g., the attribute "udrInfo" is typically present in the NF Profile when the type of the NF Instance takes the value "UDR"). In addition, the attribute "customInfo", may be present in the NF Profile for those NF Instances with custom NF types.
For those NF Instances, the "customInfo" attribute shall be returned by NRF, if available, as part of the NF Profiles returned in the discovery response.
The NRF shall also include, in the returned NF Profile objects, the Vendor-Specific attributes (see 3GPP TS 29.500 [4], clause 6.6.3) that may have been provided by the registered NF Instances.
If the response includes a map of NFInstanceInfo objects of NF instances, the NF Service Consumer may retrieve the NF profiles by issuing service discovery requests with the target-nf-instance-id parameter identifying the target NF Instance ID, or with the target-nf-instance-id-list parameter identifying a list of target NF Instance IDs held by the same NRF; the service discovery request shall also include the nrf-disc-uri parameter set to the API URI of the Nnrf_NFDiscovery service of the NRF holding the NF profile(s), if the nrfDiscApiUri attribute was received in the NFInstanceInfo object and if the service discovery request is addressed to a different NRF than the NRF holding the NF profile(s).
*** Next Change ***
[bookmark: _Toc24937635][bookmark: _Toc33962450][bookmark: _Toc42883212][bookmark: _Toc49733080][bookmark: _Toc56690705][bookmark: _Toc162420590]6.1.3.4.3	Resource Standard Methods
[bookmark: _Toc24937636][bookmark: _Toc33962451][bookmark: _Toc42883213][bookmark: _Toc49733081][bookmark: _Toc56690706]6.1.3.4.3.1	POST
This method creates a new subscription. This method shall support the URI query parameters specified in table 6.1.3.4.3.1-1.
Table 6.1.3.4.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.4.3.1-2 and the response data structures and response codes specified in table 6.1.3.4.3.1-3.
Table 6.1.3.4.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	SubscriptionData

	M
	1
	The request body contains the input parameters for the subscription. These parameters include, e.g.:
- Target NF type
- Target Service Name
- Callback URI of the Requester NF



Table 6.1.3.4.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SubscriptionData

	M
	1
	201 Created
	This case represents the successful creation of a subscription.

Upon success, the HTTP response shall include a "Location" HTTP header that contains the resource URI of the created resource.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	The NRF shall generate a Location header field containing a URI pointing to the endpoint of another NRF service instance to which the request should be sent.
If an SCP redirects the message to another SCP then the location header field shall contain the same URI or a different URI pointing to the endpoint of the NF service producer to which the request should be sent.

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	The NRF shall generate a Location header field containing a URI pointing to the endpoint of another NRF service instance to which the request should be sent.
If an SCP redirects the message to another SCP then the location header field shall contain the same URI or a different URI pointing to the endpoint of the NF service producer to which the request should be sent.

	ProblemDetails
	O
	0..1
	400 Bad Request
	The response body contains the error reason of the request message.

The "cause" attribute shall be set to "INVALID_CLIENT" if some or all attributes of the NF Service Consumer in the subscripton request do not match the requester information in, e.g. its public key certificate.

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- SUBSCRIPTION_NOT_ALLOWED

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 6.1.3.4.3.1-4: Headers supported by the 201 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the URI of the newly created resource, according to the structure: {apiRoot}/nnrf-nfm/v1/subscriptions/{subscriptionId}



Table 6.1.3.4.3.1-5: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	A URI pointing to the endpoint of the NRF service instance to which the request should be sent



Table 6.1.3.4.3.1-6: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	A URI pointing to the endpoint of the NRF service instance to which the request should be sent



*** Next Change ***
[bookmark: _Toc24937728][bookmark: _Toc33962548][bookmark: _Toc42883316][bookmark: _Toc49733184][bookmark: _Toc56690811][bookmark: _Toc162420763]6.1.7.3	Application Errors
The application errors defined for the Nnrf_NFManagement service are listed in Table 6.1.7.3-1.
Table 6.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	SUBSCRIPTION_NOT_ALLOWED
	403 Forbidden
	It is used when the validation of the authorization parameters in the subscription request has falied.

	SHARED_DATA_ID_UNKNOWN
	400 Bad Request
	It is used when the NFProfile contains Shared Data IDs for which Shared Data have not yet been registered. NFs receiving this application error may register the shared data to the NRF before retrying to register the NFProfile that contains the Shared Data ID.

	SHARED_DATA_NOT_CONFIGURED
	400 Bad Request
	It is used when the NFProfile contains a Shared Data ID for which Shared Data have not been configured at the NRF. In this case the NFProfile registration fails due to network misconfiguration unless the NF is able to fall back to non-support of the Shared-Data-Registration feature.

	INVALID_CLIENT
	400 Bad Request
	It is used when some or all attributes of the NF Service Consumer presented in the request message do not match the requester information in, e.g. its public key certificate.



*** Next Change ***
[bookmark: _Toc24937747][bookmark: _Toc33962567][bookmark: _Toc42883336][bookmark: _Toc49733204][bookmark: _Toc56690831][bookmark: _Toc162420783]6.2.3.2.3	Resource Standard Methods
[bookmark: _Toc24937748][bookmark: _Toc33962568][bookmark: _Toc42883337][bookmark: _Toc49733205][bookmark: _Toc56690832]6.2.3.2.3.1	GET
This operation retrieves a list of NF Instances, and their offered services, currently registered in the NRF, satisfying a number of filter criteria, such as those NF Instances offering a certain service name, or those NF Instances of a given NF type (e.g., AMF).
***skipped for clarity***
Table 6.2.3.2.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SearchResult
	M
	1
	200 OK
	The response body contains the result of the search over the list of registered NF Instances.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	The response shall be used when the intermediate NRF redirects the service discovery request.
The NRF shall include in this response a Location header field containing a URI pointing to the resource located on the redirect target NRF.
If an SCP redirects the message to another SCP then the location header field shall contain the same URI or a different URI pointing to the endpoint of the NF service producer to which the request should be sent.

	ProblemDetails
	O
	0..1
	400 Bad Request
	The response body contains the error reason of the request message.

If the query parameter used to match the authorization parameter is required but not provided in the NF discovery request, the "cause" attribute shall be set to "MANDATORY_QUERY_PARAM_MISSING", and the missing query parameter shall be indicated.

The "cause" attribute shall be set to "INVALID_CLIENT" if some or all attributes of the NF Service Consumer in query parameters do not match the requester information in, e.g. its public key certificate.

	ProblemDetails
	O
	0..1
	403 Forbidden
	This response shall be returned if the Requester NF is not allowed to discover the NF Service(s) being queried.

	ProblemDetails
	O
	0..1
	404 Not Found
	This response shall be returned if the requested resource URI as defined in clause 6.2.3.2.2 (query parameter not considered) is not found in the server.

It may also be sent in hierarchical NRF deployments when the NRF needs to forward/redirect the request to another NRF but lacks information in the request to do so; similarly, the NRF shall return this response code when it is received from the upstream NRF.

	ProblemDetails
	O
	0..1
	500 Internal Server Error
	The response body contains the error reason of the request message.



***skipped for clarity***
*** Next Change ***
[bookmark: _Toc24937775][bookmark: _Toc33962595][bookmark: _Toc42883364][bookmark: _Toc49733232][bookmark: _Toc56690882][bookmark: _Toc162420835]6.2.7.3	Application Errors
The application errors defined for the Nnrf_NFDiscovery service are listed in Table 6.2.7.3-1.
Table 6.2.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	INVALID_CLIENT
	400 Bad Request
	It is used when some or all attributes of the NF Service Consumer in query parameters do not match the requester information in, e.g. its public key certificate.



*** End of Change ***
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