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Introduction

This requirement specification aims at listing the requirements that can be put on a standard protocol for SIM Toolkit Interpreters and what shall be present in such a standard.

A SIM Toolkit Interpreter issues SIM Application Toolkit commands, as specified in GSM 11.14 / TS 31.111, to the ME according to a Script that it executes. This script is written in an XML-type language, being a subset of WML, but is converted to a compact Byte Code before transmitted on the network, and when present on the SIM. Thus, the Script can be on two formats:

· Source code format, written in an XML-type language

· Byte code format, more compact in size, and suited for transmission on the network and storage on the SIM.

Some tags in WML cannot be supported due to restrictions in SIM Application Toolkit, i.e. a subset of WML has to be used. Standardization of this subset of WML is beyond the scope of this Work Item.

Source code scripts are converted to Byte code scripts by a Gateway that is connected both to Internet and the GSM network. Thus, Source code scripts reside on the Internet, but before entering the GSM network, they are converted to Byte code format.

The SIM Toolkit Interpreter is started by two different events:

· A Script is received from the GSM network

· A GSM 11.14 / TS 31.111 Menu Selection is received from the ME, which has been associated to a Script that has been previously stored on the SIM.

When a Script is received from the network, it is either the result of a

· Request to a Web server (via the Gateway) from a Script that was executing earlier, “URL Request”, or

· Sent to the Interpreter by an application (via the Gateway), “Push Request”.

The standardized protocol for a SIM Toolkit Interpreter could be said to consist of two parts:

· Standardization of a Byte Code. This Byte Code contains:

· Instructions that correspond to GSM 11.14 / TS 31.111 Toolkit commands, that shall be issued to the ME

· Other instructions, for instance controlling the execution flow

· Standardization of a means to transfer Scripts from the network to the SIM Toolkit Interpreter, and the format of the messages that are used for this.

Justification and goals

· Enable access to a subset of SIM Application Toolkit in a more simple way than writing Toolkit Applications.

· Provide access to WAP-similar functionality to subscribers with low-end handhelds and handhelds without WAP.

· Provide a standardized means to access security features on the SIM, for instance 3DES encryption/decryption, Digital Signature routines and RSA routines. Storing encryption keys and certificates is something that is very convenient to do on the SIM.

· Complement WAP with SIM Toolkit and Security features from the SIM.

Requirements

General requirements

· The Script language shall be XML based, and a subset of WML. The standardization of this language is beyond the scope of this Work Item.

Requirements on transmission

· GSM 03.48 packets shall be used to transmit Byte Code over the network, primarily with Short Messages, but future higher-speed bearers that are incorporated in GSM 03.48 shall be possible to use.

· The SIM is the property of the GSM Operator. Adequate GSM 03.48 security shall be implemented to protect the SIM from unauthorized intruders.

· When Short Messages are used, the Concatenation procedure described in GSM 03.40 shall be used to enable large Byte Codes to be transmitted.

Requirements on the byte code

· To enable use of web technique, the byte code shall include an instruction to fetch and execute the next Script from a Web server on the Internet, “URL Request”.

· The Byte Code shall be compact in size to 

· Occupy low bandwith when transmitted over the network. 

· Facilitate accomodation of the Interpreter on the limited computing resources on the SIM 

This means that only a subset of SIM Application Toolkit can be supported.

· The Byte Code shall contain an instruction to call extension routines outside the Interpreter, “plug-ins”. This enables access to functions on the SIM that are not covered by the standard Script language.

· The Byte Code shall include instructions corresponding to the following SIM Application Toolkit commands:

· DISPLAY TEXT

· GET INPUT

· SELECT ITEM

· PROVIDE LOCAL INFORMATION

· PLAY TONE

· SET UP IDLE MODE TEXT

· REFRESH

· SET UP CALL

· SEND USSD

· SEND SHORT MESSAGE

· The Byte Code shall include a branch instruction. 

· It shall be possible to store input from SELECT ITEM and GET INPUT in variables.

· It shall be possible to use these variables for variable substitution in strings when issuing following proactive commands.

