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3G TS 33.102 v3.2.0 section 6.4.3 specifies a mechanism which allows the USIM to trigger authentication at the start of an RRC connection if a counter on the UE exceeds an operator controlled threshold set by the USIM. It is proposed to extend this so that authentication can be triggered by the UE on a value provided by the USIM during a PS connection. Note that section 6.4. in 33.102 v3.2.0 already specifies that the network should be able to initiate authentication and key setting during a PS connection. See also the S3-approved CR to this section in S3-99552 (attached).

USIM triggered authentication and key setting during a connection may be useful in the PS mode where long connections lasting several days might be expected. One of the objectives for 3G security is to minimise the amount of trust that needs to be placed in the serving network. USIM triggered authentication during a PS connection can help to minimise the trust that the home environment needs to place in the serving network to implement an appropriate re-authentication policy for long PS connections.

In order to provide this capability three things are necessary:

· It shall be possible that the security mode negotiation can be run during a PS connection and that the new keys are taken into use immediately. Note that this is also required for network-originated re-authentication during a PS connection. R2 are asked to confirm that this can be done.

· It shall be possible for the USIM to transfer the operator-controlled threshold value to the UE at the start of an RRC connection and for the UE to monitor whether the current HFN exceeds the threshold at the start of a CS mode connection or during a PS mode connection. T3 are asked to confirm that appropriate functionality can be provided in the UE and the USIM.

· It shall be possible for the UE to indicate to the MSC/SGSN during a connection that the-authentication and key setting procedure should be run. This could be done, for example, by including KSI as part of an existing or new Layer 3 signalling message (KSI would be set to all 1s to indicate that no valid key set is available for use). N1 are asked to confirm that such and indication can be made to the network during a connection.

USIM and network initiated authentication and key setting during a CS connection is for further study. 

Secretary's note: This CR was approved during the December TSG SA #6 meeting. 
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Re-authentication and key setting should be possible during a PS connection so that the cipher and integrity keys can be updated during long connections. This capability is provided in GPRS. The current text in section 6.4.1 is not very clear on whether this should be supported.
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6.4.1
Authentication and cipher key and integrity key setting

Mutual key setting is the procedure that allows the MS and the RNC to agree on the key IK used to compute message authentication codes using algorithm UIA. Key setting is triggered by the authentication procedure and described in 6.3. Authentication and key setting may be initiated by the network as often as the network operator wishes. Key setting can occur as soon as the identity of the mobile subscriber (i.e. TMUI or IMUI) is known by the SN/VLR. The key IK is stored in the SN/VLR and transferred to the RNC when it is needed. The key IK is stored in the USIM until it is updated at the next authentication. 
If an authentication procedure is performed during a data transfer in the PS mode, the new cipher key CK and integrity key IK shall be taken in use in both the RNC and the UE as part of the security mode negotiation (see 6.4.5) that follows the authentication procedure.
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