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Proposition : Pin management in a multi-applications environnement

Pin management object

Give to the user the choice to protect every application by a pin and to remove this protection for a particular application that he considers useless to protect.

Multi-applications card

A multi-application card will be protected by a “master pin” and each application will be protected by an “application pin”. These pins could be disabled and enabled by the user. Application files will be stored in an ADF system files. Some files will be shareable, that is to say that they could be used by several applications.

Access conditions

Every file has its own specific access condition for each command. The relevant access condition of the last selected file shall be fulfilled before the requested action can take place. 

For each file :

· The access condition for the commands READ and SEEK are identical

· The access condition for the commands SELECT and STATUS are ALWAYS.

Access condition level coding

	Level
	Access condition

	0

1

2

3

4 to 14

15
	ALWAYS

PIN1

PIN2

Reserved for 3GPP Future Use

ADM

NEVer


Adequate files

When a file is subject to a Pin access condition, the adequate EFpin1 is sought in the directory of lower level. If absent, it is sought iteratively up to the MF.

Example :
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NOTE : 

The adequate PIN1 file is :

For DF2, the PIN1 file of DF2.

For DF1 and MF, the PIN1 file of MF

Note: If EFpin1 of DF2 is disabled, then PIN1 condition is verified for DF2 files even if EFpin1 from MF is not verified.

Disable and Enable PIN1 commands

The disable PIN1 command allows to make files previously protected by PIN1 accessible as if they were marked ALWAYS. This command is useful when the user does not want to protect a particular application.

The enable PIN1 command allows to reactivate the pin protection after a disable command.

Shareable files

In 7816-4, clause 5.1.5, Table 3, one bit of the File descriptor defines if the file is shareable or not.

Therefore, it is understood that each file owns a shareable/not shareable indicator. A mechanism has to be defined, allowing to make the shareable files accessible if the adequate condition PIN1 is verified.

The idea proposed here is to use a logical link to the DFtelecom inside the applications which use DFtelecom files.

Since the DFtelecom   files will be accessed from the application they will inherit of the application condition right. In other words the adequate EFpin1 file is the EFpin1 of the application from which the file is accessed.

There are two ways of accessing a DFtelecom   file : via an application or after a normal select DFtelecom.

· If the DFtelecom  file is accessed from an application using logical link, then the adequate EFPIN1 is the application EFPIN1.
· If the DFtelecom  file is accessed by usual means, after a select MF, select DFtelecom  then the adequate EFPIN1 is the DFtelecom EFPIN1.
Therefore DFtelecom  file can be shareable by several applications. If an application didn’t verified its own PIN1 it can not accessed a DFtelecom  file protected by PIN1.
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In this example EF1 and EF2 are shareable files from DFtelecom. Their access condition for the reading is PIN1. They are accessible from USIM1, USIM2 and Application 2 or directly from DFtelecom.

If EF1 and EF2 are accessed trough USIM1 they are readable only if PIN1 from USIM is verified. If EF1 and EF2 are accessed from DFtelecom then they will be readable only if PIN1 from DFtelecom is verified.
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