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From: 	TSG SA WG3, architecture ad hoc


To: 	TSG T WG3.


LS to TSG T3 on termination of integrity protection within the MS


TSG SA WG3 (SA3, Security) have decided that integrity protection is required for certain signalling messages sent between the network and MS in order to prevent certain “false network” attacks.  This LS addresses the question of whether, on the user side, the integrity checks should be carried out in the USIM or in the ME.


SA3 believe that the most secure solution would be for the integrity checks to be performed in the USIM, for the following reasons:


The standardised hardware security of the USIM can be used to prevent physical attacks on the integrity mechanism


Placing integrity checks in the USIM allows a more logical and rigorous integrity checking of the Cipher Mode Command – if the Cipher Mode Command received from the network fails integrity checking then the derived cipher key is not sent to the ME from the USIM


Integrity provides authentication in the absence of encryption.  As authentication is used by network operators to safeguard revenue, it is desirable for the integrity checks to be located in the USIM, which is under the control of the network operator.


However, SA3 have two concerns with integrity checks on the USIM:


the bandwidth of the ME-USIM interface 


the processing power within the USIM.


(In answering the questions given, T3 can assume integrity protection is provided using a 16 bit MAC per message, and that a MAC algorithm optimised for USIM implementation is used.  Annex 1 contains a list of the messages that SA3 currently believes require integrity protection.)


SA3 are concerned that bandwidth of the ME-USIM interface may not be sufficient to avoid delays in processing entire commands received from the network and returning integrity protected responses to the network. T3 are asked to comment on this concern.


T3 may assume that the length of a command to be integrity protected does not exceed 256 bits.  It may be further reduced if a message length of 256 bits is considered problematic.  (T3 are asked to indicate a maximum length acceptable if 256 bits is considered too long).


T3 are also asked to indicate the bit rate that may be assumed for the USIM-ME interface.


SA3 are also concerned that the limited processing power within the USIM may cause delays in the processing of commands if integrity checks are performed (and integrity protection added for commands sent to the network) in the USIM.  T3 are asked to comment on this concern.


T3 are also asked to comment on the effect of increasing the number of commands that require integrity protection.  (This last question is asked as it was though that the USIM might be able to avoid delays by putting off some non-integrity operations while it processed the three messages (capabilities, cipher mode command, required B�number) at the start of a call.  However, if the USIM had to perform integrity checks on a large number of messages, it would not be able to delay other operations for this extended time).


Annex 1.  Commands Requiring Integrity Protection.


(From ETSI 33.22, V1.0.0)


The feature shall be applied on the following signalling elements sent by the MS to the SN: 


The MS capabilities, including authentication mechanism, ciphering and integrity capabilities.


The security mode accept/reject message.


The called party number in a mobile originated call.


Periodic message authentication messages.


The feature shall be applied on the following signalling elements sent by the SN to the MS: 


The security mode command, including whether ciphering is enabled or not and the ciphering and integrity algorithm to be used.


Periodic message authentication messages.
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