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Comments from the MExE Chairman

1 Introduction

This paper responds to the MExE comments made in S3-99297, and summarises the views of most MExE delegates on their behalf.

MExE has numerous operators who have attended meetings (e.g. Vodafone, BT, Orange, France Telecom, Mannesmann, D1, NTT DoCoMo, Bouyouges, TIM, etc.), who's interests lie not only in the operator benefits provided by MExE, but also the integral security of MExE.

As MExE chairman, I welcome and strongly encourage this operator participation, and indeed I would particularly encourage S3 delegates to actively participate in MExE on a permanent basis.  To read MExE meeting minutes, or receive occasional summaries of MExE activities is no real substitute to understanding the strong technical aspects of MExE security, and the intense security activity that takes place in MExE.  Indeed, it is not possible to fully appreciate the high level of importance given to security by MExE without such this participation.  MExE places such a high importance level to MExE, that approximately 45% of the MExE specification is purely dedicated to security, with most meetings' technical work dedicated to security.

2 Responses to S3-99297

S3-99297 raises the following 3 main items:-

· Item 1: security table

The MExE security model consists of 3 security domains (with applications/content only downloadable into them following digital signature authentication), and an untrusted domain with strictly limited functionality.

Applications/content in each of these domains, may (or may not) perform a set of actions, categorised into groups (i.e. access private data, establish connections etc.).  The security table defines these categories of actions to which the user may or may not authorise permissions to specific applications/content.  This security table also explicitly identifies actions which shall not be accessible by applications/content.  

· S3-99297 states that "This means that in theory, there is no specified limit on the actions that can be performed by MExE executables, save those specifically forbidden by the security table.".  

The user must give explicit authorisation for all actions to be performed by any application.  Additionally, the defined categories are understand to cover all types of actions possible by an application, and the list of categories and actions will continue to be updated.

· S3-99297 states that "There is a proposal within MExE that the actions that can be performed by trusted executables are those that fit within a category within the security table (and where the action is allowed for the relevant domain) rather than those specifically listed in the security table.  This proposal, though with merit, relies on manufacturers and application writers correctly interpreting what is within the scope of each category in the security table.".  

The objective is to more tightly define the categories of functions which may be performed by applications, thereby more closely policing the actions that applications may perform or not perform.  This policy ensures that all applications have the tightest restrictions applicable assigned to them, and prevents a "soft" interpretation of the security restrictions placed on applications.  S3 is informed that this proposal is a significant security improvement compared to MExE Release 98.

· S3-99297 states that "It should be noted that an application writer can only use API’s that have been written by a manufacturer or a third party (such as SUN or IBM) and that the writing of such API’s is a considerable task.  The swift writing of API’ to perform rogue actions is therefore not possible and, if a manufacturer decided to circumvent the security table in some way, this would have to be a considered and significant decision".  

These APIs are effectively "enablers" for the security table actions, and it is the security table and user authorisations (and not the APIs themselves) on which MExE security is centred.  By defining security requirements on specific categories of actions rather than generic APIs, the MExE group has placed a powerful security harness on applications' actions.

· S3-99297 states that "S3 are asked to consider the issues presented above, and to present their conclusions along.  In particular, S3 are asked to consider whether actions not listed in the security table are allowed by trusted MExE executables (the importance of the security table is therefore primarily as a table of “No”’s) or not allowed (the importance of the security table is therefore primarily as a table of “Yes’s”).".  

The user must give explicit authorisation for all actions to be performed by an application, regardless of whether they are identified in the security table or not.  Indeed some actions have been specifically identified as not being allowable for applications in the security table.  It is virtually impossible to think of all possible actions, and by identifying restrictions on categories of actions, all possible actions by applications will fall into a defined security action category.

· Item 2: external port access

S3-99297 states "External port access.  Access by MExE executables to external ports on the ME (for instance to the infra-red access port (“IrDa”) or Bluetooth) is currently not listed in the MExE security table and is therefore allowed by trusted MExE executables by default.  MExE can see clear use cases for access to external ports by MExE executables, for instance the use of Bluetooth for synchronisation of phone and PC address books.  However, security concerns have also been expressed within MExE on the use of external ports, for instance, access to a GPS receiver attached to a MExE ME would allow a MExE executable to circumvent any security constraints on MExE access to location information, or, using a second phone that was configured to make calls as directed by an insecure Bluetooth link, a MExE executable could circumvent constraints on that executable’s ability to make calls within the MExE environment. ".  

MExE is still debating whether applications should be allowed access to external ports.  

Access to external port to perform actions such as data synchronisation, localisation information etc. falls into an existing security category, and the user must give explicit authorisation for all actions to be performed by any application.

· Item 3: untrusted applications

S3-99297 states "…At their most recent meeting, MExE approved additions to the draft release 99 stage 2 giving access to the screen and keyboard to untrusted (i.e. unsigned) applications... ".  

This is a misinterpretation of the MExE specification.  MExE R99 has not added any new additional actions which may be performed by untrusted applications.  The editorial change (referred to) simply states more explicitly (as opposed to implicitly as it did so before) that in order for an untrusted application to be able to do anything at all, it interacts with the user.  Untrusted applications can only make calls or send DTMF tones with explicit user authorisation (after being independently sanctioned).

Consider the example of a user downloading a Tetris game as an untrusted application.  There is no point in downloading the game if the user cannot (a) see the tumbling objects or (b) manipulate them!  NTT DoCoMo's hihgly successful i-mode service in Japan has identified games software as one of its biggest moneyspinners, with significant projections on revenue to be generated both by the operator and content providers.  Many European operators are already planning similar games and leisure applications/content.

3 Conclusion

MExE has put into place a significant and powerful security model to harness applications in a mobile station, with the operator community approving the security provided by the MExE architecture as part of Release 98 MExE.  Release 99 MExE extends, deepens and enhances the Release 98 security model.

Most MExE delegates are of the opinion that the security domains, digital signatures, authentication, security table actions restrictions, and user authorisation requirements provide a very strong security environment.

It is very important for MExE to be flexible, innovative, cutting edge and secure.  Without this, users will simply bypass MExE, and use competitor services and technologies (e.g. laptops or PDAs with modem connections with no authentication), where 3GPP can enforce NO standardised security or user controls.  MExE is the only way in which 3GPP can impose security on such applications in a controlled environment.

The MExE security model provides a controlled environment for operators and content providers to exploit the services, games and leisure applications now being seen as significant revenue generators for 3G.

