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This LS is a response to SMG10/S3 LS to MExE S3-99458 (MExE tdoc T2-99937) relating a possible security issue with handsets supporting a user input storage mechanism (a “history function”).

The MExE specifications do not specify any “history” mechanism as such.  A journal function is mandated, but the journal is designed to record network events (calls and SMS for instance) as is done by many terminals already, and is not intended to simply record user input.  A relevant section of the specification is given below (it is taken from clause 4.1 of 23.057):

“To support the user in monitoring and maintaining a record of (potentially chargeable) network events initiated by services in the MExE environment, it shall be possible for the user to request the MExE MS to maintain a record of network events initiated by services on the MExE MS.  Support of such journalling is mandatory.”

The possibility of an untrusted MExE executable recording such user input was raised at the recent S3 discussions on MExE (18th November, during the S3 17th-20th November meeting at Sophia Antipolis).  To address this isue, MExE has decided to mandate strict separation of I/O streams between executables/applications.  Such separation would be implemented in robust implementations in any case but the requirements have been put in to make sure this separation occurs.  The new clause that has been added is given below:

“8.2.2
Separation of I/O streams

There shall be strict separation of the user interface input and output streams between different MExE executables, i.e. it shall not be possible for one MExE executable to access the user interface input or output of another MExE executable.  In particular, it shall not be possible for an untrusted MExE executable to access the user interface input and output destined for or proceeding from a trusted MExE executable.  (This requirement is to prevent a long lived malicious MExE executable from eavesdropping upon on interfering with the user to MExE executables communications, for instance PINs, of a trusted MExE executable).”
