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Reason for 
change:

Action access to trusted application is limited to action listed in security table. So we need to add several action access

· Input / Output User interface

· User notification

· Date/clock

· Serial port

· Printer

· Smart card

· External application 

· GSM and other security function



Clauses affected:
3.2,  8.2

Other specs
Other releases of same spec
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Release 98
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MS test specifications / TBRs
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Other 
comments:
This CR is based on version 1.3.0 plus modification of Tdoc T2-99733

- A melody is a user notification as a vibrator activation, a light flash.  

- Melody selection is a user preference, so it is cover by user preference category.

- User notification associated to an event is a user preference.

- WAP is providing a library to sign a content.

- Java allow to launch an other application, WAP would like create a library to launch an application (SIM tool kit …)

- Direct low level SIM smart card access (send APDU) is forbiden for all Mexe executables. Mexe executables (if Authorised) can Access the SIM through an high level API.
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3.2
Abbreviations

For the purposes of this TS the following abbreviations apply:

API
Application Programming Interface
APDU
Application protocol data unit
CA
Certification Authority

CC/PP
Composite Capability/Preference Profiles

CGI
Common Gateway Interface

CCM
Certificate Configuration Message

CP-Admin
Certificate Present (in the MExE SIM) - Administrator

CP-TP
Certificate Present (in the MExE SIM) - Third Party

DHCP
Dynamic Host Configuration Protocol

GSM
Global System for Mobile Communication

HTTP
HyperText Transfer Protocol 

HTTPS
HyperText Transport Protocol Secure (https is http/1.1 over SSL, i.e. port 443)

IP
Internet Protocol

JNDI
Java Naming Directory Interface

JTAPI
Java Telephony Application Programming Interface

JAR file
Java Archive File

MSE
MExE Service Environment

OCF
OpenCard Framework 

RDF
Resource Description Format

RFC
Request For Comments

SAP
Service Access Point

SMS
Short Message Service

TLS
Transport Layer Security

TP
Third Party

UDP
User Datagram Protocol

UI
User Interface

URL
Uniform Resource Locator 

URI
Uniform Resource Identifier

USSD
Unstructured Supplementary Service Data

WAE
Wireless Application Environment

WAP
Wireless Application Protocol 

WDP
Wireless Datagram Protocol

WSP
Wireless Session Protocol

WTA
Wireless Telephony Applications

WTAI
Wireless Telephony Applications Interface

WTLS
Wireless Transport Layer Security

WTP
Wireless Transaction Protocol

WWW
World Wide Web

Further abbreviations are given in GSM 02.57 (MExE stage 1) [2] and GSM 01.04 [1].

8.2
MExE executable permissions

The following table 3 specifies the permissions of operator, manufacturer and third party security domains in the order of restriction..

The actions listed in the security table 3 are generic actions. Application programming interfaces (APIs) which are intrinsically part of the MExE implementation may directly or indirectly cause these actions to be performed. When these actions occur, whether directly or indirectly called by such an API, the security restrictions shall apply.

Explicit user permission is required for all actions by MExE executables in all domains.  Types of user permission are defined in clause 8.3

File access is not permitted for untrusted MExE executables, except that untrusted Java applications can access files only in the application’s own directory. Untrusted MExE executables are not permitted access to any actions which access the phone functionality (phone functionality includes all the actions in the table 3) except for this one qualified exception, and as further identified in 8.2.1.

Actions available using interfaces giving access to the phone functionality (either in existence at the time of approval of this specification or not) that are not listed in the security table 3 shall be categorised into one of the groups in the security table 3 by comparing its action against the groups in order as they are listed in the table 3. If an action can be categorised into a more restrictive group near the top of the table, then it shall not be again categorised into another, less restrictive, group further down in the table. E.g if a new action eventually results in forwarding a call, it shall be categorised into Network access. If the action is totally new, it shall be categorised into some of the groups by comparing its functionality to the group description below and by comparing with the list of actions listed in the table within the group. 

Device core function access includes functions, which are an essential part of the phone functionality enabling the phone to be in usage or not.

User Profile management includes functions, which enable management of user profiles and/or activating a particular profile.

External low level port access includes functions, which allow communications at the medium service access point (send or receive bits and octets).
Smart card other than SIM low level access includes functions, which allow communications at the transport service access point (send and receive application protocol data unit).

SIM smart card low level access includes functions, which allow communications at the transport service access point (send and receive application protocol data unit).

Network security access includes all functionalities which relate to CHV, CHV2, UNBLOCK CHV and UNBLOCK CHV2 (verification, management, reading or modifying), GSM authentication, GSM ciphering.
Network selection/operator data access includes functions, which enable the management of operator-related data parameters and network settings.

Network access includes all functionalities which result in or need interaction via the operator´s network.

User preference management includes functionalities which allow the applications to modify user´s preferences.

User private data access includes all functionalities which relate to management, reading or modifying of data that the user has stored in the MS.

Terminal Data include the functions which relate to accessing terminal data, i.e. not user data.

Certificate management includes the functions which relate to certificate handling in the MS.

Security API other than GSM access includes all functionalities which, through an API, relate to end to end encryption, signed content, hashing, repudiation link to public, private, secret keys stored in the MS or in a smart card
Lifecycle management includes the functionalities which are needed for installining or removing MExE excutables in the MS.

Application includes the functionalities which relate to native ME application, MExE executables, external executables (SIM tool kit application,…) usage.

Input output user interface access includes the functionalities related to the user interface and user notification means usage.

Printer access includes the functionalities related to printer usage.

Audio access includes the functionalities related to audio management and usage.

Power management includes the functionalities related to power management and usage.

Table 3: Security domains and actions


MExE Security Domains

Actions

Operator
Manufacturer
Third Party

Device core function access

1. Start/stop radio

2. Turn on/off device
No

User profile management

1. Activate a user profile

2. Modify a user profile
No

External port low level access12
1. Serial port (RS232, Irda, Bluetooth, USB …)
2. Parallel port
No/Yes

Author note : access status stay open

12 – Access to external port is provided by more high level API as data user synchronisation, localisation information

Smart card other than SIM card low level access

1. Send APDU

2. Slot management (power on/off, reset, port lock …)
No/Yes

Author note : access status stay open

SIM smart card low level access11
1. Send APDU

2. Slot management (power on/off, reset, port lock…)
No

11 – Access to SIM is provided using more high level API as phonebook, application launching 

Network Security access

1. Run algo

2. Verify CHV or PUK
3. Activate/deactivate CHV
4. Modify CHV 
No

Network selection/operator data access

1. Get IMSI

2. Get home network

3. Select network
Yes
No

Network access

1. Initiate a voice/data connection 3
2. Accept a voice/data connection 3
3. Call forward 4
4. Multiparty call 4
5. Call deflection 4
6. Explicit call transfer 4
7. Terminate an existing connection

8. Hold an existing connection

9. Resume an existing connection

10. Send point-point message (e.g. SMS, USSD) 4
11. Generate DTMF

12. Query network status

13. Get signal level

14. Get call list
Yes
Yes 6

3 – A network connection may be via any supported bearer service

4 – Multiparty, deflection, and explicit call transfer shall be permitted only to numbers explicitly supplied by the user to the MExE Executable. Modification of call forward numbers stored in the network shall only be permitted to numbers explicitly supplied by the user to the operator.

6– The Third Party domain's permission to access the networking action depends on the provisioning mechanism as described in section 8.15

User preference management

Modify user preferences
Yes7

7 – Trusted applications only have permission to modify user preferences, and not to activate or de-activate them.  The user shall be able to specify for each domain, the preferences that applications in that domain can access.  All other preferences shall not be accessible to that domain. The default shall be that there is no access.  Single action user permission is the only type of user permission that shall be possible for changes to User Preferences.

User private data access 1
1. Read

2. Write

3. Get properties

4. Delete

5. Get Location Information

6. Read stored SMS

7. Delete stored SMS
Yes 2


1 – User private data includes user files, phonebook, etc located on the MS. 

2 – The user shall be able to specify data access permissions within the capabilities of the device.

Terminal data access
1. Get manufacturer software version

2. Read time and date
3. Write time and date
Yes
Yes

No

Certificate management

1. Install a certificate for a given domain

2. Uninstall a certificate for a given domain

3. Replace a certificate for a given domain
Yes 5

5 – Only the organisation whose public key is certified (or the organisation that certified the public key) can add, delete or replace a particular certificate.

Security API other than GSM access

1. Data encryption

2. Verify a signature

3. Compute a digital signature

4. Hash a content

5. Non repudiation
Yes



Lifecycle management

1. Install a MExE Executable

2. Uninstall a MExE executable
Yes



Application access

1. Get application list
2. Launch an application
3. Get application status
4. Stop, suspend, resume an application
Yes8
Yes8

Yes8
Yes9

8 – Device native application access is limited to manufacturer domain. 
SIM tool kit application access is limited to operator domain.
MExE application access is limited to MExE application issued by the same issuer (identify by the certificate) of launched application

9 – Access is limited to MExE application which launch the application. But the end user, shall have a way to stop the launched application, himself, MExE environment may stop the launched application or launched application may stop itself. 

Input output User interface access
1. Input device (keyboard, mouse …)

2. Output device (display )
3. Output notification device(smart icon, sound, light, vibrator …) 
Yes10
Yes10

Yes

10 – Access request no user permission.

Printer access
Yes

Audio access
1. Sound generation to speaker (e.g. via stream)

2. 
3. Set speaker volume


Yes

Power management

1. Monitor the power state

2. Change the power state
Yes
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