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Request for information on security of WAP access to external ports
Access by MExE executables to external ports on the ME (for instance to the infra-red access port or Bluetooth) is currently allowed by trusted MExE executables.  MExE can see clear use cases for access to external ports by MExE executables, for instance the use of Bluetooth for synchronisation of phone and PC address books.  Security concerns have also been expressed within MExE on the use of external ports, for instance, access to a GPS receiver attached to a MExE ME would allow a MExE executable to circumvent any security constraints on MExE access to location information, or, using a second phone that was configured to make calls as directed by an insecure Bluetooth link, a MExE executable could circumvent constraints on that application’s ability to make calls within the MExE environment.

The specification of such external port access by WAP content is the role of the WAP EFI group.  MExE would therefore like to know what security consideration WAP EFI has given to this issue.

