Page 1



3GPP TSG-T2 Meeting #14
Tdoc DocNumber

Location, Country, Date

CR-Form-v4

CHANGE REQUEST



(

23.057
CR
CRNum
(

rev
-
(

Current version:
23.057.420
(




For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.



Proposed change affects:
(

(U)SIM

ME/UE

Radio Access Network

Core Network




Title:
(

Changes to 23.057 Sections 1 - 8




Source:
(

T2-010106 – Early Input




Work item code:
(



Date: (

10/18/2001







Category:
(



Release: (

Possible Rel-6


Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
Use one of the following releases:
2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
REL-4
(Release 4)
REL-5
(Release 5)




Reason for change:
(

Early Input to introduce network execution Environments and Virtual PalmTop




Summary of change:
(

Changes references to document to accommodate NEE and additional changes to introduce new sections for Virtual PalmTop




Consequences if 
(

not approved:





Clauses affected:
(

2, 3.1, 3.2, 4.5(newly introduced), 4.4.5, 4.8.2, 4.9.1, 4.9.2, 4.9.3, 7(newly introduced)




Other specs
(


 Other core specifications
(

22.057, 

affected:

 Test specifications
Possibly 22.140 and 22.121



 O&M Specifications





Other comments:
(



How to create CRs using this form:

Comprehensive information and tips about how to create CRs can be found at: http://www.3gpp.org/3G_Specs/CRs.htm.  Below is a brief summary:

1)
Fill out the above form. The symbols above marked (
 contain pop-up help information about the field that they are closest to.

2)
Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word "revision marks"  feature (also known as "track changes") when making the changes. All 3GPP specifications can be downloaded from the 3GPP server under ftp://ftp.3gpp.org/specs/ For the latest version, look for the directory name with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3)
With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of the clause containing the first piece of changed text.  Delete those parts of the specification which are not relevant to the change request.
……

 [44]
3GPP TS 21.905: 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications.

[45]
WAP Binary XML Content Format Specification (WBXML), http://www.wapforum.org/what/technical.htm 

[46]



RFC 1831, “RPC: Remote Procedure Call Protocol Specification Version 2”, R. Srinivasan, August 1995

[47]
“Virtual PalmTop Client Architecture”, Srinivas Bharadwaj, August 2001.

[48]
“VP Client Security Framework”, Srinivas Bharadwaj, August 2001  

[49]



RFC 2203, “RPCSEC_GSS Protocol Specification”, Mike Eisler, Alex Chiu,Lin Ling, September 1997. 

…..
MIDlet suite: A collection of MIDP Applications, or MIDlets packaged together and share resources within the context of a single Java Virtual Machine.

Network Execution Environment: A software environment where application execute on servers located inside the MexE service environment.
owner: An owner of the MExE device. An owner could be a user, operator (e.g. where the MExE device is obtained as part of a subscription and the cost of the MExE device is subsidised), service provider, or a third party (e.g. the MExE device  is owned by the user’s company and this company wishes to control how the MExE device  is used).

power up event: An abstract event that occurs when the MExE device is cold started (i.e. switched on).

QoS session: Lifetime of PDP context. The period between the opening and closing of a network connection whose characteristics are defined by a QoS profile. Multiple QoS sessions may exist, each with a different QoS profile [28].

……….

user: The user of the MExE device.

valid (U)SIM application: The identification by the MExE ME that a valid SIM card, or USIM application on the UICC, has been detected (e.g. through insertion of (U)SIM card, power up of MExE device etc.). Whenever this specification refers to valid (U)SIM, it implies a valid SIM card or USIM application on the UICC.

Virtual PalmTop: Represents a server and client side technology that involves a network execution environment running applications on behalf of a Virtual PalmTop client device.
Further definitions specific to MExE are given in 3GPP TS 22.057 (MExE stage 1) [2].

3.2
Abbreviations

For the purposes of the present document the following abbreviations apply:

…

JVM
Java Virtual Machine

KVM
K Virtual Machine

ME
Mobile Equipment

MIDP
Mobile Information Device Profile

MIDlet
MIDP Application

MMI
Man-Machine Interface

MRPK
Manufacturer Root Public Key

MSE
MExE Service Environment

MT
Mobile Termination

OCF
OpenCard Framework 

OEM
Original Equipment Manufacturer

OCSP
Online Certificate Status Protocol

ORPK
Operator Root Public Key

…..

VM
Virtual Machine 

VP

Virtual PalmTop
WAE
Wireless Application Environment

WAP
Wireless Application Protocol 

WBXML
WAP Binary XML

WDP
Wireless Datagram Protocol
WMLS
Wireless Markup Language 

….

Considering the wide and diverse range of current and future technology and devices that (will) use wireless communication and provide services based thereon a one-size-fits-all approach is unrealistic. Instead the present document categorises devices by giving them different MExE classmarks.  In this specification the following MExE classmarks are defined:

· MExE classmark 1 - based on WAP (Wireless Application Protocol) [6] - requires limited input and output facilities (e.g. as simple as a 3 lines by 15 characters display and a numeric keypad) on the client side, and is designed to provide quick and cheap information access even over narrow and slow data connections.

· MExE classmark 2 - based on PersonalJava [3] - provides and utilises a run-time system requiring more processing, storage, display and network resources, but supports more powerful applications and more flexible MMIs. 

· MExE classmark 3 – based on J2ME CLDC and MIDP environment [34,35] – supports Java applications running on resource constrained devices.

· MExE classmark 4 – based on CLI …

· MexE classmark 5 – based on Virtual PalmTop [38] – supports the network execution of more powerful applications including those compatible with other classmarks, involving sophisticated MMIs from a resource constrained, well connected device through a protocol and a display abstraction thin-client software engine or application that runs on the device 

Content negotiation allows for flexible choice of formats available from a server or adaptation of a service to the actual classmark of a specific client device. 

Bi-directional capability negotiation between the MExE Service Environment and MExE device (including MExE classmark), supports the transfer of capabilities between the client and the server.

4.3 MexE classmark 5(Virtual PalmTop network execution environment)

The Virtual PalmTop client server framework enables applications to execute inside the network using the network execution environment. The VP protocol provides a display abstraction on the device that enables the UE to act as an input terminal and display for the remotely executing application. 

The applications that could execute on servers in the service environment could include other Classmark applications possibly with extensions and include advanced MMI capabilities including speech recognition and multimodal capabilities, support for multimedia enabled applications, etc.  

4.6
Multiple classmark support

Support of multiple MExE classmarks on a MExE device is optional.  

A given MExE Classmark identifies support by a MExE device for a defined level of MExE functionality as defined by that classmark.  Support of MExE classmarks by a MExE device shall enable flexible support of MExE functionality.  A MExE device may support any multiple combination of MExE classmarks.

Classmark 5 devices could support multiple other classmark devices. Alternatively Classmark 5 could be implemented above other classmarks like Classmark 2 or Classmark 4 as an application under these classmarks and thus support additional classmarks as well.
The support of any other functionality by a MExE device is also possible, and is out of scope of this specification.

NOTE:
Some implementation issues may arise from the multiple support of classmarks on a device, e.g.:

1)
In conforming to all of the requirements, how are mandatory requirements in one classmark compatible with optional requirements for another?

2) With kJava and pJava on one device, MIDP can be on top of  a JavaVM. Which of the classmarks will it be then?  In conforming with both Classmark 2 and 3 requirements, are 2 VMs required in one device?

3) With Classmark 5, running on top of Classmark 2, is it a classmark 5 device or a Classmark 2 device. How many other classmarks should run in the network execution environment for Classmark 5?

4.6.1
Classmark 1 service support in non-Classmark 1 MExE devices

Support of Classmark 1 executables in non-classmark 1 MExE devices is optional.

To allow access to services designed for MExE Classmark 1 devices, MExE devices other than Classmark 1 will need to support full or a subset of WAP protocol as identified below. Due to the fast evolution of new technologies, support of WAP in Classmarks other than Classmark 1 is not mandated by MExE specification.  However WAP is a possibility for the integrity of service provisioning as well as quick access to information by feature rich devices (e.g. Java devices).

If Classmark 1 services are supported by non-Classmark 1 devices, Classmark 1 services shall execute in the same manner as they execute in a MExE Classmark 1 device.  For that purpose, a MExE non-Classmark 1 device shall comply with data profile class (Class C) of WAP Class Conformance Requirement Specification [6]. 

NOTE:
A more specific reference to the WAP Class Conformance Requirement Specification shall be supplied when available.

4.6.2
Classmark 2 service support in non-Classmark 2 MExE devices

Support of Classmark 2 executables in non-classmark 2 MExE devices is optional.

If Classmark 2 services are supported by non-Classmark 2 devices, Classmark 2 services shall execute in the same manner as they execute in a MExE Classmark 2 device or they could execute on a network execution environment on a server in the MExE service environment.
.  

4.6.3
Classmark 3 service support in non-Classmark 3 MExE devices

Support of Classmark 3 executables in non-classmark 3 MExE devices is optional.

If Classmark 3 services are supported by non-Classmark 3 devices, Classmark 3 services shall execute in the same manner as they execute on a MExE Classmark 3 device or they could execute on a network execution environment on a server in the MExE service environment.
4.6.4 Classmark 4 service support in non-Classmark 4 devices

….

4.4.5 Classmark 5 service support in non-Classmark 5 devices

Support of Classmark 5 executables in non-classmark 5 MExE devices is optional.

If Classmark 5 services are supported by non-Classmark 5 devices, Classmark 5 services shall execute in the same manner as they execute in a MExE Classmark 5 device with VP running as an application in the non-Classmark 5 device.
4.7
High level architecture

The following architectural model shows an example of how standardised transport mechanisms are used to transfer MExE services between the MExE device and the MExE service environment, or to support the interaction between two MExE devices executing a MExE service. 

The MExE service environment could, as shown in Figure 1 "Generic MExE architecture", consist of several service nodes each providing MExE services that can be transferred to the MExE device using mechanisms such as (but not limited to) fixed/mobile/cordless network protocols, Bluetooth, infrared, serial links, wireless optimised protocols, standard Internet protocols. These service nodes may exist in the circuit switched domain, packet switched domain, IP multimedia core network subsystem or in the internet space (e.g. SMS service centres, multimedia messaging servers, internet servers etc.). The MExE service environment may also include a proxy server to translate content defined in standard Internet protocols into their wireless optimised derivatives.

Additionally, the MExE service environment could include MExE servers that implement a network execution environment that runs MExE and other applications on behalf of MExE devices.  These servers could have user private storage for use and access by MExE devices to store both content and applications that are accessible either from the device or from the network execution environment subject to security and accessibility constraints.
For the versatile support of MExE services, the wireless network shall provide the MExE device with access to a range of bearer services on the radio interface to support application control and transfer from the MExE service environment. As MExE also applies to fixed and cordless environments, MExE device may also access MExE services via non-wireless access mechanisms.

Figure 1: Generic MExE architecture

4.8
Capability and content negotiation

Support of capability negotiation for all MExE devices is mandatory, while support of content negotiation is optional.

Interaction between the MExE device and the MSE for WWW/WAP browsing and service discovery shall be supported by the use of the hypertext transfer protocol HTTP/1.1 [9], or an HTTP/1.1 derived protocol (e.g. WSP as defined in Wireless Application Protocol [6]). Communication between the MExE device and the MSE supports:

· Capability negotiation

The MExE device connects to the MSE by using HTTP/1.1 or an HTTP/1.1 derived protocol.  Capability negotiation between the MExE device and the MSE only takes place for the first time after the MExE device has connected to the MSE, and the MSE is informed about the MExE device.  Without this first initial contact from the MExE device, the MSE has no knowledge of the MExE device. After the first initial contact the MSE may connect to the MExE device by using HTTP/1.1 or an HTTP/1.1 derived protocol or the Virtual PalmTop Capabilities Negotiation mechanisms.
Capability negotiation represents the mechanism by which the MExE device and the MSE interact to inform each other of the specific mechanisms, capabilities and support which each is able to provide or support within the scope of a MExE service interaction.  The capability negotiation normally takes place prior to any content transfer between the two entities.

Capability negotiation is used by the MExE device to inform the MSE of its capabilities.  The MExE device may be informed by the MSE of its use of the MExE device’s capabilities.  The MExE device may also spontaneously inform the MSE of its capabilities (i.e. following a change in MExE support, such as removal of MExE device from a docking station with its keyboard, mouse and monitor).  A subset of characteristics which may be transferred between the MExE device and the MSE during the capability negotiation are identified in subclause 4.6.1 "Capability negotiation characteristics".

Alternatively, capability negotiation could be part of defining the display abstraction to a network execution environment where the MExE device acts as a terminal. In this case, the capability negotation informs the network execution environment of the device’s capabilities and the network execution environment could automatically adapt to support the device within those defined and negotiated capabilities.
· Content negotiation

Content negotiation represents the means by which the MExE device and the MSE inform each other of the requested and available form of content. If needed, the content negotiation may take place following capability negotiation between the two. The methods for content negotiation are the basic HTTP/1.1. or WSP methods explained in [9] and [6].

Content negotiation is used to select the best representation of an entity when there are multiple representations of the entity available from the MSE.  The entity (e.g. a service, an image, etc) is located behind a URI, and the application in the MExE device connects to the URI by using HTTP/1.1 or an HTTP/1.1 derived protocol. The best representation of an entity can be decided by the server (server-driven negotiation) or by the client application (agent-driven negotiation).

Additionally, content negotiation with the network execution environment might define the format of content understood by the device and thus require the network execution environment to try to conform its content to the UE’s content handling capability.
Both the capability and the content negotiation has the same purpose: to optimise the content according to client’s capabilities. The term "content negotiation" has been used e.g. in the HTTP specification and the HTTP/1.1. and the WSP contain headers to perform the content negotiation. However, the capability negotiation in MExE aims at extending the basic HTTP and WSP methods for content negotiation by using CC/PP framework. 

The content negotiation transferred between the MExE device and the MSE is identified in subclause 4.6.5 "Client content capability report" onwards.

4.8.1
Capability negotiation characteristics

The method for capability negotiation is based on the Composite Capability/ Preferences Profiles (CC/PP) specification made by W3C, [16] or the Capability negotiation mechanisms used in Virtual Palmtop(which conform with the UAProf properties listed below). The properties and the actual schema, Table 1"UAProf properties supported by MExE", is based on the WAP UAProf specification [17]. The CC/PP framework is intended to provide an efficient mechanism for enabling enhanced content and service negotiation through a standardised format for user agent profiles. The use of Resource Description Framework (RDF) [37] in CC/PP allows for interoperable encoding of the profile metadata in XML[36] and supports multiple vocabularies to provide for future extensibility. The WAP UAProf is based on the CC/PP framework. The purpose of the UAProf outlined in this document is to specify:

· an RDF based schema and vocabulary for CC/PP in the context of the WAP UAProf that includes the class definitions and semantics of attributes described in a user agent profile, and 

· guidelines for schema extensibility to support a composite profile that enables future additions to the vocabulary and schema.

Not all capabilities have to be reported in the request to the server but instead, the client may point to URL(s) where the server may fetch the properties. An MSE may, or may not, use the client capability information.

The generic set of capabilities which may be negotiated between the client and the server consists of the subsequently identified properties in the UAProf schema, [17]. 

…..

The capability negotiation process shall be used by the client to permit transfer of capabilities from the client to the server.  By transferring its capabilities, the client will support efficient use of resources both over the radio interface as well as in the client or server.  Capability negotiation shall be performed prior to transfer over the radio interface to verify as far as possible the ability of the client to support any services to be downloaded.

With Virtual PalmTop, capabilities shall be negotiated with a small set of exchanges so that a server in the service environment executing applications on behalf of the user of the MExE device could adapt to the display and input capabilities of the device.
In order to transfer the capability information between the MExE device and the MSE, CC/PP method is used with the schema defined in the WAP UAProf working group.

….

4.9.1
Location of, access to, and security of, the user profile

As multiple user profiles may be defined, the user is able to set up or receive calls/connections associated with different user profiles simultaneously by securely activating a user profile (with each user profile being associated with at least one unique identifier). Refer to Table 6 "Security domains and actions" in the Security clause 8.2 “MExE executable permissions” for further details on user profile activation.

The user’s characterisation of the MExE device in the user profile may be modified at any time by the user and the service provider, and changes affected at the earliest possible opportunity. 

The security clause shall apply to all user profiles at all times, whether activated or not

The user profile shall be securely managed by the MExE device for native classmarks, and stored in a secure area of the MExE device (either (U)SIM or ME). The service provider may also retain the user profile in the network for service optimisation. User private data in the user profile may also be stored in the network, however only with the user permission.

The support of more than one user profile is not mandatory.

With Network Execution environments, the user profile could be based inside the network and accessible from the applications and virtual environments located inside the network.
4.9.2
User profile and capability negotiation relationship

The user profile contains the user’s preferences. Support of the user’s preferences will depend on the capabilities of the MExE device. If the capabilities change, then the degree of support of the user’s preferences may change too.

The capability negotiation between the MExE device and the MSE, as shown in Figure 2 "Model of user profile and capability relationship", contains those user preferences which the MExE device is able to support.

In this way the MSE will serve a MExE device with the lowest common denominator of the users preferences, the MExE device capabilities and the provided service characteristics and support the user’s preferences to the maximum degree.

picture

Figure 2A: Model of user profile and capability relationship
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Figure 2B: Model of user profile and capability relationship for Network Execution Environments

4.9.3
Support of the user profile

4.9.4
Virtual home environment

Virtual Home Environment (VHE) (see [11] and [12]) is defined as a concept for personalised service portability across network boundaries and between terminals. MExE is identified by VHE as one of the mechanisms which may be used to support VHE. 

The characteristics of the VHE (to reflect any user or home environment modification of the user’s VHE) shall be stored as part of the user profile.

With network execution environments, VHE personalized services must be accessible from the MExE server and it must allow services portability across network boundaries.
…

4.8.1
MExE user interface personalisation

Personalisation of the user interface offers the MExE Service Environment and or the user, the ability to inform the MExE device of the desired extent of personalisation. All support of the user interface personalisation is optional, not mandatory on any class of MExE device, and subject to the capabilities of the MExE device. Depending on the capability of the MExE device, the personalisation may be fully supported, partially supported, interpreted or ignored.

Personalisation of the user interface is not restricted to modifying the appearance of the MMI, but also the modification of MMI parameters (e.g. programming of the voicemail number). The user’s personalisation of the interface is retained as part of the user profile.

With Network Execution Environments, user interface personalisation is supported by the network execution environment and/or by the MExE device. Notably, when multimodal applications are used and the MMI is visual and/or audio based, the user interface could vary based on the application’s, device’s and the server’s capabilities and the user’s preference.
4.8.2
Support of MExE user interface personalisation

MExE user interface personalisation is supported via the preferences in the user profile, which in turn is based on the Composite Capability/Preference Profile (CC/PP) specification from W3C [16].

User interface personalisation may not only be reported in the CC/PP request to the server (the direct referencing mechanism), but indeed the client may point to a URL (the indirect referencing mechanism) from where the user interface personalisation preferences may be retrieved.

Generally, the user profile’s CC/PP framework provides the mechanism for the standardised format of preferences, and its use of Resource Description Framework (RDF) permits the interoperable encoding of user interface personalisation. Future extensions will be supported by the W3C mechanism, allowing for evolution and development of MExE user interface personalisation.

With Virtual PalmTop, the user interface personalization is dynamic and based on user input, the application and server capabilities and the device’s capabilities. Further interface personalization can also occur with operator support and through the operator’s support services possibly at the user’s behest. 

4.9
Provisioning and management of services

Support of management of services as detailed in this subclause is mandatory.

The MExE device shall be capable of supporting services in a standard (WAP or Java) execution environment independently of the MExE device manufacturer.  Service provisioning provides a standardised method for a MExE device to discover and install services. It includes download and installation of the service's client application. Once discovered and delivered, services are managed by the user. Management of services provides the user with the capability to:

-
control the transfer of services both on the device and in the Network Execution Environment;

-
install and configure services both on the device and in the Network Execution Environment;

-
control the execution of services both on the device and in the Network Execution Environment;

-
terminate or suspend executing services both on the device and in the Network Execution Environment
-
delete services both on the device and in the Network Execution Environment
on his MExE device.
4.9.1
Service discovery

A MExE user is able to request (or be informed about) the range of MExE services available from the MExE server to which it is connected. To be able to interactively discover the services via standard mechanisms such as WSP or HTTP, a MExE device should feature a browser which is a common tool for service discovery. The request, and transfer of information on MExE services from the MExE server is supported by the use of the capability negotiation mechanism.

All services available in the network continue to be available to the user, in addition to MExE services.

An example of an alternative means of receiving information on MExE services, is the use of an application on the MExE device which the user interrogates to provide services information (from various sources), and which in turn then obtains such information and presents it to the user. Such an example is not subject to standardisation. Service Discovery for Network Enviroments could take place through additional service discovery mechanisms that are driven by a services discovery mechanism based inside the network. For instance, in the Virtual PalmTop environment, the Application List Manager enables the discovery of new services and applications.  

4.9.2
Service transfer

The standardisation of the transferral of MExE services to a MExE device is outside the scope of this specification.

Examples of possible ways of supporting service transfer are from a MExE server or from another user MExE device (e.g. using wireless and standard protocols and mechanisms such as HTTP, FTP, NFS, proprietary protocols and mechanisms, via a serial link, infrared, Bluetooth data exchange, etc.). With Network Execution Environments, service transfer occurs on entirely on servers.
The above examples are not exhaustive.  Regardless of the means of transfer, all services are required to conform with the security requirements in clause 8 "Security".

4.9.3
Service installation and configuration

Installation of a service may result in changes to the MExE device (or the network driven)user interface using icons, browsers or menus as applicable depending on the capability of the MExE device or the network execution environment working to support them. The name of the installed service may be contained in the package in which it was received (i.e. a JAR file or script), assigned by the user during configuration, or some other means. After installation, the service may be configured. Configuration of the service includes setting the user permissions that apply to the service (e.g. blanket permission for call origination). Configuration may be performed automatically based on the user profile.

The user controls whether a service transferred to the MExE device is automatically configured and installed in the MExE device. If automatic configuration and/or installation is enabled, the user is notified once it is completed. In the event that there is no authorisation for the automatic installation and/or configuration of a transferred service, the user is notified.

Subsequent user modification of a service’s configuration (e.g. by modification of user profile settings) shall take effect at the earliest possible opportunity thereafter. With Network Execution environments, service installation and provisioning can also occur from the operator domain.
4.9.4
Service management

The MExE device shall support the ability to determine which services are transferred to, resident, installed or executing on the MExE device. The information relating to the services shall include the name as a minimum and the version number if available. Alternatively, with Network Execution Environments, service execution, storage and control occurs mostly inside the network. Virtual Palmtop allows either a native application residing on the MexE device or a networked equivalent to determine which services are transferred to, resident, installed or executing in the user’s overall service space using the Application List Manager. 
The user controls which services are permitted or denied to be transferred, resident, installed, configured or executing on the MExE device via the user profile, e.g. AcceptDownloadableSoftware. The user profile permits characteristics such as security level, identification of specific services etc. to manage services on the MExE device. With Network Execution Environments, the operator too can execute these same actions at the behest of the user.
4.9.5
Service termination

A MExE device shall support the termination of services. 

A service may terminate by itself, or be terminated by the provider of the service or by the user. The user is in charge of the service, except when the service provider may appropriately control the service as part of user support. With Network Execution Environments, the operator too can terminate services at the behest of the user or as part of a service action.
The mechanism for terminating a service is out of scope of standardisation and shall be provided on a service by service basis by the provider of the service. 

4.9.6
Service deletion

A MExE device shall support the deletion of services. 

A service may be deleted (i.e. removed) from the MExE device with the authorisation of the user. The deletion may be initiated by the authoriser of the service or by the user. With Network Execution Environments, the operator too can delete services at the behest of the user or as part of the service action.
4.10
User control of application connections

Support of the user control of application connections is mandatory.

This subclause addresses the generic aspects of connection control supported by both WAP and Java classmark MExE devices.

In order to allow the user to maintain control over connections on his MExE device and the ability to initiate connections, the user shall be able to terminate or suspend any active connection associated with an application in the MExE environment of the MExE device. The user shall be able to obtain information about all connections associated with applications on the MExE device (e.g. requesting information, being informed by the MExE device etc.). Behaviour of the application following termination or suspension of its connection is undefined.

With Network Execution Environments, user control extends to his particular applications as well as from his MexE device to those particular applications.
The specific support of connection control by WAP classmark MExE devices is identified in subsequent subclause 5.3 “Call control”, the security aspects of connection control are identified in subclause 8 "Security", and the user control of connection authorisation is identified in 4.7 "User profile".

4.11
Journalling of network events

….

The length, format and longevity of the journal is undefined and subject to manufacturers’ discretion.

The journal shall be managed by the MExE device, and not be accessible by MExE executables.

With Network Execution, journalling occurs on the device as well as on the servers executing services on behalf of the users.  

4.12

User notification

Support of user notification is optional.

It is recommended that the MExE device should clearly display an indicator whenever network activity is in progress.

Ideally, this would be an icon on the phone's screen which is displayed whenever the MExE device is sending/receiving SMS, USSD, data call, voice call, or packets.

However, there are certain cases when this indicator need not be displayed, especially if it is obvious by some other means that the MExE device is performing network actions. 

Network Execution Environments, could allow continued user activity when the user is not using his MexE device. For instance an email client might be executing and might notify the user when the user receives a message.
5 Java MExE devices..

(Newly added Section for VP starts here)

8 Thin Client MExE devices

Thin Client MExE devices use network execution environments to execute applications. This paradigm involves a thin client software engine or application enabling the MexE device to act as a terminal or I/O for applications executing on servers in the service environment. Existing MExE applications including Java and CLI based applications, browsers, communication applications, enterprise applications are all examples of the kinds of applications possible. In addition to networked computing support, the network execution environment also has user private and public storage and can hold applications, content that are either private or shared. 

8.1 Virtual PalmTop MExE Devices

The Virtual PalmTop client specification describes the protocols and implementations required by a conformant device. A thin cleint solution using Virtual PalmTop will allow both MExE and other applications to be executed on servers in the service environment. The applications that they would be capable of running include Java applications, C# based CLI applications. These applications could be based on existing MExE APIs like the Personal Java API, CLI based APIs, but also could involve more advanced APIs and services through the support of additional options.

8.1.1 High Level Architecture
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Fig 6. A High Level Architecture for Virtual PalmTop Systems

The architecture is portrayed in Fig 6. The MExE device acts as the display for applications executing on servers inside the service environment. A VP client comprises a small execution engine interacting using multiple application level protocols using a variant of ONC RPC[ ] for data exchange. The RPC is layered over a datagram carrier which can be unreliable requiring retransmission etc. Security is accomplished inband (GSS RPC is the recommended security mechanism[ ]). 

Servers maintain entire state including the display state of the device and VP allows a device to reconnect to any running application and reestablish its own display state. 

The user can switch between applications instances on both the same or different servers. The service environment maintains the user’s state on both a per application basis and the status and location of all the applications.

8.2.2 High Level Functionality

Thin Clients enable the execution of more advanced applications inside the network for the user. Thus both existing MExE applications, including those applications running on sophisticated MExE devices like Classmark 2 devices can be executed. 

With network execution environments, application run on servers that are hosted inside the MExE Service Environment and they execute applications. The MExE device acts as the display and I/O front-end to the user. As servers have few form factor and other physical restrictions, the possibility of running larger and more powerful applications exists. An Enhanced MMI through new capabilities like speech recognition and synthesis thus enabling a multimodal interface, are possible. Multimedia storage and conversion also further enhances the ability to support a more sophisticated MMI. 

The presence of networked storage also adds further capabilities, allowing users to storage and manage large amounts of content, applications and services. Music and other media, personal files, folders for email, are some of the examples.   

Clients support multimodal and speech capabilities through several alternative methods. They could send and receive speech data using the event protocol. They can otherwise use a separate RTP/RTSP connection pair to exchange speech data. A variety of speech formats like AMR based CELP, GSM RPE-LTP, are supported.  

Multimedia streams also use the same RTP/RTSP connection pair. Conversion and stream selection could occur in the network execution environment and a media player could potentially allow a user to personalize and alter the service as needed.

8.2.2.1 Java based Applications


As network execution environments can support better capabilities they must strive to support as many of the Classmark’s optional APIs and applications as possible. 

 
With Classmark 2, additional optional APIs can be offered as servers have greater capability and sophistication to run applications.


These are -

(A) Swing API

(B) java.speech API

(C) MPEG-J APIs specified by the MPEG-4 committee.

When using java.speech or the other APIs, the application must be able to indicate that it is mandatory for execution or not. 

 
To enable speech, the VP Client could either use an in-band or out-of-band 

…
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