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1. Background

The current MExE specification does not specify a certificate format that could be used within MExE. During the T2 meeting in Galway last year it was pointed out that as it stood X509 was too “heavy” for a wireless client. Also it was noted that there could be issues in supporting CRL checking on the terminal. During the same meeting it was also noted that WAP Forum was in the process of specifying a wireless friendly certificate profile.

2. The WAP Certificate profile

Since then there has been considerable activity and progress in the WAP security group with regard to this work. The WAP Certificate profile (WAPCert profile) was approved in May and now it is part of the approved specifications [1]. It is essentially a set of lightweight profiles of X509 together with rules and client requirements for certificate processing. A profile is a set of required options identified from the X509 specification. These profiles are defined for different uses. As it stands, the WAPCert profile does not include the profile for signed content. Nevertheless, the signed content specification is complete now [2] and a CR [3] will be proposed to the WAPCert profile specification at the next WAPF meeting in Anchorage in September.

As it currently stands, the WAPCert profile does not include certificate revocation. Hence support for certificate revocation, either based on CRL consultation or otherwise is only recommended within the WAPCert profile ([1] chapter 7).

3. The way forward

In order to make sure that MExE Release 5 compliant terminals have a standardised certificate format the MExE group should investigate adopting the WAPCert profile as part of MExE Release 5 work. Failure to specify a certificate format within this Release will result in interoperability problems and delays in the deployment of MExE terminals with support for signed content.

4. References

Anyone could access the following WAP documents from the URLs below:

1. The reference for the WAPCert profile - http://www1.wapforum.org/tech/terms.asp?doc=WAP-211-WAPCert-20010522-a.pdf
2. The prototype of the signed content spec - http://www1.wapforum.org/tech/terms.asp?doc=WAP-233-SCONT-20010531-t.pdf
3. For WAPF member only, a copy of the proposed CR to add signed content to the WAPCert profile specification is available from the WSG (WAP Security Group) mail archive for April. Alternatively, if you need a copy of this document, please contact me.

