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INTRODUCTION

There is a security vulnerability with the use of a whole-certificate hash ("fingerprint") as a certificate identifier in a certificate configuration messages (CCM) used as a certificate revocation list (CRL).

An (unstructured) certificate identifier in a CRL must unambiguously identify a single certificate and be the unique identifier of its form for that certificate.  In a MExE CRL a fingerprint is used as a certificate identifier, but there can be multiple fingerprints for one certificate (a different fingerprint for each different encoding of the certificate).  This means a MExE device may fail to recognize that a certificate is revoked in a CCM CRL and, hence, enable it when it should be disabled.

There is a 1-to-1 mapping between a whole-certificate hash and a certificate encoding, but there is a many-to-1 mapping between certificate encoding and a (logical) certificate.

Example:
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Attached are two encoding of the same X.509 certificate - A0 & A1.  Both files have the same issuer (GTE CyberTrust), the same subject (Ansett), the same public key, the same certificate number (0x02F1), the same validity dates, the same signature etc.  Both verify correctly (on Windows NT - assuming the GTE root, which is pre-installed in popular browsers, is trusted).  The files, however, have different fingerprints (called thumbprints by Microsoft):

A0 fingerprint:
9B0C AE92 067E D901 8998 135B 4E5E 8252 5B78 147B
A1 fingerprint:
2D52 AEEB 94C9 63D7 EAB9 D5E1 7006 24FE 5C0B 2120
[Double-click on the files in Windows to view all these details and confirm that the certificates do verify correctly with Microsoft's certificate details tool.]

If A0 is installed on a MExE device but A1 is used by the entity issuing a CCM CRL (or vice versa) then the fingerprint calculated by the MExE device will not match the fingerprint in the CCM CRL so the certificate will not be disabled when it should be.  This defeats the security that the CRL was supposed to provide.

[Note: There has been no compromise of any party involved with the certificate in the example above related to this matter (i.e. I have nothing to do with either party, I have never had access to either's keys nor involvement with their certification processes).]

Explanation

A certificate configuration message (CCM) with the certificate advice field set to disable CCM list (4) is effectively a certificate revocation list (CRL), where each certificate is identified by a fingerprint.  For comparison, an X.509 CRL identifies certificates by issuer name and certificate number.  Any given X.509 certificate has only one issuer name and one certificate number, so an identifier based on these fields is unique for a certificate, i.e. any X.509 certificate has only one identifier of this form.  There is a one-to-one mapping between a {issuer, certificate number} identifier and a certificate.  A fingerprint does not have this same property, which leads to a security vulnerability.

A fingerprint of an X.509 certificate is the hash of the encoded ASN.1 Certificate value.  It is possible to encode a certificate in slightly different ways that will still be verified as correct.  Even a slightly different encoding, however, will produce a different fingerprint.  Obviously the encoding of the signed information in the certificate must remain exactly the same otherwise the signature will not verify.  However, there is some unsigned information in a certificate: the signature itself, the signature algorithm identifier (actual appears twice, once signed and once unsigned) and tags and lengths to combine these elements into a single package.  Below is part of an encoded certificate in hex.  The red (R:) lines are the signed portion of the certificate (e.g. 0x02F1 = 753 is the certificate number).  The blue (B:) lines are the unsigned portions.  A change to the blue lines does not affect the hash used in signature verification (which is calculated over the red lines) but it does affect the fingerprint (which is calculated over the red & blue lines).

B: 30 8202D7

R:    30 820240

R:       A0 03

R:          02 01 02

R:       02 02 02F1

R:       …

R:                04 4C 304A304806…68746D6C

B:    30 0D

B:       06 09 2A864886F70D010105

B:       05 00

B:    03 8181 00AA8B…0D5C

Of course, the blue portions cannot be arbitrarily changed as then the whole structure must be accepted by the certificate handling software (e.g. MExE device).  However, many slight changes are possible and most processing software will accept a certificate with at least some of these slight changes.  [For those familiar with BER-encoding rules] possible changes include (but are not limited to): omitting the optional signature alg. id parameter field (05 00); using indefinite-length encoding for any blue element (e.g. 30 0D… → 30 80… 00 00); encoding a length with a leading 00 octet (e.g. 8202D7 → 830002D7); using a constructed encoding for the signature bit string; inserting a leading 00 octet in the signature value (which does not affect its integer value).  Demanding that only the DER subset of the BER-encoding rules be used for the entire certificate would theoretically make some of these modifications illegal, but this would merely be a partial fix that would be very hard to implement (and harder to test).

Problem

The problem is that you cannot be sure that a MExE device and a CCM CRL issuer with the same certificate have exactly the same encoding of that certificate.  This is reinforced by section 8.5.3 Third party root public key when it says "the process of adding/removing public keys and enabling/disabling public keys are independent".

A MExE device will enable certificate A0 on receiving a CCM CRL that includes the A1 fingerprint, even though the CCM CRL issuer was trying to disable it.

Solution

One solution is to redefine a fingerprint as a hash of the DER-encoded signed portion of the certificate (i.e. red fields above).  Now the fingerprint and signature apply to exactly the same octets - you cannot modify the fingerprint without invalidating the signature.  [Note: this hash already needs to be calculated during signature verification anyway, so there may be scope for a little efficiency improvement].

Another solution is to use a different certificate identifier.

[Note: The way fingerprints are used in browsers is not affected by the vulnerability this note addresses, as the browser use relys on a fingerprint to unambiguous identifier a single certificate, not to be a unique identifier of that type for the certificate.]

Impact on Backward Compatibility

The change to the certificate configuration message (CCM) is not backwardly compatible.  Using a new version number in the CCM should allow "old" implementations to gracefully reject a "new" CCM and "new" implementations to support "old" and "new" CCMs if desired.
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