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8.5
Root Public keys

If the 3 MExE security domains defined in subclause 8.1 "Generic security" are not supported, then the root public key management described in this subclause is optional.

8.5.1
Operator root public key

The ME shall support secure storage for at least one certificate containing an operator root public key. The ME shall support the use and management of a certificate containing an operator root public key stored on the MExE-(U)SIM and in the ME. The ME shall behave according to section 8.5.1.1 “ME actions on SIM insertion and/or power up”. For support of public key management on the SIM and the USIM refer to GSM 11.11 [27] and 3GPP TS 31.102 [39] respectively.  The certificate contains a root public key generated either by the operator, or by a CA trusted by the operator. The ME shall get the operator root public key from the secure area every time it needs to verify a signature, rather than cache the root public key for use in subsequent verifications.

If the MExE device does not contain a valid operator root public key, then the certificate chain to MExE executable previously executing in the Operator Domain will be invalid, and the MExE executables will be excluded from the operator domain.

The user shall not be able to add or delete any type of operator public key (root or contained in a certificate).

Optionally, the operator may install a corresponding disaster-recovery root public key stored in the MExE device, enabling the operator to use a secure mechanism (involving the disaster-recovery key) to replace the certificate containing the standard operator root public key. It shall not be possible to use the disaster recovery operator root public key to replace the standard operator root public key unless both public keys are from the same operator.

There shall be no more than one valid operator root public key on the MExE device (excluding the disaster recovery root public key) at any one time.

An application signed by an operator shall not be able to execute in the Operator Domain unless the root public key of that operator is installed in the MExE device (either ME or MExE-(U)SIM) and is marked as trusted.

8.5.1.1
MExE device actions on detection of valid (U)SIM application and/or power up
The requirements in this subclause ensure that the operator domain in the ME belongs to the operator that owns the valid ORPK in the MExE device.  
If a valid ORPK exists on the (U)SIM then the operator domain shall belong to the owner of the ORPK.  If there is no valid ORPK on the (U)SIM then the operator domain shall belong to a valid ORPK in the ME (if one exists).  If a valid ORPK does not exist in the MExE device at all (i.e. in the (U)SIM or ME) then the operator domain shall not be enabled.  
If, and only if, an ORPK owning the operator domain is identified, then only operator applications signed with a public key which has an authentication chain back to this ORPK shall be permitted to execute in the operator domain. 
  

On power up or detection of a valid (U)SIM application the MExE device shall behave as dictated by Figure 7 "Terminal behaviour on power up, or detection of a valid (U)SIM application" below.
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Figure 7: MExE device behaviour on power up
Note that on DCS1900 the MCC+MNC is 6 digits, but elsewhere it is 5 digits. The MExE device needs to know how many digits to use, however this is outside the scope of this specification. The identity of the root public key has to be defined.

The ME shall only read the ORPK from the MExE-(U)SIM when required and shall not store a ORPK from the MExE-(U)SIM on the ME.

When an operator root public key stored on the ME is marked as invalid, all operator applications verified using that root public key or by certificates verified by a chain that terminates with that root public key, shall cease operation as soon as possible and shall be marked as untrusted.
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