Result of evening work:

Wanted rules:

ORPK in (U)SIM has priority over ORPK in ME

The issuer of the ORPK shall be the same as the issuer of the (U)SIM.

At any time there is at most one active ORPK

Possible results:

R1: Valid ORPK in (U)SIM => Operator Domain enabled

R2: Valid ORPK in ME => => Operator Domain enabled

R2: No Valid ORPK =>=> Operator Domain disabled

Rules at change of ORPK status:

When a (U)SIM is removed, all operator domain applications may continue to execute.

When a (U)SIM is presented with a different ORPK to current installed operator domain applications, all trusted operator domain applications shall not continue execution in the trusted domain.

Proposed changes:

Remove old 8.5.1.1 and 8.5.1.2

Move this text to the end of 8.5.1:

The ME shall support the use and management of an Operator root public key (ORPK) on the SIM.

Note that on DCS1900 the MCC+MNC is 6 digits, but elsewhere it is 5 digits. The ME needs to know how many digits to use, however this is outside the scope of this specification. The identity of the root public key has to be defined

The terminal shall only read the SIM ORPK from the SIM when required and shall not store a SIM ORPK on the terminal.

New sections:

8.5.1.1 Selection of active Operator root public key.
The requirements is to ensure that

· There is at most one active operator root public key (ORPK),

· The ORPK (and the operator domain) belongs to the same operator as the issuer of the SIM,

· The trusted operator applications on the terminal were verified using that ORPK.

An ORPK belongs to the operator if it is issued either by the same operator as the issuer of the (U)SIM, or by a CA trusted by the operator.
The following rules defines the selection of active ORPK:

1) If there is a accessible, valid, and enabled ORPK on the (U)SIM, the ORPK on the (U)SIM is the active ORPK.

2) Otherwise if there is a valid and enabled ORPK in the ME and it belongs to the operator,

this ORPK in the ME is the active ORPK.

3) Otherwise if there is an active ORPK in the ME, and it does not belong to the operator, there is no active ORPK.

4) Otherwise if there is an active ORPK in the ME it is continued to be active.
5) Otherwise there is no active ORPK.

8.5.1.2 Change of active Operator root public key

If there is no active ORPK, all the operator domain applications shall continue to execute.

When an ORPK becomes active and it belongs to a different operator than that of the previously active ORPK, the currently active trusted operator domain applications shall not continue to execute in the trusted domain. The applications may continue to execute when an ORPK issued by the issuer of the previously active ORPK, becomes active.
Old text:

8.5.1.1
ME actions on SIM insertion and/or power up.
The requirements in this subclause ensure that the operator domain on the ME belongs to the same operator as the operator that issued the SIM inserted in the ME and, if there is an operator root public key (ORPK) on the SIM, that trusted operator applications on the terminal were verified using that ORPK.
The ME shall support the use and management of an Operator root public key (ORPK) on the SIM.  

On power up of the terminal, the terminal shall behave as dictated by Figure 7 "Terminal behaviour on power up" below.
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Figure 7: Terminal behaviour on power up
Note that on DCS1900 the MCC+MNC is 6 digits, but elsewhere it is 5 digits. The ME needs to know how many digits to use, however this is outside the scope of this specification. The identity of the root public key has to be defined.

The terminal shall only read the SIM ORPK from the SIM when required and shall not store a SIM ORPK on the terminal.

When an operator root public key stored on the ME is marked as invalid, all operator applications verified using that root public key or by certificates verified by a chain that terminates with that root public key, shall cease operation as soon as possible and shall be marked as untrusted.

8.5.1.2
ME actions on removal of the SIM

Removal of the SIM shall not cause the status (i.e. valid or invalid) of any operator root public key on the terminal to change. 

If a SIM is removed from the ME (without another SIM being inserted), operator applications shall continue to execute in the operator domain.
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