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Comments OF THE SDR FORUM

Software Defined Radio (SDR) is a rapidly evolving technology that will bring enormous benefits to the providers and consumers of wireless services.  Its development is being driven by the surging demand for mobile communications services, especially mobile Internet access.  As a result, the technology will soon be widely available – provided that the regulatory environment is sufficiently flexible.

Competing and often incompatible standards, modes, and frequencies now characterize wireless telecommunications services. SDR provides an efficient and comparatively inexpensive mechanism for the production of multi-mode, multi-band, multi-functional wireless devices that can be enhanced using software upgrades. SDR thus addresses many of the most challenging issues confronting the wireless industry.  

This means that SDR will lower costs for wireless manufacturers by reducing their time to market for new products and limiting the number of hardware platforms they must develop and support.  It will allow service providers to repair and upgrade wireless phones over the air, and to offer their customers new services as they become available. Service providers will also be able systematically and gradually to increase data rates and user densities, while customizing value-added products and services.  In addition, SDR will allow wireless consumers to take advantage of new services more easily than they do today, and to do so at a lower cost.  They will be able to upgrade their handsets over the air and will have access to advanced digital services and seamless roaming on virtually any wireless network.

Much work on the development and commercialization of  SDR  is being undertaken under the auspices of the Software Defined Radio Forum (“SDR Forum”).  The SDR Forum is an open, non-profit corporation dedicated to supporting the development, deployment, and use of open architectures for advanced wireless systems.  The SDR Forum has more than 80 members from North America, Europe, and Asia.  It spans commercial, defense, and civil government organizations, and includes wireless service providers, network operators, component and equipment manufacturers, hardware and software developers, regulatory agencies, and academia.  These Comments are submitted on behalf of the SDR Forum.

Introduction: What is SDR?

Before one can determine how best to enable the broad commercialization of SDR, one should probably attempt to define the concept.  The SDR Forum believes that SDR can be best described as a combination of hardware and software technologies that allow manufacturers to develop reconfigurable wireless networks and handsets. In short, by combining the right hardware with the right software, manufacturers can develop radios that can be modified, over-the-air or otherwise, after manufacture and sale.
More specifically, in a software-defined radio, information channel processing is accomplished by software-programmable, hardware-reconfigurable processor elements, such as DSP chips, microprocessor chips, field-programmable gate arrays, or other programmable signal processing devices or systems-on-a-chip.

The collection of SDR technologies includes the following:
· Antenna: Dynamic adaptation of antenna pattern;
· RF: Linear, wideband, multi-carrier transceivers (multi-channel low-power amplifiers, wide-band low-noise amplifiers, mixers);

· A/D, D/A Conversion: Linear, wideband, high dynamic-range A/D converters  (high spurious-free dynamic range, low intermodulation distortion);

· Baseband Modem: Modular, multi-channel, multi-data-rate programmable digital processors (per carrier, per time-slot, per code slot); and
· Modular Software: Modular and robust software architectures for the definition, interfacing, and control of RF, baseband, application, service, and network functions.
In addition, SDR equipment increasingly demands higher-speed digital communications bus architectures to link the various modules shown in Figure 1 below.  High-speed busses are particularly required for SDR base station architectures.
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Figure 1.  Key elements of SDR architectures

In addition, to be commercially successful, a software-defined radio must also have the following attributes:

· Common hardware platform supporting multiple product models, multiple modes and frequencies of operation, and multiple voice and data services;

· Modular software architecture that can define band, mode, functions, and features;

· Characteristics and capabilities that are adaptable and changeable by end user, service provider, or automatically;

· Cost to end users that is driven by the desired services and features; and

· Cost effectiveness of the “radio” as a whole.
Thus, SDR is an implementation technique that drastically increases the speed, flexibility, and economy with which wireless systems and equipment can be upgraded, reconfigured, or debugged.

Need for Regulatory Action 

Software is already replacing hardware in the wireless equipment manufacturing process to consolidate product platforms.
  But this software cannot easily be reprogrammed after the manufacturing process is complete.  This use of software in wireless equipment requires little or no change to traditional equipment authorization rules used by the FCC and other regulatory bodies.

It will not be long, however, before software-defined radios will be capable of selecting from multiple frequency bands, multiple modulation techniques (each of which has a different spectral mask), and different transmitted power levels that are associated with different modes of operation.  Current FCC rules simply do not envision, or account for, radios with such capabilities.  Changes are therefore needed.

As the Commission correctly recognized when it issued its Notice of Inquiry to begin this proceeding, the process of investigating and resolving regulatory issues associated with the deployment of SDR must move quickly.  Rule changes will soon be needed to enable over-the-air software download for equipment upgrades and bug fixes.  As additional flexibility is added to the network control infrastructure to take full advantage of SDR technology, other rule changes will be needed.  SDR regulatory efforts must also address global issues, not just national issues.  One of the driving factors for the development of SDR technology is the need to accommodate global circulation of mobile terminals.
  Thus, Governments must remove all formal and de facto regulatory barriers that may prevent individuals from carrying wireless devices across national borders.

I. The State of Software Defined Radio Technology
Question 1:
What features in a radio are apt to be controlled by software?  For example, could the operating frequency, output power, and modulation format be software controlled?

SDR technology is already being deployed in some cellular and PCS base station products, as well as in military and aerospace equipment.  To date, commercial manufacturers have exploited SDR to reduce the number of different product platforms that they must develop and support, and to create product architectures that can be systematically scaled to incorporate new and evolving capabilities.  The SDR Forum anticipates that manufacturers will soon utilize SDR technologies extensively in user terminals.  The following chart illustrates the likely progression of commercial mobile radio functions moving from hardware to software.  Column I indicates functions that, as a practical matter, can only be implemented in hardware; Column II includes functions that can be controlled by software but must still include a hardware component; Column III denotes functions that can be run entirely by firmware: software that is not designed to be altered after manufacture; and Column IV lists functions that can be run by post-manufacture, programmable hardware—the real spirit of SDR in that it is changeable after shipping:


Hardware
Software-Controlled Hardware
Programmable Software
Post-Shipping Programmable Software

Today
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Near Term
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Generally speaking, frequency, power, and modulation characteristics can be software controlled in the near future.  SDR Forum members differ in estimating the length of time before SDR will allow such software to be reprogammable, but there is a general consensus that SDR will enable that flexibility within the next three to ten years.

Question 2:
What are the specific limitations of current software defined radio technology?  What are the cost implications?

For SDR technology to reach its full potential, a number of software and hardware technology improvements are still needed.  First, new, modular software architectures must be devised to coordinate the definition, interfacing, and control of RF, baseband, application, service, and network functions.  Second, increasingly advanced hardware components that are efficient in terms of power and size must be available at reasonable cost.  These hardware components include:

· High-speed, low-power digital signal processing devices;

· High-speed, high-resolution analog-digital (A/D) and digital-analog (D/A) converters;

· High dynamic range RF tuners and associated filters and amplifiers;

· Highly linear, broadband diplexers;

· Development tools;

· Advanced signal-processing algorithms; and

· Fast, high-density, low-power memory devices.

Finally, new tools will be needed to develop, integrate, and simulate these new hardware and software components to ensure that the main benefit of SDR technology—smooth reconfigurability—is achieved.

[Need cost input from Workshop Group 1, or Other Forum Contributors]

Question 3:
What capabilities could software defined radios have that are not found in current radio technology?

As noted above, SDR technology will provide an efficient and inexpensive mechanism for the design and implementation of multi-mode, multi-band, multi-functional wireless devices that can be enhanced by over-the-air software upgrades.  The flexible architecture of software-defined radios will also allow them to provide a smooth evolution from current wireless systems to more advanced technologies.  

The commercial life of different generations of commercial wireless systems will overlap significantly. The infrastructure costs associated with the implementation of wireless services necessitates an evolutionary path forward, in which systems are upgraded and replaced in phases rather than overnight. Such an evolutionary path also will ensure that consumers can take advantage of more advanced services without undue inconvenience or disruption. 
SDR will help provide the flexibility needed to ensure a cost-effective evolutionary path to future generations of wireless services.  SDR will likely be a critical element of service providers’ strategies to meet the push resulting from the deployment of technically diverse wireless systems and the pull resulting from demand for greatly enhanced wireless services.  SDR will provide a powerful, flexible application environment that is capable of supporting post-manufacturer code upgrades, additional features, and new applications.  

Finally, as discussed more fully below, SDR has the potential – eventually – to be a highly efficient means of implementing “smart” antennas and creating the capability to enable, and adapt to, a time-varying spectral market.

Question 4:
When could software defined radios be deployed commercially, and for what services or purposes?

Designers of wireless services have not yet taken full advantage of the flexibility and in situ adaptability that can be achieved in the near future.  However, a number of chip and software vendors are now developing products that will support SDR in terminals within the next two years.
  Commercial deployment will necessarily be gradual and will vary by product type, but it is possible to estimate timelines for the adoption and deployment of SDR in infrastructure equipment, user terminals, and other products as follows:

Infrastructure:

2000
Initial limited use by commercial cellular infrastructure manufacturers and military/aerospace equipment manufacturers




2001
Increased commercial, civil, and military use, driven by the development and initial 
deployment of third generation commercial wireless systems and the need for multi-service capabilities in civil and military markets




2005
Widespread adoption by most manufacturers as core platform

User Terminals:
2000
Many R&D efforts worldwide, little commercial usage




2001
Initial usage to meet growing demand for multimode, multiband product platforms for first and second generation commercial wireless market, as well as for civil and military markets 




2003
Increased usage in conjunction with introduction of third generation commercial wireless capabilities




2005
Widespread adoption and movement to SDR as baseline design

Other Products:
2000
Fielded applications in various radio/wireless products




2001
Increased usage in wireless and non-wireless products as SDR technology matures

2005 Potential for widespread utilization in products receiving and transmitting in the 100 MHz range

Question 5:
What work is being done on software defined radios internationally, and are there any steps the Commission should take to encourage this work?

The SDR Forum itself is an international organization that has devoted and will continue to devote significant resources to the goal of enabling seamless integration of capabilities across diverse networks in an international environment of multiple standards and solutions.  As of May 2000, the Forum has 85 members from commercial, governmental, and academic organizations around the world.  Of the 82 organizational members, 21 are from Asia and the Pacific Rim, 12 are European, and 48 are based in the United States.  The International Telecommunications Union (ITU) also has approached SDR technology from an international perspective.  Two ITU radio communication study groups are currently considering the appropriate definitions and technical considerations necessary to ensure conformance with ITU Recommendations and Radio Regulations: Working Party 8F is addressing IMT-2000, and Working Party 8A is covering all other land mobile communications.  Their work will be completed within the next three years and included in one or more Recommendations and in a separately published handbook.

In Asia, recent developments have been focused in Korea and Japan.  The Radio Communications Broadcasting Committee (RCBC) of the Korea Electromagnetic Engineering Society (KEES) sponsored an April 2000 workshop on software radio activities in Korea, Japan, and Taiwan.  Participants reported on activities at commercial and governmental institutions including LG Information and Communications (Korea), Computer & Communications Research Laboratories (Taiwan), ETRI-Radio & Broadcasting Technology Laboratory (Korea), and Samsung Electronics (Korea).  Japanese engineers in particular have been focusing increased attention on software radio technology.  The first Asian software radio conference was held at Keio University in 1998, and the Japanese Institute of Electronics, Information and Communication Engineers (IEICE) established a Software Radio Study Group in January 1999, chaired by Professor Ryuji Kohno of Yokohama National University.  The IEICE conference is intended to give software radio researchers a forum in which to present their ideas, and its membership includes influential private sector researchers as well as representatives of the Japanese regulatory authority.

The Advanced Communications Technologies and Services (ACTS) programs, supported by the European Community since 1995, have organized workshops on  SDR technologies, and the UK mobile communications industry has established the Virtual Centre of Excellence in Mobile and Personal Communications (“Mobile VCE”) to coordinate effective, long-term, industry-led research.  Mobile VCE currently has 20 industrial members, including Panasonic, Fujitsu, BT Cellnet, Texas Instruments, and Vodafone Airtouch.  Additionally, Horst Mennenga of Germany’s Regulierungsbehörde für Telekommunikation und Post (“RegTP”) has participated extensively in SDR Forum activities, and his presentations on the new European standards for equipment approval are incorporated below.

The SDR Forum urges the FCC to coordinate its efforts with the work being done by other regulatory agencies around the globe.  The following specific areas of interaction would be the most useful:

1. Experts in radio regulations and spectrum management from the FCC, from other governmental agencies, and from international regulatory organizations should participate in the SDR Forum’s activities on a regular basis.

2. The FCC and other governmental agencies should host additional joint government/industry workshops to discuss the regulatory issues.

3. The FCC should conduct bilateral or multilateral discussions with other international regulatory organizations aimed at the development of universally accepted policies related to SDR-based wireless devices and services.

4. The FCC and other international regulatory organizations should focus on issues of immediate relevance to the commercial introduction of SDR equipment and services, such as basic type approval and security issues relevant to devices capable of software download and hardware/software reconfigurability.

5. After exploring in more detail the current state and anticipated evolution of SDR hardware, software, and network technologies, the FCC should strive to align regulatory activities with anticipated commercial introduction timelines. 

6. The FCC and other international regulatory organizations should support and promote the development of policies and agreements allowing global circulation of mobile user terminals.

II. Interoperability

Question 6:
To what extent can software defined radios improve interoperability between different public safety agencies?
SDR technology can be an important tool to improve interoperability between public safety agencies.  SDR will facilitate interoperability between multiple public-safety agencies on multiple air interfaces and simultaneously reduce their total cost of ownership by reducing costs incurred after initial deployment of public-safety wireless systems.  For example, SDR interoperation will allow public-safety agencies to bridge common air interfaces very quickly and cost effectively.  SDR can also enable overlays on existing legacy systems, without disruption, and subsequent legacy upgrades will also be smoothed as SDR technology gradually supplants the legacy systems.

The aspect of SDR that is most relevant to public-safety interoperability is the flexibility that SDR creates to allow operation on multiple channels. By programming each channel to a different air interface, and programming the networking side of the SDR to perform bridging and gateway functions, public-safety agencies will be able to rely on SDR to provide connectivity between multiple air interfaces, quickly and conveniently.  The software-defined nature of the implementation is necessary to this process, but it is also important to note that easy cross-networking will not be possible without the SDR-Forum—recommended architecture, which provides for programmable networking.  SDR will also enable transnational emergency systems, but the establishment of transnational security policies that define priority, security, and operational policy will remain a complex political issue that must be resolved before SDR equipment can reach its potential for transnational emergency coordination.

Public safety systems can communicate across networks today, but not without some degree of awkwardness and difficulty.  Such communications are currently accomplished by use of the dispatch operator and phone patch, or by bringing separate patch panel equipment to the field site, and attempting to connect to one of each of the field radios.  This technique does not provide the degree of sophisticated policing of priority of service rules actually required in multi-agency and multi-jurisdiction emergency situations.  Multi-channel SDR technology will be a prime enabler of more efficient and reliable cross-network communications in such situations, particularly when implemented in conjunction with the Incident Command System (ICS), an inter-agency coordination system derived from training manuals created by the Federal Emergency Management Agency (FEMA).  One of the primary ICS principles is the establishment of integrated communications among disparate agencies,
 a process that today is impossible without patching or common frequencies.  SDR will ultimately fill the breach and enable seamless interagency communication in emergency situations.

When fully implemented, SDR will significantly lower total cost of ownership of public-safety wireless communications while also improving system responsiveness to interoperability issues.

Question 7:
To what extent can software defined radios improve interoperability between equipment and services using different transmission standards?
SDR holds the promise to overcome air interface bridge problems and enable air interface interoperability between differing transmission standards, but many network issues must be resolved in addition to those that can be resolved by SDR at the air interface level.

As discussed above, SDR is simply an implementation technique. When used in conjunction with the SDR Forum architectural standards, and multiple channel systems, SDR-based transmodulation and transcoding methods can support interoperability between systems with differing transmission standards.  The ability to implement multiple air interfaces, and even gracefully add new air interfaces as new standards are selected, stems naturally from the SDR-supported ability to add new waveforms by adding new software.  SDR also allows increased flexibility on the question of standards. A software-defined radio will allow a system operator to adapt the system to new standards in response to shifts in market demand.

Once radio interoperability across transmission standards becomes possible, there will no longer be a need for the FCC, or any regulatory body, to set air interface protocols.  Instead, a regulatory body would only need to assure that each user meets a minimal rule set, such as the emission, out-of-band spectral mask, and radiation safety rules that are encompassed in Part 2 of the Commission’s Rules.
  The Commission should understand that this interoperability will not be ready overnight, but will instead rely on incremental improvements in SDR technology that slowly expand the universe of differing standards, frequency bands, and modulations over which SDR-enhanced equipment can operate reliably.  Also, future commercial telephony and Internet service capabilities will be hindered unless a  number of non-SDR-related back office and network interoperability issues are resolved favorably.  Infrastructure investment and payback period investment economics currently predominate over the technical issues.

The bridging capability of SDR will extend the useful lifetime of legacy system connectivity to other equipment, easing transitions where cost issues preclude infrastructure improvements.  This feature of SDR architecture—the extension of product and system lifetimes—is the main reason that SDR significantly improves life-cycle cost of ownership, particularly when compared to single-purpose communications equipment.

Question 8:
To what extent would software defined radios move toward uniformity in standards within or across bands?
SDR techniques allow the implementation of multiple air interfaces and network standards.  There is nothing inherent in SDR implementation techniques that forces or even encourages uniformity of standards.  However, market pressures—in particular, market pressures relating to the cost effectiveness of software reuse—that do tend toward uniformity are likely to be a longer-term result from SDR implementations. This is in contrast to the current techniques, which require highly customized implementations for each air interface protocol.

SDR will also greatly ease market convergence, allowing new flexibility as users gravitate to the most popular services and the most efficient standards.  This aspect of SDR is likely to improve the interoperability and commonality of standards across multiple bands.  The commercial markets will invariably find economic incentives that tend to favor a specific air interface, and SDR will allow easy migration of resources toward that standard.  In commercial services, therefore, as business imperatives favor maximum use of the most precious wireless resource—spectrum—the resulting convergence will mean that fewer standards are necessary in the long run, and SDR will enable migration to the winning standards.

In the public safety environment and in the defense environment, SDR allows specific optimization of an air interface to a specific need. Therefore, SDR may result in a proliferation of air interface standards in specific applications in defense and in public safety, even as market pressure tends to decrease the number of standards needed for  commercial wireless telephony.  And even though the software will move towards increased commonality due to SDR implementation, vendor-specific implementation variations are likely to continue to provide market differentiation.

As often occurs, the defense community is leading the commercial industry in exploring the value of SDR for standardized air interfaces across multiple bands.  For example, it has been suggested that the class of SDRs now in production for the Navy would be able to reproduce Single Channel Ground and Airborne Radio System (SINCGARS) waveforms in UHF or higher defense bands, in contrast to the current equipment, which can only implement this waveform at VHF.  The defense community has established the Joint Tactical Radio System Joint Program Office to oversee efforts to improve reuse of hardware and software throughout defense procurement.

Question 9:
To what extent can software defined radios be used to facilitate transitions from one technical standard to another, such as the transition mandated by the land mobile “refarming” proceeding?

As described above, multi-band SDR techniques can facilitate multiple standards and considerably reduce the complexity of transitions.  Multi-band SDR implementation can provide smooth transitions amongst multiple standards with non-disruptive transition to dominant air interface choices.  Once SDR infrastructure is widely deployed, it will enable transitions of varying type and complexity, including overnight updates to improve waveforms and service features as well as gradual phase-overs as more subscribers are able to accommodate new waveforms.

If multi-band SDR technology had been broadly available during the re-farming of the private land mobile radio (PLMR) service spectrum,
 the re-farming process would have been much simpler and less expensive for both owners and operators.  For example, with SDR systems, re-farming transitions can be accommodated by adapting an SDR to allocate some resources to the older service and some resources to the new service, and then gradually changing the percentage of resources allocated to each as the old system is gradually phased out.  Such a smooth, flexible, SDR-based transition stands in marked contrast to the massive, network-wide frequency cut-over necessitated by the PLMR re-channeling plan, which was not only technologically stressful but also threatened to hinder the forward and backward compatibility that would be needed for existing and future radio equipment to communicate with existing and future network equipment.
  In a re-farming circumstance, SDR may therefore serve to decrease regulatory complexity.

Additionally, the PLMR re-farming experience highlights the fact that alterations to channel width—in the case of PLMR, a reduction in the frequency deviation of transmission equipment from 25 kHz to 12.5 kHz and then to 6 kHz—would at best be ineffective and at worst would increase harmful interference, unless corresponding and simultaneous changes were made to receivers.  As a result, the Commission continued with its narrowband spacing plan, but had to allow users to aggregate the channels to continue to support receiver equipment tuned to wider frequency ranges during a lengthy, ten-year transition period.
  SDR technologies would have significantly improved the efficiency and speed with which such a transition could be effected.

The major issue standing in the way of service providers’ ability to take advantage of these benefits is the rate at which SDR implementation and wideband capability become broadly available in the wireless communications industry.  Success in the marketplace will be dependent on economics, and it remains to be seen at which  cost ratio  the market will adopt SDR, assuming SDR has the anticipated effect of slightly raising system acquisition costs while correspondingly lowering system operating and maintenance costs.

Question 10:
What particular means could be employed by software defined radios to facilitate interoperability?

Multi-service  SDR implementation will be able to achieve interoperability in any of several ways.  The specific method chosen will be a function of the market requirements, but the following techniques are possible ways interoperability can be achieved:  

1.
Bridging between multiple channels where each is a different air interface;

2.
Use of a universal control channel that allows a subscriber to select a specific service according to his service requirements, and then enables his equipment to enable or implement the selected service;

3.
Software download that includes download of everything from enabling tokens to entire protocol stacks and air interfaces. The specific download process could itself take one of several possible forms, including: (a) over the air transmission; (b) Infrared link’ (c) floppy load from a local personal computer; (d) factory authorized update at local kiosks; and (e) memory card insertion by a network operator; and

4.
User selection from an SDR library, whether by interaction with a control channel or more simply by keystroke selection.

At the moment, standardized techniques for net access and coordination have not been defined for SDR access or for bridging amongst multiple standards.  Once again, multiple, significant technical issues must be addressed to facilitate interoperability, among them: networks, keys, TOD, frequencies, hopsets, and security policies.
III. Improving Spectrum Efficiency and Spectrum Sharing

Question 11:
To what extent could software defined radios improve the efficiency of spectrum usage?

Defining “Efficiency.”  In responding to this inquiry, the SDR Forum found it necessary to specifically define two distinct means of measuring spectral usage efficiency.  The first is spectral efficiency, which describes the ability to define a waveform by its tight spectral containment, typically measured in bits per hertz (BPH).  For example, modulations with a large number of QAM constellation points typically have higher BPH.  The second relevant type of spectral usage efficiency refers to the ability of multiple subscribers to distribute their transmissions in a time- and usage-sensitive way to minimize the contention for spectrum access, thereby increasing the density and efficiency of available spectrum usage.  This second type of efficiency is facilitated by protocols that are designed to minimize contention while identifying spectral sharing opportunities amongst large populations of subscribers. 

As an implementation technique, SDR allows the adoption of new waveforms with improved spectral efficiency and improved spectral sharing protocols.  The defense community is already exploring prototypes of such new processes at this time.  From a commercial perspective, however, considerable time will pass before the results of these experiments will have been validated and adopted for use in the marketplace.

Great concern exists in the SDR community over what the regulatory role should be with respect to spectral efficiency at this time.  Specifically, although SDR will ultimately enable waveform and sharing efficiencies, the likelihood of such applications having any relevance to the commercial marketplace in the near term is unclear.  Therefore, the FCC should not yet rely on SDR to generate spectral-efficiency improvements of sufficient impact to change regulatory decision-making.  Including the time it may take for SDR implementations to become the dominant commercial and public safety implementation, meaningful spectral efficiency gains resulting from SDR technology are at least several years away.  The specific timeframe in which such gains will be realized is a topic of lively debate within the SDR Forum; opinions range from the defense community’s optimistic assessment based on early successes, to the network owners and operators who expect SDR-related spectral efficiency gains to affect wireless telecommunications in the ten-year timeframe, and even then questions arise regarding whether SDR will reverse or merely slow the industry trend of demanding substantially increased spectrum.

Once SDR is widely deployed in commercial wireless base-station and subscriber equipment, it will be both useful and necessary for the Commission to have devised new rules that take SDR’s spectral-efficiency promise into account.   For example, the Commission should allow an operator with underutilized spectrum to use SDR to make blocks of spectrum available to other operators with unfulfilled demand.  Such temporary redistributions based on spectral supply and demand will require both basic rule changes relating to spectral trading and also general agreement on standards for how such transitions will be accomplished technically, how they will be administered.  We believe strongly that, when SDR technology is mature enough to support spectral trading, a relaxation of the Commission’s rules against such trading will accelerate broader adoption of SDR implementation techniques generally and thereby allow them to support the additional capabilities described above.

A final issue relevant to this inquiry is the ability of SDR to allow dynamic use of spectrum by various services. This could be used to fit services into spectrum based on regional circumstances instead of by blanket spectrum assignments.

Industry Experiments in Spectrum Efficiency.  The ITU recommends that advanced technologies be used to improve spectrum efficiencies.
  Industry leaders are already involved in technical experiments that will enable spectrum efficiency enhancements in the wireless telecommunications sector when combined with SDR equipment. These experiments indicate that significant improvements are possible, and should be considered as a part of the long-range answer to the need for new spectrum.

Generally, spectrum efficiency may be improved using a multiplicity of means, most of which are defined by waveform standard specifications, such as IS-136, IS-95, and GSM, in the mobile and fixed services.  Some of these methods may be jointly applied in synergistic combinations.  Examples of principal methods include:

1. CODING.  Advanced coding and compression methods allow the use of fewer bits to transmit any given amount of information. In one example, improvements in psycho-acoustic coding algorithms have reduced the requirement from 384 Kbps to 64 Kbps for the broadcast of “CD-quality” stereo digital audio.  Data rate requirements for near-voice-quality (toll-quality) digital coder-decoders (CODECs), have dropped from approximately 16 Kbps to approximately 8 Kbps or less.  SDR promotes the rapid adoption of new, more efficient coding methods in deployed wireless systems, by permitting rapid deployment of improved standards via software upgrade to deployed handsets and base stations.
2. MODULATION.  Higher-order modulation methods that improve spectral efficiency from its current 1 bit/sec/Hz (typical of BPSK).  Examples include 8-ary phase shift keying (8-PSK), which supports up to 3 bits/sec/Hz, or 64-quadrature amplitude modulation (64-QAM), which supports up to 5 bits/sec/Hz.  However, higher-order modulation schemes typically require higher carrier-to-interference (C/I) ratios.  This is the complement of coding: using less spectrum to broadcast any given number of bits.  Advanced modulation methods may also employ multiple antenna elements and space-time coding to achieve the transmission of higher data rates per user within any given spectrum allocation.  As new modulation methods are approved by standards-recommending and regulatory bodies, SDR promotes their rapid proliferation to fielded systems via software upgrade.
3. ADAPTIVE INTERFERENCE MANAGEMENT.  Numerous methods for mitigating co-channel interference (CCI) are available, including baseband digital signal processing (DSP) methods.  For code-division multiple access (CDMA) mobile wireless services, co-channel interference may significantly reduce spectrum efficiency.  Approximately 70% of this interference results from multiple access interference (MAI) generated by other CDMA users with known codes, and from inter-symbol interference (ISI) caused by multipath.  Recent advances in DSP technology allow the reduction of MAI using methods of multi-user detection (MUD), which can increase uplink network capacity threefold over conventional RAKE receiver matched filters (MF).  SDR is an enabling technology for adaptive interference management.  SDR is an effective method of implementing these DSP techniques embedded in the SDR modem, and further promotes fielding of new, more powerful algorithms as they become available.
4. SMART ANTENNAS.  Radio systems may employ combinations of multiple antenna elements with radio frequency (RF), intermediate frequency (IF), baseband analog and digital signal combining, and baseband DSP to improve radio system performance.  These combinations are broadly referred to as “smart antennas.”  Smart antennas may be of fixed-beam design (using analog or digital signal combiners), or employ digital adaptive beamforming and adaptive nulling.  Smart antennas may be used to increase network capacity by as much as 300% using space-division methods.  When used jointly with other adaptive processing methods such as 2-D RAKE combining, adaptive filtering and adaptive power control, smart antennas may once more double network capacity.  SDR is an effective method of implementing smart antenna processing in the modem, and as with adaptive interference management, promotes rapid fielding of improved algorithms.
5. SPECTRUM MANAGEMENT.  Multi-band, multi-mode SDR mobile terminals and base stations may surveil the spectrum in selected bands, identify unused spectrum, and, if needed, negotiate use of that spectrum for mobile wireless services.  Two high-level use cases exist for SDR spectrum management capabilities.
a. Operation within allocated frequencies.  Multi-band, multi-mode handsets in the mobile service, using SDR technology, may be programmed with one or more wireless network access codes and air interface definitions.  The “smart” handset identifies the availability of one or more of these access methods, and may either automatically select one based on previously input user preference or present the user with the choice of networks available.  This form of multi-band, multi-mode radio exists today and does not require special base-station functionality.

b. Adaptive non-interfering basis (NIB) operation outside of allocated frequencies.  While numerous methods may exist, it is recommended, in the interest of a well-regulated mobile service, that identification and selection of unused (and available) spectrum be performed by the wireless base station.  In this concept, the base station would surveil both allocated and non-allocated blocks of frequencies, identify unused or under-used spectrum, and match available spectrum with the capabilities of the multi-band and multi-mode user terminal. The base station would then designate frequencies and waveforms to be used for the new wireless session.  In this mode, the SDR base station is central to the concept of operations.  New functions that would need to be performed by the base station include:  Radio spectrum monitoring; identification of unused or underused frequencies; identification of safety-related and other mission-critical frequency exclusions; selection of optimum waveform for operation in the candidate unused bands; implementation of protocols needed for query and negotiation with SDR handsets; selection and tuning of appropriate RF, IF, and baseband digital radio components; and download of needed software components for implementation of the (new) frequency bands and air interfaces.

Defense Research on Spectrum Efficiency.  The SDR defense community is also heavily involved in research that will enable SDR to alleviate spectrum concerns and that may eventually be applicable to commercial uses. According to the Army Technology Investment Research Program, the research is focused on two areas: spectrum planning and spectrum scanning and analysis.

Defense researchers have noted a critical need to improve spectrum planning.  Current battlefield spectrum management is a cumbersome process, often requiring weeks or months of intricate spectrum planning by the Joint Spectrum Center (JSC) prior to military operations, such as Desert Storm.  In Bosnia, U.S. forces have experienced significant problems related to international force frequency issues. Even with careful planning, spectrum managers have no means for monitoring and updating spectrum assignments as battlefield dynamics change due to time, geography and spatial separation.  These changing dynamics can cause significant damage to link integrity and mission critical parameters.  During Task Force 21 (“TFXXI”), for example, one network of direct sequence (DS) Surrogate Data Radios was disabled for several days by unknown interference.  Using a spectrum analyzer, technicians determined that a 10-watt AN/GRC-226 (MSE Band I) transmission at 302 MHz was causing the network failure.  Subsequent modification of the transmit frequency restored network function.  Other TFXXI problems included MSE Band III interference with GPS, SINCGARS interference with MSRT, EPLRS interference with RF Tags, and even FM Broadcast interference with MSE Band I.  Hence, new technologies are needed that overcome the spectrum-planning problem by adaptively increasing information throughput via spectrum reuse.

Turning to spectrum analysis, generalized SDR architectures allow adaptive spectrum analysis via three possible methods: (1) application of scan or probe functionality in the SDR to provide wideband spectrum monitoring; (2) application of transform domain analysis on a joint time frequency (JTF) basis to provide parallel spectrum monitoring; or (3) a combination of the first two methods.  In this manner, SDR modes will include a wideband search mode that identifies occupied regions, followed by a detailed-analysis mode that extracts unknown signal bandwidths, carrier frequencies, and type.  Some frequency-hopped transceivers already claim limited spectrum planning assistance using built-in look-ahead capabilities. However, dynamic channel assignment (DCA) has typically been difficult to achieve in processor-limited legacy radios.

In one embodiment, the spectrum scanning and spectrum awareness functions are performed by a single programmable transceiver, which controls a distributed network of transceivers within a given cell.  In this manner, one computer within the cell is assigned the task of spectrum scanning, analysis, and coordination.  If the control radio is destroyed, its functional role is assumed by another radio within the network cell.  A more distributed—and subsequently more challenging—embodiment assumes independent adaptation by each transceiver within a reasonable proximity.  In any configuration, automated computationally efficient spectrum analysis algorithms will provide spectrum-usage awareness.  Such algorithms, in conjunction with emerging SDRs, will ultimately provide mobile and dismounted units with RF management tools for real-time or near-real-time frequency reallocation.

Question 12:
What particular functions related to spectrum usage could a software defined radio perform?  Could it locate free spectrum, dynamically allocate bandwidth, and enable better sharing of the spectrum?

When multi-band SDR technology is broadly deployed in base stations, infrastructure, and subscriber equipment, it will enable various means of improving spectrum sharing.  First, many of the techniques discussed above in question 11, such as adoption of waveforms with higher bits per hertz, adoption of new protocols that allow spectral sharing, and use of spectral holes that might be made available.  SDR units with sufficient computational resources could indeed monitor blocks of spectrum and locate free spectrum, but we anticipate that the owners and operators of wireless networks would prefer to have the base stations and infrastructure select the spectrum and protocol, rather than allowing subscriber equipment to perform this role.  Leaving spectrum and protocol selection to network operators will also minimize the power and complexity requirements of portable and mobile equipment, and infrastructure equipment will be more capable of handling the technical issues of locating unused spectrum; prioritizing access, terms, and conditions; negotiating for access; and checking for hidden transmitters.  Neither the infrastructure nor the standards needed to accomplish these capabilities is currently in place, and the buildout of infrastructure with such capabilities will be a long-term activity.  However, the FCC should begin to consider how it may need to change regulations to accommodate developments in this direction over the long term.

Second, SDR will enable another class of signal-processing function that holds great promise for increasing the number of users that a wireless cell can support: this class includes smart antennas, multi-user detection (MUD), and interference cancellation.  This group of signal-processing improvements will enable base stations to hone in more specifically on each user’s location, permitting beam-forming transmissions that may increase the cell’s ability to support users by as much as 30%.  These signal-processing technologies have already been thoroughly tested and are heading toward the market now.  The SDR Forum is working on standardizing this class of functions so that all handsets and all base stations will be able to communicate with one another.

Third, SDR will support and improve the digital/analog, multi-mode handsets that are already in commercial use and the multi-digital-function handsets that will be released  during the next year.  For such units, SDR offers the capacity to reach inside such devices and access their capabilities via software downloads, whether over the network or by other means, to provision them, debug them or to provide upgrades.

Question 13:
How specifically could it carry out these functions?

Although the processes described under Question 12 above are feasible, the specific technical details are beyond our ability to describe in these comments.  The processes will necessarily be different in different markets and in different bands, as a function of localized conditions, spectral interference, and network performance for optimal design.  Standards and regulatory processes should not restrict manufacturers from developing and testing competing implementations of the above capabilities.  
Question 14:
What are the benefits of the spectrum-sharing arrangements described above, and what steps might we take to permit the use of software defined radios to enable such sharing arrangements?

The primary benefit of SDR-based spectrum-sharing, as described above, is found in its potential to dramatically increase the efficiency with which spectrum is used.  Once SDR technology has matured and the economics are attractive, the Commission should ensure that manufacturers can deploy SDR technology to increase frequency agility and reap the benefits of dynamic reconfigurability.

With respect to regulatory enabling, we believe that SDR can support many functions—including smart antennas and dynamic channel allocation—without any changes to the Commission’s rules.  Such spectrum efficiency improvement techniques should therefore be driven entirely by equipment manufacturers, service providers, and standards bodies.  There is likewise no need for additional Commission regulation of spectrum-scanning and -selection techniques by mobile handsets and base stations; such functions should be allowed just as they are for current generation of cellular and PCS systems, examples of which include:

· GSM Half-Rate and Full-Rate Adaptive Multi-Rate Vocoder;

· ANSI-136 Half-Rate and Full-Rate Adaptive Multi-Rate Vocoder;

· GPRS and E-GPRS Mode Adaptation;

· GPRS and E-GPRS Dynamic and Extended Dynamic Allocation; and

· E-GPRS Incremental Redundancy Mode.

SDR can support any of these techniques without a single change to the Commission’s Rules.  The Commission should continue with its current, unrestrictive policies that specify out-of-band emission, power, modulation, and frequency limits without directing licensees to choose a particular air interface or channelization.  Sufficient economic incentives exist for licensees to work out the necessary details themselves.

Question 15:
What changes may be appropriate for the way the Commission currently allocates spectrum?

No changes to the Table of Allocations are warranted at this time.  SDR will one day be able to achieve improved spectral efficiencies as described above, by adapting to network frequency availability, to user bandwidth requirements, and to the wireless environment itself.  However, the level of mobile network intelligence required to enable such performance is not currently in place, and SDR Forum members differ in their opinions of exactly when this capability will exist, although most members expect this benefit of SDR to be developed and deployed by the time 4G systems are introduced.  For the moment, though, the Commission should not revise its spectrum allocations based on the long-term promise of SDR technology.

At the same time, SDR does offer the Commission the opportunity to relax the level of specification that is required within any allocation.  The Commission already leaves the choice of air interface up to the market, and SDR should enable the Commission to simply specify the minimal technical requirements needed to avoid interference.  To that end, SDR also holds the long-term promise of implementing new techniques to detect and avoid interference.

Question 16:
If changes are warranted, how could we make the transition from the current allocation and licensing model to a new model?

Again, no regulatory changes are warranted at this time.  As the ITU has rightly observed:

Equipment manufacturers recommend that administrations should not rely on … ‘software’ radios … to provide sufficient spectrum management flexibility and address the difficulties caused by band fragmentation, in order to offer global services within global spectrum.

With respect to all of the spectrum-sharing inquiries, we emphasize again that priority should be given to supporting the regulatory efforts required to introduce SDR concepts in a suitably staged fashion, first in 3G systems and then later in 4G systems, particularly given the intense efforts currently ongoing to standardize and implement 3G systems.  The Commission should focus on the issues associated with licensing of systems and type approval of radios that employ SDR to enable 3G services and functionality, rather than diverting immediately to exploring SDR as an answer to the spectrum-requirement issue associated with the rollout of 3G systems.
IV. Equipment Approval Process

With respect to equipment approval generally, the SDR Forum firmly believes that legitimate users of the radio spectrum need protection from both willful use and inadvertent use of unauthorized bands.  Inadvertent use of unauthorized bands could occur if SDR-based wireless devices are accidentally put into a mode in which they transmit an unauthorized waveform or unauthorized power level.  Overall network stability must also be maintained, and the security of individual users’ services should not be compromised by the introduction of over-the-air download capabilities.

The Commission must devise licensing and type-approval methods that protect other users of radio spectrum yet allow SDR equipment the maximum possible flexibility.  Regulators should work with the commercial sector to develop techniques for configuration management and a self-monitoring mode of operation.  Regulatory activities should focus on equipment functions and performance, rather than details of product implementation, so as not to constrain commercial innovation of SDR technologies.  The SDR Forum has already started addressing regulatory issues and is an ideal organization within which to develop the techniques and detailed specifications for configuration management and self-monitoring requirements to be provided to manufacturers of SDR devices.  This will be an evolutionary process, governed by developments in the technologies, standards, and the regulatory framework for SDR.  In commercial markets, OEMs should be allowed to assume much of the responsibility for the certification of SDR products.

Question 17:
Should the FCC approve the radio hardware, the software, or the combination of them?

The unique capabilities and structure of SDR will require that equipment authorization bodies certify hardware and software in combination.  Essentially, each possible combination of hardware and software that the radio will support should be tested according to the same manner in which single-mode, hardware-based systems are tested today.  The only difference will be that, after testing, the software will have to be sealed to prevent tampering during the download process or later.  During downloading, the approved hardware would simply check the software’s seal to verify its authenticity before installing the software and allowing it to reconfigure any of the device’s hardware or firmware elements.  The SDR Forum’s vision of how such an authenticity “seal” would work is explained in the security discussion below.

Question 18:
Are the currently required measurements in Part 2 of the Rules appropriate for software-defined radios?

Yes.  As noted above, SDR is merely an implementation technique.  There is nothing unique about SDR from a certification or transmission-measurement perspective except its multi-modal capacity, and such capacity simply means that the radio must comply with the particular requirements of whatever mode it is operating in at any given time.  Even with respect to multi-modal operation, SDR raises no issues that have not already been addressed with, for example, GSM phones that are capable of operating at both GSM 900 and GSM 1800, or tri-band phones such as those already commercially available.

Question 19:
How should software defined radio equipment be tested for compliance, including compliance with SAR requirements?  What type of approval process and labeling would be appropriate?

Again, because SDR is simply an implementation technique, its sole impact on compliance-testing is that all operational modes of which the software defined radio is capable must be tested.  This includes testing every frequency and modulation that the software defined radio is capable of transmitting, and every scenario under which the radio may operate, such as combined voice/data operation, or circuit or packet operation.

Ideally, the approval processes and labeling will follow from the certification process described above.  The labeling procedure will simply have to include multiple identification classes, with sufficient permutations so that each label will adequately describe the specific capabilities of the unit on which it is placed.

Question 20:
Should the FCC regulate who changes the software and the manner in which it is done?  If so, should the Commission maintain records of such modifications?

No need exists for the FCC to regulate changes of these kinds.  Rather, the Commission should focus on regulating the software itself, through the certification process outlined above.  Likewise, no need exists for the Commission to maintain records of such modifications; the certification process provides a sufficient record of the modifications.  As it did with the PLMR proceeding, the Commission can simply authorize field modifications that also involve replacement of the existing FCC ID label with a new label corresponding to the FCC ID of the modified equipment.
  This streamlined process will avoid unnecessary regulation and will also allow third-party software developers a process by which they can seek certification directly.

The ability of such third-party developers to seek direct certification is a major benefit of SDR technology.  The mobile-unit hardware manufacturers within the SDR Forum support open interfaces at the application level that will allow such direct certification.  At the same time, however, it is important for such manufacturers to retain absolute control over lower-layer software interfaces that directly affect the radio subsystem, in order to minimize concerns over safety, reliability, security, and product performance.  The risks and opportunities associated with extending open interfaces further into the radio are clear, and the Forum’s hardware-manufacturing members will strive to extend the degree of radio control that is accessible from the application layer, but the integrity of the trusted computing base must not be compromised.

V. Security Issues

Question 21:
What are the various means that may be used to download new software?  The FCC anticipates, for example, that software could be downloaded by methods such as direct connection to a programming device or over the airwaves.  To what extent will the software interfaces be standardized?

Numerous methods for downloading software to an SDR device will be possible, each of which implies a different combination of originator, source, and end-user characteristics:

· Via SIM-card or other removable media, which contains the software to be downloaded and which may also contain a pre-paid license to use the software.

· Via local or remote host server, via modem and fixed network: e.g., telephone or cable service.

· Via handheld field device.

· Via CD-ROM or Internet/Intranet, using a personal computer.

· Via kiosk or street-side terminal: e.g., download to SIM card via an Automatic Teller Machine (ATM).

· Via multiple devices using Bluetooth.

· Via Point of Sale terminal in a shop or service center.

· Via over-the-air reconfiguration by downloading software from a server over the wireless link.  Both point-to-point and point-to-multiple-point (broadcast) options could be used.  In a commercial situation, the download server could be provided by the service provider, utilizing the network operator’s air-time resources.

· Via download or transfer between user terminals.

· Via broadcast download.

Security is an important issue related to software downloads, particularly for the over-the-air methods that are expected to be crucial to SDR’s commercial attractiveness.  Over-the-air electronic encryption techniques are already being developed and assessed for mobile e-commerce transactions and are expected to be sufficiently robust to provide the necessary security and assurances that the process will be tamper-proof.  The SDR forum has established a formal working relationship with the group at the forefront of this work: the European Telecommunications Standards Institute’s Mobile station application EXecution Environment (“MExE”) project team.  MExE is a collection of technologies brought together from various fields in order to provide a basis for downloaded mobile applications; its goal is the development of a wireless protocol designed to be incorporated into smart mobile user terminals (UTs).  MExE will define specifications for software transfers to and from UTs to enable service upgrades, applications, applets, and contents.  MExE and the SDR Forum are currently collaborating on a process to enable over-the-air software downloads with sufficient security capability and regulatory information.

For over-the-air downloads, the SDR Forum has also identified the following seven-step download protocol to be followed:

1. Initiation: The network defines available security services, the mobile station requests a specific service, and the network identifies itself for authentication purposes.

2. Mutual Authentication: The mobile station requests authentication by a trusted third party (TTP) or other authentication provider.  Authentication validation is sent to the mobile station. The mobile station then sends its authentication information to the network.
3. Capability Exchange:  The network requests and receives capability description from the mobile station.  The network selects the appropriate software and specifies to the mobile terminal the necessary quality of service standards (e.g., bit error rate) required to deliver the chosen software.
4. Download Acceptance:  The network specifies (and the mobile terminal accepts) the scenario for downloading new application software.
5. Software Download:  The new software is delivered to the mobile terminal, possibly in segments or packets.  The mobile terminal performs testing to ensure correct delivery and reports results to the network.  The mobile terminal requests and receives another level of authentication.
6. Software Installation:  The mobile terminal installs the new software and confirms with the network, but the installed software will need additional components before it is fully functional.  Billing negotiations are transacted.  The mobile terminal sends a key to the authentication function, and receives and installs the additional software necessary to effect end functionality.
7. In-Situ Testing:  Full software functionality is tested and confirmed on the receiving station.

Finally, to ensure global use of mobile equipment, an extended security framework is needed that will include cooperation by many organizations on a worldwide basis.  The SDR Forum envisions that such a framework will require the participation of the following parties:

· International Certification Agency:  This party will have global jurisdiction over certificate issuance;

· Administrator: This party will have global jurisdiction over security process;

· Security Entities: These are the various “trusted third parties” (TTPs) that must supply electronic certificates of validation;

· National Authorities:  Parties with national jurisdiction over certificate issuance;

· Regulators:  Parties having national responsibility for telecommunication policy and enforcement, such as the Commission; and

· Test Houses: Parties that will test and certify that telecommunications products adhere to national regulations.

Question 22:
Should the FCC require anti-tampering or other security features?  How would such security features work?  Could equipment be designed to prevent it from transmitting in certain designated frequency bands, such as those allocated exclusively for government use, as a safeguard against causing interference?

Yes.  It is imperative that SDR terminals be protected by tamper-proof or tamper-resistant measures, particularly in the cellular and private mobile radio environments.  Software packages should be signed digitally, and manufacturer or certifier root keys for verification should be stored in a tamper-resistant environment.  

The SDR Forum believes that public-key technology (PKT) is uniquely qualified to meet the security requirements necessary for electronic business, and thus has become the preferred means for providing these capabilities.
  PKT is ideal for secure transactions because it encrypts sensitive information and, through digital signature certification, it provides for authentication, data integrity, and nonrepudiation. These techniques are combined to effectively "sign and seal" any electronic transaction. 

The use of public-key technology leads to a requirement for a public-key infrastructure (PKI), which is a comprehensive system that provides the public-key-based encryption and digital signature services on behalf of applications. A major benefit of the PKI is that it enables the use of encryption and digital signature services in a consistent manner across a wide variety of applications.  Certificates are issued to end-users, so no password information travels over the communications link or network; in its place is the user's certificate. End-to-end protection (i.e., encryption) can be applied to the actual transactions.

An important requirement of the PKI is to manage keys and certificates in a way that is transparent to end-users.  Other required elements for a usable PKI include: 

•     A Certification Authority (CA) 

•     A certificate repository 

•     A certificate revocation system 

•     Key backup and recovery 

•     Support for nonrepudiation of digital signatures 

•     Automatic update of key pairs and certificates 

•     Management of key histories 

•     Support for cross-certification 

•     Open standards and support for legacy applications 

All users of a PKI have a registered identity that the user community believes to be valid and trustworthy, and these identities are stored in a format known as a public-key certificate. Certification Authorities (CAs) represent the people, processes, and tools involved in securely issuing these certificates. The certificates have a digital signature of the issuing CA, and as such are inherently secure and can be conveniently distributed in a public manner. The user's secret key that corresponds to the public key in the certificate must be protected at the end-user terminal. Current technology for mobile terminals is limited to tamper-proof smart cards.  Smart cards such as SIM cards are already deployed in Europe, but their viability in other regions, including the U.S., is uncertain and requires further study.

To protect designated frequency bands, SDR equipment can be limited in certain key ways to avoid harmful interference.  For example, equipment such as cellular handsets that are equipped to search for network service could be configured to ensure that they receive an indicator from the network prior to transmitting a signal themselves.  For satellite and private services, it may be possible to install a locator service to prevent functioning in unauthorized locations.  Additionally, terminals could be programmed to perform routine self-checks and to automatically become inactive in the event a malfunction is detected.  [Motorola/others to provide additional input re private mobile radio.]
Question 23:
Does the FCC need to adopt additional requirements for software-defined radios to ensure the privacy of users’ communications?

SDR technology raises no new privacy concerns with respect to public network operations.  [Motorola/others to provide additional input re private/public safety networks.]
Question 24:
Is there a need for an authentication-code based approval system, and is it feasible and practical?

There is such a need, and the system should be standardized around the PKI and the download protocol described above, which will offer the best combination of security, authentication, data integrity, and nonrepudiation.

Question 25:
What type of authentication system should be used?  Should there be one system or alternative systems?  Who should have responsibility for generating the authentication codes: the FCC, TCBs, equipment manufacturers, or some other party?

For software, authentication can easily be accomplished under a combination of the PKI and MExE frameworks described above.  MExE enjoys broad support in the wireless industry, and no reason exists not to standardize authentication under MExE’s security protocol.  For hardware, nothing will differ from current practice.

The SDR Forum supports the FCC’s decision to move toward the use of Telecommunications Certification Bodies (TCBs) for many type acceptance purposes,
 and sees no reason why such independent bodies could not oversee the generation of authentication codes.

Question 26:
In the case of transmitters subject to verification, how should authentication of software be handled?  For example, could an “authentication only” service be offered in which the FCC or TCB computes the authentication code for the software after all elements of compliance with FCC rules are verified by the manufacturer?

Software authentication and verification should be handled according to the SDR Forum software download protocol described above; for over-the-air downloads, the SDR Forum and MExE are developing security safeguards that will be able to address all authentication issues.  A streamlined “authentication only” service could easily be offered, under which the Commission or the relevant TCB would compute the software’s authentication code after the manufacturer has verified all elements of compliance with relevant FCC rules.

Question 27:
How should simple changes to software be handled that do not affect the operating parameters of the equipment but require the computation of a new authentication code?  Could an “authentication only” service be offered for them?

Software changes that do not affect operating parameters should not be of major concern and can be handled simply by the issuance of a new digital certificate.  An “authentication only” service would be appropriate for such changes.

Question 28:
Is there a need for a method to display information about the software loaded in a transmitter?  If so, what method should be used and what information should be displayed?

There is a need for such a display method.  The specific method that is appropriate for a particular SDR unit will depend on several factors, but at a minimum the information displayed should include the unit’s technical operating parameters and a description of the software, including its source and the name of the TCB or other entity that approved it.

VI. Conclusion

Interest in SDR technology is increasing around the globe, and the related regulatory issues are receiving greater attention as a result.  The challenge that the Commission and other regulatory agencies face is to develop equipment authorization procedures and frequency allocation and assignment procedures that will permit the use of advanced wireless communications technologies such as software defined radio.  There is a need to insure that international regulatory climates support the adoption of SDR and the benefits of the technology.  A regulatory effort supported by the U.S. and in concert with other global regulators can set the stage for development of a global regulatory environment that is favorable for SDR deployment and that, ultimately, is of great benefit to the wireless consumers.  This regulatory effort should be the result of close collaboration between government and industry.
The regulatory complexity associated with SDR begins to increase when software download capabilities (either over the air or via some other mechanism) are incorporated into wireless equipment and services.  Because of the time required to identify and implement regulatory rules changes, regulatory activities related to SDR must begin in earnest now.

As a leader in the wireless communications industry, the Software Defined Radio Forum stands ready to assist the Commission in the development of technical procedures needed to permit licensing and full deployment of advanced wireless communications systems based on software-defined radio technology.  The SDR Forum provides an ideal venue for developing the basis of regulatory policies and procedures that are needed globally.  This regulatory effort will help promote continuing growth in the international development of SDR technology and spur creation of a global marketplace for those firms that supply and use SDR.
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� 	Cognitive radio is another term that has begun to appear together with SDR in wireless literature.  Cognitive radio should be considered as an extension of SDR to incorporate additional intelligence about the radio environment, including such parameters as protocol etiquette, propagation, network, user needs, applications, radio devices, and software modules.
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�  The term “global circulation” used in this context means roaming across national boundaries.  Experts in the wireless field sometimes use the term “global roaming” to mean roaming across different types of networks.  From a technical point of view, the latter is the most significant aspect of roaming.  From a regulatory point of view, global circulation is the more relevant issue.
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� See Replacement of Part 90 by Part 88 to Revise the Private Mobile Radio Services and Modify the Policies Governing Them and Examination of Exclusivity and Frequency Assignment Policies of the Private Land Mobile Radio Services, Report and Order and Further Notice of Proposed Rulemaking, 10 FCC Rcd 10076, PR Docket 92-235, rel. June 23, 1995 (“PLMR Order”).
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