3GPP TSG T WG2, SWG1 (MExE)
Tdoc T2X99110
Newbury, England

11-13 August, 1999

Source: Vodafone (Tim Wright)

SIM removal issues
This document considers issues of SIM removal and the status of operator applications and roots and certificates on the terminal after that removal, following an action I took from the Tampere meeting (15-16/17/99).

We begin with applications signed by Operator A (Op A) on the terminal and a SIM issued by Op A inserted in the terminal (SIM A).

If SIM A is removed, and another SIM not inserted, what should happen to applications signed by Op A?  The absence of SIM A does not, at this stage, mean that the user has moved to another operator.  The SIM could be a multi-function ICC that is needed in another piece of equipment.  The user could have briefly taken their SIM out to put in another phone to make a personal call.  The SIM may have lost contact with the terminal, for instance, if someone was taking the battery out.  It therefore seems sensible not to terminate applications signed by Op A at this stage, only to have to re-verify them (possibly requiring remote certificate to be fetched) if SIM A is returned.  The terminal cannot make calls when SIM A is absent, so terminal based applications only can continue to run fully without SIM A in place.

However, when a SIM is re-inserted the terminal must check whether the SIM is from Op A or another operator.  If the SIM is from another operator then applications signed by Op A must terminate as soon as possible and Op A’s root public key and any certificates on the terminal, should be marked as invalid, and can be overwritten by a terminal certificate from the new operator (Op B, say, whose SIM is SIM B).  If the SIM is from Op A, application operation can continue as normal.  The ME “remembers” the identity of Op A even when the SIM is removed as Op A’s identity must be contained in Op A’s root public key on the terminal.

If SIM B is removed, the situation is just as for the removal of SIM A, i.e. terminal applications and certificates are still valid until a SIM of another operator is inserted.  When the SIM of another operator is inserted, all terminal applications and certificates of B become invalid.  If the new SIM is from Op A, the situation is the same as if it were any other operator, i.e. the terminal does not remember that SIM A was the SIM before SIM B, and does not receive preferential treatment.  I think that’s fair and simple for the terminal.

This proposal is reflected in my CR to 23.057 on support of SIM certificate, T2X99109.

