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8.3

User permission types

The term “user permission” is defined to mean that the user can give permission for a specific action in one of the ways defined in Table 4.  Support of blanket permission and single action permission is mandatory, but support of session permission is optional.

All prompts for user permission as described in table 4 must display the alias name for the signer of the corresponding MExE executable.

The user shall be prompted for user permission relating to each action group listed in the table 3. If a prompt for permission relates to more than one action, e.g. networking and user data, then it shall list the individual action group permissions which will be granted. This condition applies to any prompts relating to user permissions in table 4.

Note that blanket permission and session permission cannot be used for uninstalled MExE executables e.g. applets, WMLS.

8.5
Root Public keys

8.5.1
Operator root public key

The MS shall support secure storage (in ME or SIM)  for a certificate containing an operator root public key. The certificate contains a root public key generated either by the operator, or by a CA trusted by the operator. The ME shall get the operator root public key from the secure area every time it needs to verify a signature, rather than cache the root public key for use in subsequent verifications.

If the MS does not contain a valid operator root public key, then the certificate chain to MExE executable previously executing in the Operator Domain will be invalid, and they will be excluded from the operator domain.

The user shall not be able to add or delete any type of operator public key (root or contained in a certificate).

Optionally, the operator may install a corresponding disaster-recovery root public key stored in the MS, enabling the operator to use a secure mechanism (involving the disaster-recovery key) to replace the certificate containing the standard operator root public key. It shall not be possible to use the disaster recovery operator root public key to replace the standard operator root public key unless both public keys are from the same operator.

There shall be no more than one valid operator root public key on the MS (excluding the disaster recovery root public key).

An application signed by an operator shall not be able to execute in the Operator Domain unless the root public key of that operator is installed in the MS (either ME or SIM) and is marked as trusted.
8.5.1.1
ME actions on replacement of the SIM
During SIM initialisation, the SIM reads the IMSI stored on the SIM (see GSM 11.11).

If the ME contains an operator root public key, the ME shall compare the MCC and MNC of the IMSI of the SIM with the MCC+MNC of the operator root public key stored on the ME.

If they are the different, the ME shall mark the operator root public key as invalid (or leave it as invalid if it is already so marked)

If they are the same, the terminal operator root public key shall remain as valid or shall be marked as valid if it was already marked as invalid.
When an operator root public key stored on the ME is marked as invalid, all applications verified using that root public key or by certificates verified by a chain that terminates with that root public key, shall cease operation as soon as possible and shall be marked as untrusted.

Editor’s note: this last line should go in another section really, but no time to see where at the moment.

8.5.1.2
ME actions on removal of the SIM

The marking of an operator root public key as valid or invalid shall not change when the SIM is removed (without another SIM being inserted).
See section 8.6.1 for the management of operator root public keys (and other root public keys and certificates) stored on the SIM.
8.6
Certificate management

The manufacturer may load initial third party certificates on the device.  Downloaded certificates shall be verified by an existing trusted certificate and placed in the domain defined by the root public key at the top of the verification chain for the downloaded certificate. 

The administrator root certificate shall be provided on the SIM if support for certificate storage on the SIM exists.  For SIMs not having certificate storage the administrator root may be downloaded using the root download procedure described in section 8.9.2.

The actions that may be performed for a given certificate are: 

· addition, 

· deletion, 

· mark un-trusted (un-trusted certificates cannot be used to verify applications or other certificates.  This process may be preferred to certificate deletion as there is a chance that the certificate may become trusted again in the near future), 

· mark trusted (marking as trusted is the process of allowing an untrusted certificate to come into use again), 

· modify fine grain access permissions (proposed as a future enhancement). 

The ability to perform these actions depend on the certificate type being modified as well as the access level of the entity performing the operation.  Users may add a third party certificate as long as it is certified by an existing trusted certificate.

Using a provisioned functionality, users may delete Third Party certificates.

Table 4.  Allowed certificate types in signed packages

Signature on Package
Allowed Certificate types in package

Administrator
Third Party

Manufacturer
Administrator, Manufacturer, Operator, Third Party

Operator
Administrator, Operator, Third Party

8.6.1
SIM Certificate management

The shall support the use and management of Administrator and Operator root public keys on the SIM.
Editor’s note: is there a need for Third Party roots on the SIM?  Putting them there means we need a mechanism for the ME to know that a particular root is on the SIM and not on the ME.  There may be easy solutions to this, but I shall not assume them for the present.
The ME shall read the SIM service table (SST)during SIM initialisation. 
If the SST indicates the presence of MExE root public keys on the SIM (service 42 (MExE) is allocated and active), the ME shall ascertain which root public keys (either Administrator or Operator or both) are stored on the SIM and register this in the ME.  The ME shall also store the identities of these root public keys.

Editor’s note: We will have to define “identity” here at some point
If there is an Administrator root public key on the SIM, any Administrator root public keys on the terminal shall be marked as invalid.  The CCM last verified by the terminal Administrator root public key shall remain valid until a new CCM which can be verified by the Administrator root public key on the SIM is downloaded to the MS.
Editor’s note: either we do this or the last CCM is invalid straight away – in which case what shall the CCM be until a new CCM is downloaded?
If there is an Operator root public key on the SIM, any Operator root public keys on the terminal shall be marked as invalid (even if it was issued by the same operator as issued the SIM).
Existing operator applications on the ME shall be considered as untrusted and shall cease operation as soon as possible and be marked as untrusted if the identity of the Operator root public key on the SIM is different from the identity of the Operator root public key used to verify the existing operator applications on the terminal or used to verify certificate chains used to verify existing operator applications on the terminal.
The terminal shall only read root public keys and certificates stored on the SIM when they are required on the terminal and shall not copy the root public keys/certificates onto the terminal.
8.6.1 SIM Removal

If a SIM containing root public keys is removed from the ME (without another SIM being inserted), operator applications verified using that root public key or by certificates verified by a chain that terminates with that root public key shall not cease operation or be marked as untrusted.  The current CCM shall not be marked as invalid.
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