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Reason for 
change:

At present, actions not listed in the security table (Table 3) can be performed by any trusted application.

The restrictions on the APIs that can be implemented by the MExE JVM are not clear.  Section 6.2.4 says that:

“A Java MExE device may optionally support any other Java APIs which comply with the MExE security requirements in table 3” 

What does compliance with table 3 mean?  As any untrusted application can perform any action not listed in table 3, compliance to table 3 must mean that restrictions in table 3 are observed.  The fact that trusted applications can perform any action not listed in table 3 is not interfered with.

There are therefore effectively no controls over the actions not listed in the security table that can be performed by trusted applications, nor can a list of these actions be made.  This is not acceptable from a security point of view, there must be a defined list of actions and/or capabilities for the security to be sensibly applied.

The situation is rectified by limiting applications to only those actions that are listed in the security table (rather than the more anti-competitive alternative of coming up with a definite list of capabilities by restricting MExE APIs to a specific list only)

It is realised that this means that MExE capability can only be extended beyond the capabilities given by the security table by CR.  However, as MExE is designed to provide a standardised execution environment, it seems appropriate for the capability to be extended in this way.  The restriction is similar to that in operation in the WAP Forum.

See “Other comments” for some history on this issue.
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Other 
comments:
Prior to Boebelingen meeting (26-28 May 1999): Only actions listed in the security table can be performed (subject to restrictions therein) and only APIs listed in the MExE specification can be used by MExE JVMs.

Boebelingen meeting:  All actions not listed in the security table can be performed by trusted applications.  This was proposed by the SMG10 representative on the assumption that only APIs listed in the MExE specification can be used.  There is therefore a definite set of MExE capabilities.

Miami meeting (June 14-16, 1999): Restriction to only APIs listed in the MExE specification is removed, after much discussion.  There is no longer any restriction on MExE capabilities.

8.2
 MExE executable permissions

The following table 3 specifies the permissions of operator, manufacturer and third party security domains.

The actions listed in the security table 3 are generic actions. Application programming interfaces (APIs) which are intrinsically part of the MExE implementation may directly or indirectly cause these actions to be performed. When these actions occur, whether directly or indirectly called by such an API, the security restrictions shall apply.

Explicit user permission is required for all actions by MExE executables in all domains.  Types of user permission are defined in clause 8.3

File access is not permitted for untrusted MExE executables, except that untrusted Java applications can access files only in the application’s own directory. Untrusted MExE executables are not permitted access to any actions which access the phone functionality (phone functionality includes all the actions in the table 3) except for this one qualified exception, and as further identified in 8.2.1.

Actions available using interfaces giving access to the phone functionality (either in existence at the time of approval of this specification or not) that are not listed or not of the same category as a group in the security table 3 cannot be accessed by any trusted MExE executables, trusted or untrusted.
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