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Reason for �change:��
Some important functions were not mentioned in the security table, and this is a security loop-hole. If they are not mentioned, then it is quite easy to create a new API which accesses this unmentioned functionality, and it will be free of security restrictions.�
�
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Other core specifications�
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�
MExE Security Domains�
�



Actions�
�
Operator�
Manufacturer�
Trusted Third Party


�
�
User Private Data Access 10


Read


Write


Get properties


Delete


Get Location Information


Read stored SMS


Delete stored SMS�
Yes 2


�
�
Network Access


Initiate a voice/data connection 5


Accept a voice/data connection 5


Call forward 6


Multiparty call 6


Call deflection 6


Explicit call transfer 6


Terminate an existing connection


Hold an existing connection


Resume an existing connection


Send point-point message (e.g. SMS, USSD)an SMS 6


Generate DTMF


Query network status


Get signal level


Get call list�
Yes


�
�
Lifecycle management


Install a MexE Executable


Uninstall a MexE executable�
Yes


�
�
Miscelaneous Functions


Get manuafacturer software version�
Yes�
�
Certificate management


Install a certificate for a given domain


Uninstall a certificate for a given domain


Replace a certificate for a given domain�
Yes 8�
�
Audio access


Sound generation to speaker speaker (e.g. via stream)


Select Melody


Set speaker volume


Get melody list�
Yes�
�
Power Management


Monitor the power state


Change the power state�
Yes�
�
Network selection/operator data access


Get IMSI


Get home network


Select network�
Yes�
No�
No�
�
Device core function access


Start/stop radio


Turn on/off device�
No�
�
User Profile management


Activate a user profile


Modify a user profile�
No�
�
Legend for above footnotes:- 





2 – The user shall be able to specify data access permissions within the capabilities of the device.


5 – A network connection may be via any supported bearer service


6 – Multiparty, deflection, and explicit call transfer shall be permitted only to numbers explicitly supplied by the user to the MExE Executable. Modification of call forward numbers stored in the network shall only be permitted to numbers explicitly supplied by the user to the operator.


8 – Only the organisation whose public key is certified (or the organisation that certified the public key) can add, delete or replace a particular certificate.


10 – User private data includes user files, phonebook, etc located on the MS.�
�
Table 3: Security domains and actions


The lists in the groups in the table 3 are not exhaustive, and other actions which are of the same category shall be included in the group.














