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Work item:�MExE Stage 2     03.57��

Source:�Nokia�Date: �3.5.1999��

Subject:�Reorganisation of the Security Table��

Category: �F	Correction�X�Release: �Phase 2����A	Corresponds to a correction in an earlier release���Release 96��� �B	Addition of feature���Release 97��� �C	Functional modification of feature���Release 98�x���D	Editorial modification���Release 99�������UMTS���

Reason for �change:��Installing native code libraries is not something that MExE apps would be doing. The system installer application would do this. The meaning of the "yes" in the manufacturer column is really that only manufacturer certified native libraries shall be installed. More text to describe this has been added to replace the row in the security table.



"Adding" an app (in the security table) should be "installing". Applets can't be installed, and so therefore untrusted applets should not have access to the local file system at all. Space restriction for applications is nonsensical unless the space restriction is specified. Specifying the space restriction is impractical, because it should depend on the amount of available file space. I.e. it is completely implementation dependent. A Java app will always have to be aware that file system space is not limitless, so there is no point in specifying space restrictions.



"Deleting" an app "only in pre-specified directories" is nonsensical. Even if "in pre-specified directories" really was intended to apply to "adding an app"; it is unclear what it means in the spec. "Pre-specified" by whom? The user or the implementers? If the implementers, what if the implementers pre-specify "anywhere". This adds no value to the specification.



Some rows in the table were moved around. These are not marked as changes in the document.



HTTP cache manuipulation was removed from the table because there is no API for this functionality.



The granularity of permissions was changed so that the table is a lot simpler.



Call forwarding was allowed for user trusted and operator, but not the manufacturer. This has been changed so that the all three domains have equal rights, including the limitation that it can only be to numbers pre-defined in the user profile.  Multiparty, Call deflection and Explicit Call Transfer added to the same clause as Call forwarding.



Given that the Manufacturer Domain is almost a proprietary domain (limited to the manufacturer of the device), there is very little reason to limit what the manufacturer is allowed to do. The manufacturer can create any proprietary applications, and MExE does not limit them, so there is little point in limiting what the manufacturer is allowed to do in the Manufacturer Domain. In view of this, The manufacturer is now allowed to access location information.



Manufacturer Domain restricted to the exact manufacturer of the device.



Minor editorial changes e.g. some instances of "application" were replaced with "MExE Executable".



For privacy reasons, user profile management should not be performed by anyone other than the user, not even by user-trusted applications. This means that a system administrative application which is intrinsic to the ME implementation must be used for user profile management.



There is no API for "Get IMEI" so therefore this row is removed.



Intercepting a call was undefined, and the same as "accepting" a call, so it was deleted.



"Modification of user connection" was unclear, and not supported by JTAPI, so it was removed from the table.



"User-trusted" domain renamed "Trusted Third Party" domain.



Provision was added for installing signed packages of data such as native libraries and certificates.



Power management was added to the security table.��

Clauses affected:�8��

Other specs�Other releases of same spec��(  List of CRs:���Affected:�Other core specifications��(  List of CRs:����MS test specifications / TBRs��(  List of CRs:����BSS test specifications��(  List of CRs:����O&M specifications��(  List of CRs:���

Other �comments:�To make it simpler to follow the changes made to the security table, the changes are staged: first to show the changes from "Yes" to "no", and the chanbges in the footnotes; and second to show the table reorganisation.��

�The following table is just to show the evolution of edits which resulted in the final version of th etable further below in this CR:



�MExE Security Domains���

Actions��Operator�Manufacturer�Trusted Third PartyUser-trusted

�User Untrusted

��1.	Read file

2.	Write file

3.	Get file information

4.	Delete file�

Yes 2

�

Yes 3, 4

��Install native code libraries�No�Yes�No��1.	Initiate a voice/data connection 5

2.	Accept a voice/data connection 5

3.	Intercept an incoming voice/data connection 5�

Yes



�

No��Call forward 6�Yes�NoYes�Yes 6�No��1.	Terminate an existing connection

2.	Hold an existing connection

3.	Resume an existing connection�

Yes�No��Modification of user invoked connection�Yes�No��1.	Add a phonebook entry

2.	Delete a phonebook entry

3.	Get a phonebook entry

4.	Modify a phonebook entry�

Yes�No��Send an SMS�Yes�No��Add an application or appletInstall a Mexe Executable�Yes�No��Delete a saved application or appletUninstall a MExE executable�Yes�Yes 7�No��1.	InstallAdd a certificate for a given domain

2.	UninstallDelete a certificate for a given domain

3.	Replace a certificate for a given domain�

Yes 8�No��Audio access (e.g. wake-up service)�Yes�No��HTTP Cache manipulation�Yes�No��Get IMEI�Yes�No��Location Information�Yes�NoYes�Yes�No��1.	Activate a user profile

2.	Modify a user profile�YesNo�No��Legend for above footnotes:- 





2 - Except File access is not permitted in user pre-specified directories. This list can only be modified by the user.

3 - Only in application/applet’s own directory

4 - Restriction may be required on space allocated to write

5 - A network connection may be via any supported bearer service

6 - Call forwarding permitted only Tto pre-defined specified numbers in the user profile

7 - Only in pre-specified directory

8 - Only the organisation whose public key is certified (or the organisation that certified the public key) can add, delete or replace a particular certificate��Table 3: Security domains and actions





�8	Security

8.1		Generic security

In order to manage the MExE and prevent attack from unfriendly sources or transferred applications unintentionally damaging the MExE device a security system is required. This section defines the MExE security architecture.

The basis of MExE security is 

a framework of permissions which defines the permissions transferred MExE executables have within the MExE

the secure storage of these permissions (and permission type as defined in clause 8.3) in the user profile

conditions within the execution environment that ensure that MExE executables can only perform actions for which they have permission.

The MExE permissions framework is defined in TS GSM 02.57 and is as follows (there is no implied hierarchy):

MExE Security Operator Domain (MExE executables authorised by the HPLMN operator);

MExE Security Manufacturer Domain (MExE executables authorised by the terminal manufacturer);

MExE Security Trusted Third PartyUser-trusted Domain (trusted MExE executables authorised by third parties);



Untrusted MExE executables are not in a specific domain, and have very reduced privileges as described in section 8.2





8.2		ApplicationMExE executable Permissions

The following table specifies the permissions of each security level.

The actions listed in the security table are generic actions. These actions may be directly or indirectly used by application programming interfaces (APIs) which are intrinsically part of the MExE implementation. When these actions occur, whether directly or indirectly called by such an API, the security restrictions shall apply.

User Permission is required for all actions by MExE executables in all domains.  Types of user permission are defined in clause 8.3

File access not permitted for untrusted MExE executables, except that untrusted Java applications can access files only in the application’s own directory Untrusted MExE executables are not permitted access to any of the actions listed in the table except for this one qualified exception.





�MExE Security Domains���

Actions��Operator�Manufacturer�Trusted Third Party

�User Untrusted

��User Private Data Access 10

1.	Read file

2.	Write file

3.	Get file informationproperties

4.	Delete file

1.	Add a phonebook entry

2.	Delete a phonebook entry

3.	Get a phonebook entry

4.	Modify a phonebook entry

Get Location Information 9�

Yes 2



Yes

Yes

Yes

Yes�

Yes3

No

No��Network Access

1.	Initiate a voice/data connection 5

2.	Accept a voice/data connection 5

Call forward 6

Multiparty call 6

Call deflection 6

Explicit call transfer 6

1.	Terminate an existing connection

2.	Hold an existing connection

3.	Resume an existing connection

Send an SMS�

Yes



Yes

Yes

Yes



Yes

Yes

Yes�

No

No

No

No

No��Lifecycle management

Install a MExE Executable

Uninstall a MExE executable�Yes

Yes

Yes�No

No��Certificate management

1.	Install a certificate for a given domain

2.	Uninstall a certificate for a given domain

3.	Replace a certificate for a given domain�

Yes 8�No��Audio access (e.g. wake-up service)

Sound generation to speaker�Yes�No��Power Management

Monitor the power state

Change the power state�Yes���Legend for above footnotes:- 





2 -– File access is not permitted in user pre-specified directories. This list can only be modified by the user.

3 -– Only in application/applet’s own directory

5 -– A network connection may be via any supported bearer service

6 -– Call forwarding, multiparty, call deflection and explicit call transfer permitted only to pre-specified numbers in the user profilenumbers explicitly supplied by the user to the MExE Executable. Call forward and deflection refers to modification of the number stored in the network.

8 -– Only the organisation whose public key is certified (or the organisation that certified the public key) can add, delete or replace a particular certificate.

9 – Getting location information shall always require explicit one-shot user permission.

10 – User private data includes user files, phonebook, etc located on the MS.��Table 3: Security domains and actions



8.3		User Permission Types

The term “user permission” is defined to mean that the user can give permission for a specific action in one of the ways defined in Table 4.  Blanket permission and oneshot permission are mandatory, and session permission is optional.

All prompts for user permission as described in table 4 must display the alias name for the signer of the corresponding MExE executable.

 Note that blanket permission and session permission can't be used for applets because they are not installed.



�User Permissions��Permission Type�Description�Invocation�Revocation��blanket permission�The user gives blanket permission to the application for the specified action, and the application subsequently uses the user’s original permission for the identified subsequent actions whenever the application is running.�Typically such permission would be given at application configuration or run time.�The blanket permission may be revoked by the user at any time.  The user permission no longer applies once the application has been removed.��session permission�The user gives permission to the application for the specified action during a specific run time session of an application, and the application subsequently uses the user’s  permission for the identified subsequent actions whilst the application session is still running.�Typically such permission would be given at application run time.�The session permission may be revoked by the user at any time.  The user permission no longer applies once the application run time session has terminated.

��one-shot permission�The user gives a single permission to the applicationMExE executable for the specified action; if the applicationMExE executable subsequently wishes to repeat the action it must again request the user’s  permission for the identified subsequent action.�Typically such permission would be given at applicationMExE executable run time.�The user permission no longer applies once the action has terminated.��Table 4: User Permissions

Editor’s note: the consequences of upgrading of the WAP browser requires to be further elaborated.



8.4		Operator Certificate

The MS shall support secure storage for an operator root certificate. This certificate is a root certificate either from the operator, or from a CA implicitly trusted by the operator. The ME will get the operator certificate from the secure area every time it needs to verify a signature, rather than cache the certificate for use in subsequent verifications.

If the MS does not contain a valid operator certificate, then the certificate chain to applicationMExE executables previously executing in the Operator Domain will be invalid, and they will become "untrusted".

Optionally, the operator certificates may have a corresponding disaster-recovery key stored in the MS, enabling the operator to use a secure mechanism (involving the disaster-recovery key) to replace the certificate.

Editor's note: WAP certification may be appropriate technologies, but currently the methods are not available for this. This section is incomplete until WAP certification specification is completed.

8.5		Manufacturer Certificate

The ME shall contain a manufacturer root certificate. This certificate is a root certificate from the manufacturer of the same device, or from a CA implicitly trusted by the manufacturer of the same device. 

If the ME does not contain a valid manufacturer certificate, then the certificate chain to applicationMExE executables previously executing in the Manufacturer Domain will be invalid, and they will become "untrusted".

The Manufacturer shall put a root certificate and its corresponding optional disaster-recovery key in the device at the time of manufacture, and use a proprietary secure mechanism (e.g. using the disaster-recovery key) to replace the certificate. 

An application signed by another manufacturer (other than the manufacturer whose certificate is the Manufacturer Certificate) shall not be able to run in the Manufacturer Domain.

8.6		Trusted Third PartyUser-trusted Certificate

The ME may contain root certificate(s) from CA(s) implicitly trusted by the user. The user will be able to securely install (using a secure transport) or remove these certificates at any time using a system administrative tool. The user has full control over the root certificates in the Trusted Third Partyuser-trusted domain.

The Manufacturer may at its discretion, securely install (using a secure transport) Trusted Third PartyUser-trusted root certificate(s) on behalf of the user, e.g. at the time of manufacture.

Editor's note: More work is required to specify the secure transport used when installing certificates. E.g. an existing certificate should be used to verify the secure transport used to download new certificates. A server should provide a secure transport for downloading any root certificate from any source.

If a Trusted Third PartyUser-trusted certificate is deleted or becomes invalid, then the certificate chain to applicationMExE executables previously executing in the Trusted Third PartyUser-trusted Domain certified by that certificate will become "untrusted".

8.7		Certification and Authorisation Architecture

In order to enforce the MExE security framework a MExE capable MS is required to operate an authentication mechanism for verifying downloaded MExE executables.  A successful authentication will result in the MExE executable being trusted; and able to be executed in a security domain (as determined by the root certificate of its certification tree).  



As the MExE MS may want to authenticate content from many sources, a public key based solution is appropriate.  Before trusting MExE executables, the MExE MS will therefore check that the MExE executable was signed with a private key, for which the MExE MS has the corresponding public key.  The corresponding public key held in the MS must either be a root public key (securely installed in the MS, say at manufacture) or a key provided in a certificate.  The MExE MS must be able to verify this certificate, i.e. have the public key (as a root key or in a certificate) corresponding to the private key used to sign the certificate.  A certificate chain is therefore envisaged.

The requirements on authorisation and certification are given in clause 8.7.1. An example authorisation and certification process is described in clause 8.7.2.



8.7.1		Certification Requirements

A MExE MS cannot verify certified MExE executables of a particular domain unless it has a root certificate for that particular domain.

Root certificates shall be securely installed in the MExE MS, say, at manufacture.  

It is recommended that a “disaster recovery” root certificate be securely installed on the terminal, to be used to install new root certificates when all other root certificates on the terminal are invalid.

Trusted Third PartyUser-trusted Domain root certificates will typically be installed along with and integrated into the MExE ME browser, as is done for PC-based browsers.

A MExE executable can only be verified if the MExE MS contains a valid root certificate corresponding to the private key used to sign the MExE executable.

A certificate (other than a root certificate) shall only be considered valid if it resides below the trust root certificate in its certification tree, or if the certificate's root CA has been cross-certified by the owner of the trust root certificate.



8.7.2		Example Certification Process

The following processes might be followed in order to securely download a Trusted Third PartyUser-trusted applicationMExE executable to a MExE MS.

Root certificates for a number of Certification Authorities (CA’s) are installed in the ME, along with the ME browser, at manufacture.  These root certificates can be used to verify certificates for Trusted Third PartyUser-trusted MExE executables.

A third party software developer generates a private and public key pair (or obtains such a pair from a CA).

The third party software developer obtains a certificate for the public key from a CA.  The certificate contains the developer public key, signed with the private key of the CA.

The MExE MS downloads a MExE executable of the third party software developer.

If the MExE does not already have a certificate for the public key of third party software developer, it obtains such a certificate from a public key depository.

The MExE MS verifies the certificate using the root public key, contained in the browser, of the relevant CA, and extracts the third party software developer public key.

The MExE MS verifies that the MExE executable was signed using the private key corresponding to the third party software developer public key and installs or rejects the MExE executable accordingly.

�These processes are shown schematically in the diagram below.
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Figure 6: Distribution of Keys



8.8	Signed Packages used for Installation

The Java Archive (JAR) file format shall (at least) be supported for securely packaging things that are to be downloaded and installed on the ME. The device may support other proprietary means of downloading and installing things.

The JAR file shall contain a manifest file that has at least the following attribute:

Implementation-Type

Whose value shall be either

"MExENativeLibrary"		in the case of a MExE Native Library (as described in 8.8.1);

"TTPCertificate"			in the case of a 3rd. party root certificate (as described in 8.8.2);

"AdminCertificate"		in the case of an administrator certificate  (as described in 8.8.2); or

-free-format-value-			in the case of proprietary binaries or Java classes classes such as native DSP code, provisioned application upgrades and patches (as described in 8.8.2).

E.g.

Implementation-Type: MExENativeLibrary

When a download of a JAR file is completed, the system installer shall read the manifest to determine what types of files are contained in the JAR, and install them appropriately.

Note that a signed package containing a library which does not have a manifest attribute "Implementation-Type: MExENativeLibrary" shall be considered to be some type of upgrade to libraries that are intrinsically part of the ME implementation rather than a "MExE native library". E.g.

Implementation-Type: NokiaUpgrade (something.dll)

(Recommended behaviour for the server is that it use the capability information supplied from the ME to determine how to offer appropriate upgrades.)

8.8.1		Installing MExE Native Libraries

A signed native library whose signature verifies as describe in section 8.7 as belonging to the Manufacturer Domain may be installed as a "MExE native library".

(The package which contains the MExE native library and signature can be a proprietary file type, because the MExE native library by nature is proprietary, and even specific to the device model, not just the manufacturer.)

A MExE native library may be called by a MExE executable, and shall not compromise the MExE security system. See section 8.9.3

8.8.2		Installation of other signed data

A signed package of proprietary binaries or Java classes such as native DSP code, provisioned application upgrades and patches, whose signature verifies as described in section 8.7 as belonging to the Manufacturer Domain may be installed. The use of such binaries is outside the scope of MExE, but the manufacturer shall be responsible for ensuring that the integrity of MExE is not compromised.

Certificates in a signed package, whose signature verifies as described in section 8.7 as belonging to the Manufacturer Domain may be installed to the certificate store on the ME. Note that the certificate itself may belong to another domain, not necessarily the manufacturer domain. The certificate is packaged in the signed JAR file. The manufacturer key does not necessarily sign the packaged certificate.
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