Stimulus of discussion


This document is intended to stimulate healthy discussion about the things which the MExE security system should protect against. What are the risks to the user, manufacturer and operator? It also touches on moral issues: e.g. the most secure place to live is a solitary confinement cell with a doctor on call, yet governments shouldn't impose this sort of restrictions on citizens.


Risks to the user


These are probably fairly equally the manufacturer and operator's concerns, because the user is their customer. Too strict security will mean loss of customers. There is an acceptable compromise.


Risks to the manufacturer


These are risks which are solely the manufacturer's concern, and not the user's or the operator's concern.


Risks to the operator


These are risks which are solely the operator's concern, and not the user's or the manufacturer's concern. E.g. risk of calls being placed which the user does not want to pay for. This is both a user and operator concern, but would like to consider it as a "risk to the user".


�
Proposed table


Below is a proposed table of risks. The "concern" column should contain "user", "operator", or "manufacturer". The "level" column should contain "1", "2", or "3" (corresponding security level required), or variants of this. E.g. "Banned" meaning no application can do it. "1,2,3" meaning level 1,2 or 3. "1 notification" meaning operators only but user must be notified via message to screen and a log entry, other verbose solutions. Etc.


Description of risk�
Concern�
Level/solution�
�
Preferred network list may be overwritten resulting in manufacturer's clever battery saving algorithm being unable to function well. Manufacturer gets a bad name for poor battery life.�
Manufacturer�
1 notification�
�
Thousands of SMS messages may be generated quickly, flooding the network and crashing systems.�
User�
3, but the OS shall impose a limit on how many can be generated before the user is asked for explicit permission to proceed.�
�
�
�
�
�
�
�
�
�
Etc.
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